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. EXECUTIVE BRIEF

Motion and Title: Staff recommends motion to receive and file: Business
Associate Agreement between DOSS and the Area Agency on Aging of Palm
Beach/Treasure Coast, Inc. (AAA).

Summary: Under the U.S. Health Insurance Portability and Accountability Act (HIPAA)
of 1996, a HIPAA business associate agreement involves a HIPAA covered entity and a
HIPAA business associate. The agreement protects personal health information in
accordance with HIPAA guidelines. The Board of County Commissioners (BCC) has
delegated authority to Brad Merriman, Assistant County Administrator to sign these
agreements relating to HIPAA. This item is being submitted in accordance with
Countywide PPM No. CW-0-051 to allow the Clerk’s Office io note and receive the
executed agreement. (DOSS) Countywide (TKF)

Background and Justification: AAA received a Notice of Instruction from the
Department of Elder Affairs (DOEA) requiring the AAA to execute the attached Business
Associate Agreement with their Lead Agency providers, which DOSS is one.

Attachments: Business Associate Agreement w/ walk through memo

Recommended By: W %Z '2/ sl

Department Director Date

Approved By: Qé”———d %’/ 7/

Assiwc.ounty Administrator Date




il. FISCAL IMPACT ANALYSIS

¥

A.  Five Year Summary of Fiscal impact:

Fiscal Years 2014 2015 - 2016 2017

2018

Capital Expenditures

Operating Costs

External Revenue

Program income

In-Kind Match (County)

NET FISCAL IMPACT -0- -0-

# ADDITIONAL FTE
POSITIONS -
(Cumulative)

Is Item included in Current Budget? Yes No
Budget Account No.:

Fund Dept Unit____ Object___Program Code___ Program Period

B. Recommended Sources of Funds/Summary of Fiscal Impact:

C. Departmental Fiscal Review: W

Taruna Malhotra, Director, Financial & Support Sves

lil. REVIEW COMMENTS

OFMB Fiscal and/or Contract Development and Control Comments:

QD/J & A\;’ %7//‘/ Y@w é/@‘mc@/ﬂpf

Contfact Deydlopment and C
Cu?/égf) ek ¥ s / z////r' =
Legal Sufficiency:

7 %%@/

Chlef’Aésﬁt'a\/m County Attorney

C. Other Department Review:

Department Director

This summary is not fo be used as a basis for payment.
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MEMORANDUM

TO: Brad Merriman, Assistant County Administrator
Board of County Commissioners
e
THRU: Channell Wilkins, Director ab,z—’fﬁ» i /,,ﬁ f’ Za
Community Services Department
FROM: Faith Manfra, Director
Division of Senior Services
DATE: December 3, 2013
RE: Division of Senior Services (DOSS) Business Associate
Agreement

P R Lt A T T e A Rk e PR R R S e e e R

Your signature is needed to authorize the Business Associate Agreement
between DOSS and the Area Agency on Aging of Palm Beach/Treasure Coast,
Inc. (AAA). Attached please find two (2) original agreements for signature.

Under the U.S. Health Insurance Portability and Accountability Act of 1996, a
HIPAA business associate agreement/contract involves a HIPAA covered entity
and a HIPAA business associate. The agreement protects personal health
information in accordance with HIPAA guidelines.

AAA received a Notice of Instruction from the Department of Elder Affairs
(DOEA) requiring the AAA to execute the attached Business Associate
Agreement with their Lead Agency providers, which DOSS is one.

Staff will submit these items at the Board’s January 14, 2013 Commission
Meeting as a “Receive and File” item to allow the Clerk’s office to note.

For additional information, contact Faith R. Manfra at (561) 355-4750.

Approved by: %
f@gum@ (1lbo (5 7;%@4/@;)

Director, Financial & Support SVW ChiefAssistant County Attorney
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Attachments: Business Associate Agreement




Business Associate Agreement

This Business Associate Agreement is dated Degembter 141, 2013, by the Area Agency on Aging
of Palm Beach/Treasure Coast, Inc. (“Covered Entity”) and Palm Beach County Board of County
Commissioners, {“Business Associate”).

1.1 Background.

1.2 Business Associate will obtain Protected Health Information from Covered Entity in the
performance of one or more contracts cr agreements between Covered Entity and Business Associate.
Business Associate and subcontractors of Business Associate that provide services in relation to said
contracts or agreements are permitted to receive and use protected health information in connection
with said contracts or agreements, subject to the terms of this Agreement.

1.3 Covered Entity, recognizes the requirements of the Health insurance Portability and
Accountability Act and has indicated its intent to comply.

14 The Health Insurance Portability and Accountability Act regulations establish specific
conditions on when and how covered entities may share information with contractors who perform
functions for the Covered Entity.

15 The Health Insurance Portability and Accountability Act requires the Covered Entity and
the Business Associate to enter into a contract or agreement meeting certain standards and containing
specific requirements to protect the Confidentiality and Security of patients’ protected health
information, as set forth in, but not limited to, the Code of Federal Regulations (C.F.R.), specifically 45
C.F.R. §§ 164.502(e), 164.504(e), 164.308(b), and 164.314{a-b}{2013) {(as may apply} and contained in this
agreement.

1.6 The Health Information Technology for Economic and Clinical Health Act (2009), the
American Recovery and Reinvestment Act {2009) and Part | — Improved Privacy Provisions and Security
provisions located at 42 United States Code (U.5.C.) §§ 17931 and 17934 (2010), require business
associates of covered entities to comply with the Health Insurance Portability and Accountability Act
security rule, as set forth in, but not limited to 45 C.F.R, §§ 164,308, 164.310, 164.312, and 164.316, 45

C.F.R. §164.502{e}{2), and 45 C.F.R. §164.504(e}{2013}. Such sections apply to a Business
Associate of a Covered Entity in the same manner that such sections apply to the Covered Entity.

The parties therefore agree as follows;
2.1 Definitions. For purposes of this agreement, the following definitions apply:

2.2 Access. The ahility or the means necessary to read, write, modify, or communicate
data/information or otherwise use any system resource.

2.3 Administrative Safeguards. The administrative actions, policies, and procedures to
manage the selection, development, implementation, and maintenance of Security Measures to protect
Electronic Protected Health Information and to manage the conduct of the covered entity’s workforce in
relation to the protection of that information.

Pagel




2.4 ARRA. The American Recovery and Reinvestment Act {2009)

2.5 Authentication. The correboration that a person is the one claimed.

2.6 Availability. The property of data or information being accessible and useable upon
demand by an authorized person,

2.7 Breach. The unzuthorized or unlawful acquisition, access, use, or disclosure of which
Compromises the Security or privacy of such information.

2.8 Compromises the Security. Posing a significant risk of financial, reputational, or other
harm to individuals.

2.5 Confidentiality. The property of data or information being undisclosed and unavaitable
to unauthorized persons or processes,

2.10  Designated Record Set. A group of records maintained by or for a Covered Entity as
defined in 45 CFR §164.501.,

2.11  Electronic Protected Health Information. {ePHI) Individually identifiable health
information transmitted by or maintained in electronic media, as specified in 45 C.F.R. §160.103, limited
to the information created or received by Business Associate from er on behaif of Covered Entity.

2.12  HITECH. The Health Information Technology for Economic and Clirnical Health Act (2009)

2.13  HIPAA, The Health Insurance Portability and Accountability Act (1996) Pub. L. No. 104-
191.
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2.14  Individual. The person who is the subject of Protected Health Information, as specified
in 45 C.F.R. §160.103.

2.15  Information System. An interconnected set of information resources under the same
direct management control that shares common functionality. A system normally includes hardware,
software, information, data, applications, communications, and peopie.

2.16  Integrity. The property of data or information being whole and not altered in an
unauthorized manner.

2.17  Malicious software. Software, such as a virus, designed to damage or disrupt an
electronic information System.

2.18  Partl. Part|-Improved Privacy Provisions and Security provisions located at 42 United
States Code {U.5.C.) §5 17931 and 17934 (2010}

2.19  Password. Confidential Authentication information composed of a string of characters.

2.20  Physical Safeguards. The physical measures, policies, and procedures to protecta
covered entity’s electronic Information Systems and reiated buildings and equipment, from natural and
environmental hazards, and unauthorized intrusion.

2.21  Privacy Rule. The Standards for Privacy of Individually Identifiable Health Information at
45 C.F.R. Part 160 and Part 164, subparts A and E.

2.22  Protected Health Information. (PHI) Health information as defined in 45 C.F.R.
§160,103, limited to the information created or received by Business Associate from or on behalf of
Covered Entity.

2.23  Required By Law. Has the same meaning as the term “required by law” in 45 C.F.R.
§ 164.103.

2.24  Secretary. The Secretary of the Department of Health and Human Services or his or her
designee,

2.25  Security incident. The attempted or successful unauthorized access, use, disclosure,
modification, or destruction of information or interference with system operations in an Information
System.

2.26  Security or Security measures. All of the administrative, physical, and
Technical Safeguards in an Information System.

2.27  Security Rule. The Security Standards for the protection of Protected Health Information
as specified in 45 C.F.R. part 164, subpart C, and amendments thereto,

2.28  Technical Safeguards. The technology and the policy and procedures for its use that
protect Electronic Protected Health Information and control access to it
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2.29  Unsecured PHI. Has the same meaning as the term “Unsecured Protected
Health Information” as defined in 45 C.F.R. §164.402.

2.3C¢  All other terms used, but not otherwise defined in this Agreement shall have the same
meaning as those terms defined in 45 C.F.R. §§160, 162, and 164, or if not defined therein, the same as
the plain meaning of the term(s).

3.0. Obligations and Activities of Business Associate.

3.1 Business Associate agrees to not use or further disclose PHI other than as permitted
or required by this agreement or as Required By Law.

3.2 Business Associate agrees to:

{a) Implement policies and procedures to prevent, detect, contain and
correct Security violations in accordance with 45 C.F.R. § 164.306;

(b) Pravent use or disclosure of PH! other than as provided for by this Agreement
or as Required By Law;

(c) Use appropriate safeguards and comply, where applicable, with Subpart C of 45
C.F.R. §154 with respect to ePH| that the Business Associate ¢reates, receives, maintains, or transmits on
behalf of the Covered Entity, to prevent use or disclosure of the information other than as provided for
by this Agreement or by law; and

{d) Comply with the Security Rule requirements including the Administrative
Safeguards, Physical Safeguards, Technical Safeguards, and policies and procedures and documentation
requirements set forth in 45 C.F.R. §% 164.308, 164.310, 164.312, and 164.316, including the provisions
of training on such policies and procedures to applicable employees, independent contractors, and
volunteers, that reasonably and appropriately protect the Confidentiality, Integrity, and Availability of
PHI and/or ePHI that the Provider creates, receives, maintains or transmits on behalf of the Department,

() Comply with the requirements of the Privacy Rule that apply to Covered Entity
in the performance of such obligations, to the extent Business Associate is to carry out Covered Entity’s
obligations under 45 C.F.R. §164 or this Agreement.

3.3 Business Associate agrees to mitigate, to the extent practicable, any harmful effect that
is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of the
requirements of this Agreement,

34 Business Associate agrees to report to Covered Entity, without unreasonable delay, any
use or disclosure of PHI not provided for by this Agreement of which it becomes aware. This includes
any copying or amendment of such information and any Security Breaches involving Unsecured PHI as
required by 45 C.F.R. §164.410. Business Associate agrees to include in such notice:

(a) |dentification of any individual whose Unsecured PHI has been, or is reasonably
befieved by the Business Associate to have been, accessed, acquired, or disclosed during such Security
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Breach in accordance with 45 C.F.R. §164.404; and

{b) All information required for the Notice to the Secretary of HHS of Breach of
Unsecured Protected Health Information, available on the U.S, Department of Health and Human
Services website.

3.5 Business Associate agrees to maintain and provide to the Secretary such records and
compliance reports as the Secretary may determine to be necessary and to comply with all compliance
reviews and complaint investigations as required by the 45 C.F.R. §160, Subsection C.

3.6 Business Associate agrees to ensure that any agent, including a subcontractar, to whom
it provides PHI that was created or received by Business Associate on behalf of Covered Entity, agrees to
the same restrictions and conditions that apply through this Agreement to Business Associate with
respect to such information,

3.7 If Business Associate has PHl in a Designaterci Record Set:

(a) Business Associate agrees to provide at the request of Covered Entity during
regular businass hours, Access to PHI in a Designated Record Set to Covered Entity or, as directed by
Covered Entity, to an individual in order to meet the requirements under 45 C.F.R, §164.524; and

(b} Business Associate agrees to make any amendment(s) to PH! in a Designated
Record Set that the Covered Entity directs or agrees to pursuant to 45 C.F.R, § 164.526 at the request of
Covered Entity or an Individual within 10 business days of receiving the request.

3.2 Business Associate agrees to make its internal practices, books, and records relating to
the use and disclosure of PHI received from, or created or received by Business Associate on behalf of
Covered Entity, available to the Secretary upon request from the Secretary for purposes of determining
Covered Entity’s compliance with the Privacy Ruie.

3.9 Business Associate agrees to document such disclosures of PHi and information related
thereto as wauld be required for Covered Entity to respond to a reguest by an individual for an
accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528,

3.10 Business Associate agrees to provide to Covered Entity or an Individual, upon request,
information coilected in accordance with Paragraphs 3.7 and 3.9 above, in response to a request by an
Individual for an accounting of disclosures of PH! in accordance with 45 C.F.R. §§ 164.528, § 164.502 and
§ 164.504.

3.11 Business Associate specifically agrees to use Security Measures that reascnably and
appropriately protect the Confidentiality, Integrity, and Availability of PH! in electronic or any other form
that it creates, receives, maintains, or transmits on behalf of the Covered Entity.

3.12  Business Associate agrees to implement Security Measures to secure Passwords used to
Access ePHI that it accesses, maintains, or transmits as part of this Agreement from Malicious Software
and other man-made and natural vulnerabilities to assure the Availability, Integrity, and Confidentiality
of such information.
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3.13  Business Associate agrees to implement Security Measures to safeguard ePHI that it
accesses, maintains, or transmits as part of this agreement from Malicious Software and other man-
made and natural vulnerabilities to assure the Availability, Integrity, and Confidentiality of such
information.

3.14  Business Associate agrees to comply with:

{a) ARRA § 13404 (Application of Knowledge Efements Associated with Contracts),
as set forth in 45 C.F.R. §§164.502, 164.504;

(b) ARRA § 13405 (Restrictions on Certain Disclosures and Sales of Health
Information), as set forth in 45 C.F.R. §164, Subpart £; and

{c) ARRA § 13406 (Conditions on Certain Contacts as Part of Health Care
Operations), as set forth in 45 C.F.R. §§164.508(a)(3}, 164.514(f){1}.

4.0 Permitted Uses and Disclosures by Business Associate. Except as otherwise limited in
this Agreement or any related agreement, Business Associate may use or disclose PHI to perform
functions, activities, or services on behalf of Covered Entity, provided that such use or disclosure would
not violate the Privacy Rule as it applies to Business associate and Covered Entity, or the minimum
necessary policies and procedures of the Covered Entity that are provided to Business Associate by
Covered Entity.

5.1 Specific Use and Disclosure Provisions,

5.2 Except as otherwise limited in this agreement or any related agreement, Business
Associate may use or disclose PHI for the proper management and administration of the Business
Associate or to carry out the legal responsibilities of Business Associate, provided that Business
Associate will appropriately safeguard the information in accordance with the Privacy Rule.

3.3 Except as otherwise limited in this agreement or any reizted agreement, Business
Associate may authorize a Business Associate that is a subcontractor to create, receive, maintain or
transmit PHI on behalf of Business Associate for the proper management and administration of the
Business Associate, provided that Business Associate obtains satisfactory assurances, in accordance
with 45 C.F.R. §164.502{e}{1)(ii}, and documented in accordance with 45 C.F.R. §164.502(e)(1}(ii}(2),
that the subcontractor wilt appropriately safeguard the information, and, in the event of termination,
will return or destroy all PHI and ePH! in accordance with Section 8.3 of this Agreement and 45 C.F.R.
§164.504(e}(2){i){J)).

5.4 Business Associate may use PHI o provide data aggregation services relating to the
health care operations of Covered Entity as permitted by 45 C.F.R. §164.504(e)(2}(i}(B}, only when
specifically authorized by Covered Entity.

5.5 Business Associate may use or disclose PH to report violations of law to appropriate
Federal and State authorities, consistent with 45 C,F.R. §164.502(j)(1).

6.1 Obligations of Covered Entity.

6.2 Covered Entity shali notify Business Associate of any fimitation(s) in Covered Entity’s
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notice of privacy practices, to the extent that such limitation may affect Business Associate’s use or
disclosure of PHI, by providing a copy of the most current Notice of Privacy Practices (NPP) to Business
Associate as Attachment | to this Agreement. Future Notices and/or modifications to the NPP shall be
posted on Covered Entity’s website at www.youragingresourcecenter.org

6.2 Covered Entity shall notify Business Associate of any restriction to the use er disclosure
of an individual’s PHI that Covered Entity has agreed to in accordance with 45 C.F.R. § 164.522, to the
extent that such restriction may affect Business Associate’s use or disclosure of PHI.

7.0 Permissible Requests by Covered Entity. Except for data aggregation or management
and administrative activities of Business Associate, Covered Entity shall not request Business Associate
to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by
Covered Entity.

8.1 Effective Date and Termination.

8.2 The Parties hereby agree that this agreement amends, restates and replaces any other
Business Associate Agreement currently in effect between Covered Entity and Business Associate and
that the provisions of this agreement shall be effective on the last date that the Agreement has been
signed by both parties.

8.3 Termination for Cause. Upan Covered Entity’s knowledge of a material breach of this
agreement or a viclation of the Security Rule or the Privacy Rule by Business Associate, Covered Entity
shall either:

(a) Provide an opportunity for Business Associate to cure the breach or end the
violation and terminate this agreement if Business Associate does not cure the breach or end the
violation within the time specified by Covered Entity;

() Immediately terminate this agreement if Business Associate has breached a
material term of this Agreement and cure is not possible; or

(c} If neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

8.4 Effect of Termination. Except as provided in subparagraph (b) of this section, upon
termination of this agreement, Business Associate shall return or destroy all PHI and ePHI received from
Covered Entity, or created or received by Business Associate on behalf of Covered Entity.

{a) This provision shall apply to PHI and ePHI that is in the possession of
subcontractors or agents of Business Associate. Business Associate shall retain no copies of the PHI and
ePHI.

(b) In the event that Business Associate or Covered Entity determines that returning
or destroying the PHI or ePHI is infeasible, notification of the conditions that make return or destruction
of PH! or ePHI infeasible shall be provided to the other party. Business Assoclate shall extend the
protections of this Agreement to such retained PHI and ePHI and limit further uses and disclosures of
such retained PHI and ePHI to those purposes that make the return or destruction of the information
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infeasible, for a minimum of six years and se long as Business Associate maintains such PHI and ePHI,
but no less than six (6) years after the termination of this agreement.

8.5 Expiration and Effect. Unless sooner terminated pursuant to Section 8.2 above, this
agreement will expire ence Business Associate no fonger has any PHI in its possession, whether by
destruction or return to Covered Entity. Business Associate will provide a certification to Covered Entity
once Business Associate no longer has any Data in its possession. Any agreements in place pursuant to
Section 3.6 hereof wilf remain in effect until such agent no longer has any PHI in its possession and
certifies same.

5.0 Regulatory References. A reference in this agreement to a section in the Privacy Rule or
Security Rule means the section then in effect or as may be amended in the future,

10.0  Amendment. The Parties agree to take such action as is necessary to amend this
agreement as necessary for Covered Entity to comply with the requirements of HIPAA, the Privacy Rule,
the Security Rule, and other appliceble HIPAA rules.

11.0 Survival. Any term, condition, covenant or obligation which requires performance by
either party hereto subsequent to the termination of this agreement shall remain enforceable against
such party subsequent to such termination.

12,0  Interpretation. Any ambiguity in this agreement shall be resclved to permit Covered
Entity and Business Associate to comply with 45 C.F.R. §§160, 162, and 164.

13.0  [Incorporation by reference. Any future new requirement(s), changes or deletion{s)
enacted in federal law which create new or different obligations with respect to HIPAA privacy and/or
Security, shall be automatically incorperated by reference to this Business Associate Agreement on the
respective effective date(s).

14.0  Notices. All notices and communications required, necessary or desired to be given
pursuant to this agreement, including a change of address for purposes of such notices and
communications, shall be in writing and delivered personazlly to the other party or sent by express 24-
hour guaranteed courier or delivery service, or by certified mail of the United States Postal Service,
postage prepaid and return receipt requested, addressed to the other party as follows {or to such other
place as any party may hy notice to the others specify):

To Covered Entity: Area Agency on Aging of Paim
Beach/Treasure Coast, Inc.
Attention: Ligia Hardy, Compliance
Officer
4400 North Congress Avenue
West Palm Beach, Florida 33407

To Business Associate: Paim Beach County Board of County Commissioners
Attention: Faith Manfra, Director of Division of Senior Services
810 Datura Street, Suite 300
West Palm Beach, Florida 33401
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Any such notice shali be deemed delivered upon actual receipt. If any notice cannot be delivered or
delivery thereof is refused, delivery will be deemed to have occurred on the date such delivery was
attempted.

15.0  Governing Law. The laws of the State of Florida, without giving effect to principles of
conflict of laws, govern all matters arising under this agreement.

16.0  Severability. If any provision in this agreement is unaenforceable to any extent, the
remainder of this agreement, or application of that provision to any persons or circumstances gther
than those as to which it is held unenforceable, will not be affected by that unenforceability and will be
enforceable to the fullest extent permitted by taw.

17.0  Successors. Any successor to Business Associate (whether by direct or indirect or by purchase,
merger, consolidation, or otherwise) is required to assume Business Associate’s obligations under this
agreement and agree to perform them in the same manner and to the same extent that Business
Associate would have been required to if that succession had not taken place. This assumption by the
successor of the Business Associate’s obligations shall be by written agreement satisfactory to Covered
Entity.

18.0  Entire Agreement. This agreement constitutes the entire agreement of the parties
relating to the subject matter of this agreement and supercedes all other oral or written agreements or
policies relating thereto, except that this agreement does not limit the amendment of this agreement in
accordance with section 10.0 of this agreement.
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IN WITNESS THEREOF, the parties hereto have caused this 10 page agreement to be
executed by their undersigned officials as duly authorized.

PROVIDER: PALM BEACH COUNTY, Area Agency on Aging of Paim Beach/
FLORIDA, A Political Treasure Coast, Inc.
Subdivision of the State of
Florida

SIGNED / / y SIGNED

BY: / e\ ()

Brad Merrlman Assistant County Administrator

DATE: &ZEB(‘S@%% NAME: Jaime Estremera-Fitzgerald
] )

TITLE: Chief Executive Officer

BY: DATE; 12/5/2013

FEDERAL ID NUMBER:

FISCAL YEAR END DATE:

Approved. as to form and le aLsufﬁcrency

%
%ounty ﬁfforney

Approved as to terms and conditions
,/

________

Department Director
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