Agenda ltem #: 3Z-1

PALM BEACH COUNTY :
BOARD OF COUNTY COMMISSIONERS

AGENDA ITEM SUMMARY

Meeting Date: April 10, 2018 [X] Consent [ 1 Regular
[ ]Ordinance [ 1 Public Hearing
Department: Risk Management

Submitted By: Risk Management

l. EXECUTIVE BRIEF

Motion and Title: Staff recommends motion to:

A) ratify the signature of the Mayor on the Memorandum of Understanding For Driver's License
and/or Motor Vehicle Record Data Exchange; and.

B) delegate to the County Administrator, or designee, signature authority to execute any future
renewals, addendums or other documents related to this Memorandum of Understanding.

Summary: The Memorandum of Understanding for Driver's License and/or Motor Vehicle Record
Data Exchange with the Florida Department of Highway Safety and Motor Vehicles allows the
County, through its Risk Management Department, to continue to ensure only authorized drivers with
valid licenses are allowed to operate County vehicles. This is to ensure the safety of County
employees and the general public. The record data exchange provides an automated file from the
State to the County on a weekly basis. The file contains information on each authorized driver
including notification of an invalid license, and the reason why a license has been suspended or
revoked. A newly executed document is required by the State of Florida every three years as a
condition of continuing the Driver's License and Motor Vehicle Record Data Exchange with the
County under the provisions of the Driver's Privacy Protection Act, which protects the personal
information contained within the files. Countywide (HH)

Background and Justification (or Policy Issues): Under the provisions of the County’s Policy and
Procedures Manual CW-0-004, the first version of which went into effect in 1991, the Risk
Management Department is authorized to approve or disapprove an employee’s privilege to drive a
County owned vehicle. County drivers are not approved if they do not have a valid driver's license
from the State of Florida. The electronic files received from the Department of Highway Safety and
Motor Vehicles allow staff to ensure the validity of the licenses of all approved and newly hired
drivers. Driver’s licenses contain personal information that is protected under the Driver's Privacy
Protection Act (DPPA) 18, USC 2721; however the State of Florida is authorized to provide the
information to the County for the purpose of determining the eligibility of current employees and new
hires to operate County vehicles. To that end, the State requires the execution of the attached
Memorandum of Understanding every three years.

Attachments:

1. Executed Memorandum of Understanding For Driver's License and/or Motor Vehicle Record
Data Exchange with Walkthrough Memoranda

Recommended By: %,‘ f/ G Z// Y

Dep’artm/gﬁt Director Date

Approved By: A/ W K- b@Q W ?\ QK\ K%

Ass@tant‘éoun%y Administrator Date |’




Il. FISCAL IMPACT ANALYSIS

A. Five Year Summary of Fiscal Impact

Fiscal Years 2018 2019 2020 2021 2022

Capital Expenditures

Operating Costs

External Revenues

Program Income (County)

In-Kind Match (County)

Net Fiscal Impact X
# ADDITIONAL FTE
POSITIONS (Cumulative) 0 0 0 0 0
Does this item include the use of federal funds? Yes No X
Is Item Included In Current Budget? Yes n/a No
Budget Account Exp No.: Fund Dept ____Unit Obj
Rev No.: Fund Dept ____Unit Obj
B. Recommended Sources of Funds/Summary of Fiscal Impact:
* There is no fiscal impact associated with this item
C. Departmental Fiscal Review:g g
lll. REVIEW COMMENTS
A. OFMB Fiscal and/or Contract Dev. and Control Comments:
OP %Q&W& Bl HQ é 37 (182
\7,&\\\1 OFMB. % “Contract | nd Controi\b
@ 0 ¥ /a

Legal Sufficiency:

LOu (e,

" Assistant County Aftorney

C. Other Department Review:

Department Director

REVISED 9/03
ADM FORM 01

(THIS SUMMARY IS NOT TO BE USED AS A BASIS FOR PAYMENT.)
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MEMORANDUM
TO: Melissa McKinlay, Mayor M
Board of County Commissioners
THRU: Verdenia C. Bak ministrater
' Board of Coun S
THRU: Nancy L. Bolton, Assistant County Administrato
Board of County Commissioners
FROM: Scott Marting, Department Director m
Risk Management Department
DATE: January 26, 2018
RE: Memorandum of Understanding between the Florida

Department of Highway Safety and Motor Vehicles and
Palm Beach County Board of County Commissioners.

D partment/éirector
(ﬂj&&w CW

Recently you signed the attached MOU as required by the State of Florida.
Based on numerous conversations with the State, we believed the packet
to be complete. However, the Florida Department of Highway Safety and
Motor Vehicles notified Risk Management that an additional form was
required from Palm Beach County upon their review of the MOU package.
As such, we are submitting one additional document for signature.

In accordance with County PPM CW-0-051, this agreement will also be
submitted as a “Receive and File” once the MOU has been fully executed.

If additional information is needed, please contact Jean Heald at (561)

233-5432.
Approved by:
. .4 .
&MB y N
Assistan{\('?ounty Attoi-r{ey\ Assistant County Administrator

Attachments:
1. The above listed MOU including the additional signature page
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MEMORANDUM
TO: Melissa McKinlay, Mayor
Board of County Commissioners
THRU:
) 12
THRU: Nancy L. Bolton, Assistant County Administrafof A js L)
Board of County Commissioners
FROM: Scott Marting, Department Director,
Risk Management Department
DATE: January 5, 2018
RE: Memorandum of Understanding between the Florida

Department of Highway Safety and Motor Vehicles and Palm
Beach County Board of County Commissioners.

In December of 2014, Palm Beach County entered into a Memorandum of
Understanding (MOU) with the Florida Department of Highway Safety and
Motor Vehicles (DHSMV) that allows the County to submit authorized driver
information to the State in order to confirm our employees continue to meet the
requirements of County PPM CW-0-004, Vehicle Safety Program.

The renewal of that three-year MOU was overlooked due to staff turnover. To
avoid an interruption in service, the attached MOU must be executed before the
next meeting of the Board of County Commissioners. In accordance with
County PPM CW-0-051, this MOU will be submitted for ratification at the next
BCC meeting.

If additional information is needed, please contact Jean Heald at
(561) 233-5432.

Approved by: 37 A/b‘ﬂ\
%"
Dep rtment)firector W

Assistant C nty Administrator

Assistant County Attorn

Attachment:
1. Memorandum of Understanding for Driver’s License and/or Motor
Vehicle Record Data Exchange



Florida Department of Highway Safety and Motor Vehicles

DocuSlgn Enve Oie ID: 432D2377 3036-4782-9019-114626845064

.......................

HIGHWAY SAFET' AND MQTOR VEHICLES

HSMv-0478-18

Contract / Agreement Review

Motorist Services 2/19/2018

ATTACHMENT 1
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DHSMYV Contract No.: Division: Date:
Contractor Name: Palm Beach County Board of County Commissioners
Contract Summary: New MOU
Previous MOU HSMv-0383-15 terminated on 12/15/2017.
Total Cost/ Revenue: $0.00 or No Cost[] Term: 3 years
Contract Manager: Kayla white Phone: 850.617.2805
[XI New Agreement
[J New Contract (Procurement)
Procurement Method: [JITB [ JRFP TN ORFQ [single Source  [Jinformal Quote
[JExempt per , Florida Statutes [J Not Required

[J Renewal
[] Settlement Agreement
Approvals

[J Amendment
[J New / Revised Template

Comments

Division Director(s)

Data MOU

[ If checked, budgetary review/approval is not required as funds are
not expended under this Contract/Agreement.

-DocuSigned by:
Signature: r!'”'f L‘?"“’d‘* Date:2/19/2018
Signature: Date:
BUdget Docuslgncdby NoO costs or revenue impact
2/28/2018
SlgnatureE Date: /28/

Accounting

Docusigned by:
. 2/28/2018
SlgnatureJ W Date:
3 If checked, actifitifig feview/approval is not required as funds are

not received or obligated under this Contract/Agreement.

n/a

Information Services

DocuSigned by:
Signature: (_ oyl Dickerson—Nal don. Date:

[0 if checked, ISA review/approval is not required as this
Contract/Agreement does not impact information systems.

3/1/2018

no impact

Leg al DosuSigned by:

Tondtrar P, Sonkocd
Signature? Date; 3/2/2018
[ ¥ checked, Iegal review/approval is not required as the document is
a previously-approved boilerpiate

None.

Purchasing & Contracts

DocuSigned by:
. 3/2/2018
Slgnature%—".‘

Date:

Administrative Services

DocuSlgned by:

belluy Soot

. 3/4/2018
Slgnature:[-

Date:

3/4/18

Deputy Executive Director

Signature: Date:

O If checked, review/approval by Deputy Executive Director is not
required as the Contract/Agreement is either an approved template or
does not fall under the Deputy Executive Director's areas of responsibility.

Chief of Staff / Executive Director

DocuSigned by:

Signature: Jomic. Pl pach

\——DB91480B7AAS52486...

3/4/2018
Date: ad

HSMV 95020 (05/2015)
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Data Exchange
Memorandum of Understanding (MOU) - Item check list

Agency Name: Palm Beach County Board of County Commissioners

Documentation of current licensure or certification from resident state of corporation

I:ICopy of requestor’s business license

[:]Corporation status obtained from www.sunbiz.org.

le vendor is acting on behalf of a government agency, a letter of authority is attached.
This is a Government agency

I__']This is a Law enforcement agency.

Memorandum of Understanding

Forms have been provided, reviewed, and approved.

Attachment 1 and/or letter provided in Lieu of

Attachment 2

Data Access Form

Certification Statement

Data Access Questionnaire

[_] DPPA Violation Background Check Completed

[:] Letter of delegation is required if signed by other than authorized official.

Debit Authorization Form

DAccount/Routing number is provided.
|:| An appropriate signature is provided.
D Copy of form provided to Revenue.

N/A

DocuSigned by:
Midacl, Saris Date; 2/19/2018

\—AEFB922945AT4CE...

Reviewed By:




Certificate Of Completion

Envelope |d: 432D2377303647829019114626845064
Subject: Please DocuSign these documents:Palm Beach County Board of County Commissioners Data Ex MOU New

Source Envelope:

Document Pages: 27
Certificate Pages: 4

AutoNav: Enabled

Envelopeld Stamping: Enabled

Signatures: 10
Initials: 0

Time Zone: (UTC-05:00) Eastern Time (US & Canada)

Record Tracking

Status: Original
2/13/2018

Signer Events

Michael Sarvis

MichaelSarvis@flhsmv.gov

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Robert Kynoch
RobertKynoch@flhsmv.gov
Director of Motorist Services
FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Danielle Nesbeth
DanielleNesbeth@flhsmv.gov
HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Susan Carey
SusanCarey@flhnsmv.gov
Chief Financial Officer
FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Steve Burch
Steveburch@flhsmv.gov
Chief of Accounting

FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:

Holder: Kayla White

kaylawhite@flhsmv.gov

Signature

DocuSigned by:
E‘/lidwd Sanuis

AEFBO22945A74CE...

Using IP Address: 207.156.9.1

DocuSigned by:

Relourt bymsde

OAZEF6A4TABEA4SS...

Using IP Address: 207.156.9.1

Completed

Using IP Address: 207.156.9.1

DocuSigned by:
[S usan (arey

7BDEB4036905431...

Using IP Address: 97.34.131.24

Signed using mobile

Enocuslgneﬂ by:
CYBACEAF33244DF ...

Using IP Address: 207.156.9.1

ATTACHMENT 1
PAGESOF 75

Docus:f’m;}

o
@ SECURED

Status: Completed

Envelope Originator:
Kayla White

PO Box 6669

Portland, OR 97228
kaylawhite@flhsmv.gov
IP Address: 207.156.9.1

Location: DocuSign

Timestamp

Sent: 2/13/2018
Viewed: 2/19/2018
Signed: 2/19/2018

Sent: 2/19/2018
Viewed: 2/19/2018
Signed: 2/19/2018

Sent: 2/19/2018
Viewed: 2/23/2018
Signed: 2/23/2018

Sent: 2/23/2018

Resent: 2/28/2018
Viewed: 2/28/2018
Signed: 2/28/2018

Sent: 2/28/2018
Viewed: 2/28/2018
Signed: 2/28/2018



Signer Events
Not Offered via DocuSign

Boyd Dickerson-Walden
Boyddickerson-walden@flhsmv.gov
Director of Informational Services
FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Jonathan P. Sanford
JonathanSanford@flhsmv.gov

Chief Counsel

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Lisa Bassett
LisaBassett@flhsmv.gov
Chief

FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Kelley Scott

KelleyScott@flhsmv.gov

Director of Administrative Services

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Jamie Deloach

JamieDeLoach@flhsmv.gov

Chief of Staff NKB

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Becky Parramore

BeckyParramore@fihsmv.gov

Leasing Consultant

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Signature

DocuSigned by:

Beyd Dickerson—Naldom

30156DFB9SSA473...

Using IP Address: 207.156.9.1

DocuSlgned by:
EMM P. Sascd

ECF1225030E4450...

Using IP Address: 207.156.9.1

[Dccuslgned by:
7E2EQF0980B2459...

Using IP Address: 207.156.9.1

Enocuslgncd by:
633CACBIC201454...

Using IP Address: 199.254.101.109

DocuSigned by:
Jamie Defsac

991490B7AA52486...

Using IP Address: 174.227.139.173

Signed using mobile

Completed

Using IP Address: 207.156.9.1
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Timestamp

Sent: 2/28/2018
Viewed: 3/1/2018
Signed: 3/1/2018

Sent: 3/1/2018
Viewed: 3/2/2018
Signed: 3/2/2018

Sent: 3/2/2018
Viewed: 3/2/2018
Signed: 3/2/2018

Sent: 3/2/2018
Viewed: 3/4/2018
Signed: 3/4/2018

Sent; 3/4/2018
Viewed: 3/4/2018
Signed: 3/4/2018

Sent: 3/4/2018
Viewed: 3/5/2018
Signed: 3/5/2018



Signer Events

Lisa M. Bassett
LisaBassett@flhsmv.gov
Chief

FL Dept HSMV

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

In Person Signer Events
Editor Delivery Events
Agent Delivery Events
Intermediary Delivery Events
Certified Delivery Events

Carbon Copy Events

Jonathan P. Sanford
JonathanSanford@flhsmv.gov

Chief Counsel

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Tiffany Allen

TiffanyAllen@flhsmv.gov

Paralegal

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Data Listing Unit
DataListingUnit@flhsmv.gov

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Tiffany Allen

TiffanyAllen@flhsmv.gov

Paralegal

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Signature
DocuSigned by:
E7E2EQF099092459. .

Using IP Address: 207.156.9.1

Signature
Status
Status
Status
Status

Status

COPIED

COPIED

COPIED

COPIED
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Timestamp

Sent: 3/5/2018
Viewed: 3/5/2018
Signed: 3/5/2018

Timestamp
Timestamp
Timestamp
Timestamp
Timestamp

Timestamp
Sent: 2/28/2018

Sent: 3/2/2018
Viewed: 3/2/2018

Sent: 3/5/2018

Sent: 3/5/2018



Carbon Copy Events

Becky Parramore

BeckyParramore@flhsmv.gov

Leasing Consultant

Florida Department of Highway Safety and Motor
Vehicles

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Melissa McKinlay
mmckinlay@pbcgov.org

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Jean Heald
jheald1@pbcgov.org

Security Level: Email, Account Authentication
(None)

Electronic Record and Signature Disclosure:
Not Offered via DocuSign

Notary Events

Envelope Summary Events

Envelope Sent
Certified Delivered
Signing Complete
Completed

Payment Events

Status

COPIED

COPIED

COPIED

-Signature

Status
Hashed/Encrypted
Security Checked
Security Checked
Security Checked

Status
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Timestamp
Sent: 3/5/2018

Sent: 3/5/2018

Sent: 3/5/2018

Timestamp

Timestamps
3/5/2018
3/5/2018
3/5/2018
3/5/2018

Timestamps
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A
Lq H MEMORANDUM OF UNDERSTANDING
Sasheai it FOR DRIVER'S LICENSE AND/OR MOTOR VEHICL & RECORD DATA EXCHANGE
TSIz Contract Kymber HS8Y- 0478-18

This  Memorandum of Understandlng iMOU) 5 mads and entered Into by eng between
PaimBach ::oéno,agugomoumycygrygafm e . hereinafter  referred
the Requesting Party, and the Florida Department of Highway Satety and Motor Vehicles, hereinatter refared fo

as the Providing Agency, collectively referred o as the Parties,

L. Purpose

The Providing Agency is a government enthy whose primary duties include issuance of motor vehicle
and driver licensss, registration ana tithing of mator vehicles, and enforcement of all laws governing traffic,

travel, and public safety Upon Flarida's Aublic highways.

In camying out jis statidorily mandated duties and responsibilities, tha Providing Agency collects and
mainteins personal information that identifies individuags. Based upon the nature of this information, the
Providing Agensy js subject to the disdlosure prohibitions contalned in 14 U.8 C. §2721, the Driver's Privacy
Protection Act (hereinafter *DPPAY), Sestions 118.0712(2) and 501.171 « Floridz Statutes, and other statutory

provisions

This MOU is entered into for the purpose of establishing the conditions and Iimitations under which
the Providing Agenoy agrees to provide eiectronic acsess to Driver Licenss and Motor Vehicle irformation to
the Requesting Party. The type of data requestsed and the statutory faes, if applicable, are agreed to by both

The Requesting Party is receiving a (] 9-cigit [] 4-diglt or MNa soclal sacudity number, pursuznt to

Chapter 118, Florida Statutes, or other applicable laws,

L Definitions

For the purposes of this MO, the below-listed terms shall have the Tollowing meahings:

A. Batch/Flle Transfer Protoco!l (FTRVSecure File Transfer Prolaco) {SFTP) . An electronic transfer

a secure environment.

B. Busingss Point-of-Contact - A person appointed by the Requesting Party 1o assist the Proyiding Agency

with the administration of the MOu.

C. Consumer Compiaint Point-of-Contaet ~ A kerson appointed by the Reguesting Party to asslst the
Providing Agency with complaints from consumers rearding misuse of personal information prolected

under DPPA,

Data Exchangs MOU (Rev, 65/2017)

Attachment ]

ATTACHMENT 1
PAGE9OF 75
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N.

Conlrol Record - A fetord containing ficttious information that is included in data made avallable by the
Providing Agency and is used [o identify inappropriate disclosure or misuse of dala,

Crash Insurance Inquiry - Insurance information, such as insurance company name, polfcy typs, poligy
status, insurance creation and expiration date, including Insurance poficy number, provided to the
Requesting Party pursuarnt to Section 324 242(2), Fiorida Statites. Such inquiry is fo be made on anly
vehicles involved in a crash. The Vehicle ldentification Number (YIN) on which such inguiry s mada must
be involved in the crash for which & crash report numper and the date of crash is provided io the Agency,

Downstream Eniity - Any individual, association, organization, or corporate estity whe receives driver
llcense and/or motor vehicle data from e Thirg Party End User in accordance with DPPA and Section

118.0712(2), Fiorida Statutes

Driver License Information - Driver license and identificatlon carg data collested and maintained by
ihe Providing Agency. This datg Includes personal information as defined in item N, below,

Driver Privacy Protection Act (OPPA) - The Federal Act (see, 18 United States Code § 2721, st 8eq.)
that prohibits relsase and use of persoral information excepl as otherwise specifically permitted within the

Act. :

Government Entity - Any faderal, sfate, sounty, counly officer, or city government, including any court or
law snforcement aGency,

Highly Resiricted Parsonal Information - Includes, but is not limiteg to, medical or disability information or
social secunty number,

Insurancs Record - Insurance Information, such as insurance Lompany name, poficy type, policy status,
insurance creation and expiralion date, but excluting insurance policy rumber, provided o the
Requesting Parly, pursuant to Sertion 324.242(2), Flerida Statules,

Motor Vehicle Information - Title and reglstration data collectad and maintainsd by the Providing Agency
for vehicles, This Informiation includes personal information as defined in item M, below.

Parties - The Providing Agency and the Requssting Party.

Persanal Information - As described In Section 118.0712(2)(b), Florida Staiutes and 18 U.8.C. 8.2725,
information found in the motor vehicle or driver record which Includes, but js not limited to, the subject's
driver identification number, name, address, (but not the 5 — digh zip code) and medicai or disability

information,

Private Entity - Any entity that is not a unit of government, including, but not limited to, a corporation,
partnership, limited liability company, nonprofit organization or other legal enlity or a natural person.

Providing Agsney . The Depariment of Highway Safely ang Motor Vehicies. The Providing Agency Is
regponsible for granting access lo driver license andfor molor vehlele data ta the Requesting Party.

Registration Hoid - A holg Placed on the owner, vehigle of regigiration, Intended to prevent extension or
renews! of any motor vehicle registration.

remote electronic acoess,

Data Exchange MOU (Rev. 08/201 7) Page 2 of 13

ATTACHMENT 1
PAGE 100F 75
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Requesting Party Number A unique number assigned 1o the Requesting Pery by the Providing Agency
that identifies the type of record authorized for relegise and ihe associated stalutory fees, Misuse of a
Requesting Party Number to abtain information Is strictly prohibited and shall be grounds for termination
in accondancs with Section X, Terminztion and Suspension.

T. Technical Contact - A person appuointed by the Requesting Party to oversee the maintenance/operation of
selting up of Web Service and Batch/FTPiSFTP processes.

@

U. Thind Party End User - Any individual, assoclation, prganization, or torporate entlty who receives
driver Ftense and/or motor vehiele data from the Reguesting Perty in accordance with DPPA and Section
118,0712(2), Flosida Statutes.

Web Service - A service where the Requesting Parly writes a call program fo cammunicate with the YWeb
Service of fhe Providing Agency to recsive authorized metor vehicle snd driver license data,

As the nustodian of the state’s driver and vehicle records, the Proviting Agency is reguired to
provide access 10 records permitied to be disclosed by law.

Unter this MOU, the Requesting Party will b provided, via remote elecironic means, infermation
pertaining fo driver licenses and vehicles, including personal Information authorized o be released pursuant to
Sectiors 118.0712(2), Finrida Statutes and DPPA. By execuling this MOU, the Requesting Party agrees to
meintain the confidential and exsmpt siatus of any and all Informatlon provided by the Praviding Agency
Puwsuant to this MOU and to ensure that any Third Party End Users accessing or utllizing sald Information sheall
do so n compliance with Section 148.0712(2), Florida Statules and DPPRA. Highly restricted personal
information shall only be felaased in scoardarice with DPPA and Florida law. In addition, the Requesting Party
agrees that insurance policy information shall only be ulllized pursuant to Section 324.24212), Florida Stalutes,

This MOU is governed by the laws of the State of Florida and jurisdiction of any dispute arising from
this MOU shai be in Leon County, Florida.

V. Statemen? of Work

A. The Providing Agency agrees {o:
1. Provide the Requesting Party with the technical specifications. and Reguesting Party Number i
applicahle, required io access data in accordance with the access method being requested.

2. Allow the Requesting Party to electronically acoess dala as authorlzed under this MOU.

3. Collect all faes for providing the elecironically requested data, pursuant fo &pplicadble Florida
Stetules, rules and policies, including Sections 320.05 and 322,20, Florida Statutes, Yhe fee

shall inviude all direct and indirect costs of providing remute electronic access, according to
Section 118.07(2)(c), Florida Statutes,

Data Exchange MOU (Rev, 08/2017) Page 30f 15

ATTACHMENT 1
PAGE 11 OF 75
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8.

Collect all fees dua for elecironic requests thicugh the Autemated Clearing Mouse atcount
of the banking institution which has besn designated by the Treasurer of the State of Floride Tor
SUGh purposes.

Terminate the access of the Reguesiing Party for non-payment of required fess, The Providing

Notify the Requesting Party thirty (30) business days prior to changing an ¥ Tee schedules, when
it is reasonable and necessary to do s, as determined by the Providing Agehcy. All fees
are established by Florida law. Any changes in fees shall be effective on the effective date of
the carresponding faw change. The Requesting Party may continue with this MOU as
modified or It may terminate the MOU in aceordance with Section X, sublect to the paymen of
all fees incurred prior to termination.

Perform all obligations to provide access under this MOU contingent upon an annual
appropriation by the Legistatire.

Provide glectronic access to driver ficense and/or motor vehicle information pursuant to roles
and times established othgr than schetuled maintenance or other uncontrollable disruptions,
Scheduisd maintenance nemally cocurs Sundey momings betwesn the hours of 5:00 A.M. and
10:00 AN,

Provide a contact person for assistance with the implem entation of this ML,

B. The Requssting Parly agrees to;

1.

2.

8.

Use information only for the expressed purposes as describsa in Atlachment § of this Mou,

Self-report to the Providing Agency ail violations of the MOU within fie (&) business days of
discovery of such violation(s}. The report shall include a descripiion, the time period, the number
of records impacted, the harm caused, and al) steps laken as of the date of the repert to remedy
or mitigate any injury caused by the violation,

Accepl respansibifity for interfacing with any and all Third Party End Users The Providing
Agency will not interact directly with any Thiro Party £nd Users. Requesting Parly shall not
give Third Parly End Usars the name, e-mail address, and/or telephone numbsr of any
Providing Agency employee without the exprass writlen consent of the Providing Agency.

Establish procedures 1o ensure that its employses and agents comply with Seciion v,
Saleguarding Information and provide a copy of the procedures to the Providing Agency within
ten {10) business days of a reguest,

Not asstgn, sub-contract, or otherwise fransfer fts rights, dulies, or obligations under this MOU
without the express writlen consen! and approval of the Provid ing Agency.

Use the information received from the Providing Agengcy only for the purposes authorized by this
MQOU. The Requesting Party shall net share or provide any information to enother unauthorized

entity, agency or person.

Protect and maintain the confidentiality and security of the data received from ine Providing
Agency in acoordance with this MOU and applicable state and federal laws.

Defend, hold harmless and indemnify the Providing Agency and its smployses or agents from

Data Exchange MOU (Rey, 05/2017) Page 4 pf 13
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10.

+ Immediateiy hactivate user access/permissions faflowing separation, or negligent, improper, or

12.

13,

14.

15

16.

17.

18.

any and all claims, actions, damages, or losses which Tay be brought or ellegeg against its
employees or agents for the Requesfing Party's negligent, impraper, or urauthorlzed use or
dlssermination of information provided by the Providing Agency, lo the extent allowed by law.

For Federal agengies: The Requesting Parly agrees io promplly consider and adjudicate any and
all clalms that may arise oyl of this MOU resulling from the aclions of the Requesting Farty, duly
2uthorizad reprasentatives, agents, or tontraciors of the Requesting Parly, and to pay for any
damage or infury as may be required by faderal law. Such adjudication will be pureued under the
Federal Turt Glaims Act, 28 US.C, § 2671 ot seq., the Fedoral Employaes Compensation Act, 5
USC §8101 et 5€q., or such other fadera! Isgal autherity as may be perlinent,

Update user ancess/permissions upon reassignment of users within five (5) business days.

unauthorized use or dissemination of any information,

For all recorgs coantaining Personal Informetion released o & Third Party End User, maintain
records  idenfifying each Person or enfity that receives the personal information and the
permitied pumose for which #f will be used for a petiod of five {5) years. The Requesting Party
shall provide these records or otherwise make these records available for inspection within five
(5) businees days of request by the Providing Agency.

Pay el costs mssociated with electronic access of the Providing Agency's driver fcanse
andlor motor vehicle information. The Requesting Parly shali;

a. Maintaln an account with a banking institution ag reguired by the Providing Agency.

b, Complete and sign the appropriate document(s) to allow the Providing Agency's designated
banking institution to debit the Requssting Parly's designated account,

t. Pay ail fees due the Providing Agency by way of the Automated Clearing House acsount
of the Providing Agency's designated banking institution. Collection of trensastion fees from
sligible and authorized Third Party End Users }s the responsibility of the Requesting Party,

Notify the Providing Agency within five (5) business days of any changes to the name, adaress,
telephone number gnd/or email address of ihe Requesting Parly. iis Polnt-of-Contast for
Consumer Complaints, andfor fis Technical Conlact. The infermation shali be e-mailed to
DatalistingUnit@ithsmy.qoy Failure to update this information as required may adversely affect

the timely receipt of information from the Providing Agency,

Immediately notify tha Providing Agency of any change of FTP/SFTP for the receip! of data undar
this MOU. Failure fo update this information gs required may adversely affect the timely receipt

of Information from the Providing Agency

Understand that this IOV is subject to any Jestrictions, limitations or conditfons enacted by the
Florida Legisiature, which may affect any or all terms of this MOU. The Requesting Party
understands that they are obligaled tv comply with all applicable provisions of law.

Timely submlt statements required in Section VI Compliance ang Contiol  Measures,
subsections B and C.

A Requesting Party who tas not previously raceived records from the Providing Agengcy shall
utllize web serviges currently offered oy the Providing Agency rather than batch/FTPISFTP
processes. Also, any Requesting Parly using the FTR/SFTP processes agrees lo transition 1o
web services, where available, within six months (6) months of the Providing Agency's request.

Data Exchange MOU {Rev. 05/2017) Page 5 of 13
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V. Safequarding Inforsts

The Parties shall access, disseminate, use and muintain af information received tmder this MOU in
2 manner that ensures jts confidentiality and Proper utilizaticr In accordance with Chapter 11g, Floridg
Statutes, and DPPA. Information obtaineg undsr this MOU shal only be distlosed 1o persons o whom
disclosure s authorized under Florida sw and federal taws, Any disclosure of infarmation shall be in
accordancs with 18 U.S.C. §272%(c). inthe eventof a seCwrity breach, the Regussting Party agrees to comply
with the provisions of Section §01.171, Florida Statutes,

Any person who knowingly viciaigs any of the provisions of thig section may be subjact to critinal
punishment and civil Habllity, as provided in Sactions 118.10 and 775.083, Fiorida Statudes, In addition,
any parson who knowingly discloses any information in violstion of DPPAmaybe subject Ip criminal sanctions,

including fines, and civil lability.,

The Requesting Party shall notify the Providing Agency of any of the following within five {5} business
days: ’

A. Termination of any agraementfooniract between the Requesting Parly and any other State/Stafe
Agency dus ip non-compliarice with DFPA, data breaches, or any stats laws retating {o the protection
of driver privacy. The Reguesting Party shall aiso nofify the Previding Agency if any Swte/State
Agency decilnes to enter inlo an agreement/contracy with the Requesting Parly to provide DPPA

prolected gatg,

driver privacy.

C. Any Instance whare the Requesting Party is foung guilty or liable by 2 court of cormpeternit jurisdiction
for misuse of data under DPPA or under any state law refating to the protection of driver privacy.

D. Any instance whers the owner, officer, or control persan of the Requesting Pary owned a majority

" interest in, or acted as a controf person of, an entity thal was found guitly or fiable by a sourt of
competent jurisdiction for misuse of deta under DPPA or unger an y state law refating {0 the protection
of driver privacy,

E. Abreach of securily as defined by Section 501.171, Florida Staiutes.

The Parties mutually agree to the foliowing:

A, iInformetion exchanged will not be used for any purpcses not specilically authorizes by this
MOU and its aftachments. Unauthorized use includes, but is not iimited 1o, gueries ot related
o 2 legiimate business purpose, personal use, and the dissemination, sharing, copying or passing
of this or any unauthgrized information to unauthorized persons,

8. The Requesting Party shall not indemnily and shall not be liable to the Providing Agenuy for any
driver license or motor vehicle information lost, damaged, or destroyed as a resuit of the electronic
exchangs of data pursuant to this MOU, except as otherwise provided in Seclion 768.28, Fioride

Statutes.

C. Information obigined fram the Providing Agency will be stored in a location 1hat is physically and
fogically secure from access by unauthorized persons.

D, The Requesting Party shall develop security requirements and standards consistent with
Section 282318, Figriga Statutes, Fiorida Administrative Code Rule 74-2, and ths Providing
Page 6 of 13

ATTACHMENT 1
PAGE 14 OF 75



DocuSign Envelope ID: 432D237

A,

B

Date Excha

7-3036-4782-9019-114626845064

AgeNcY's security policies; and employ adsguate Securily measures to protect PFroviding Ageney's
information, 8pplications, data, Fesources, and services, The spplicable Providing Agency security
policies are sef forh in Adlachment I,

Access o the information received from the Providing Agency will ba protectsd in sUch a way that
Unauvthorized persons cannot view, refrieve, or print the information,

Al parsonnel with access to the information exchanged under the terms of this MOU wifl be
nstrusied of, ang acknowledge thsir understanding of, the confidential nature of the information,
These acknowledgements must be maintalned in # curent status by the Requesiing Party ang
provided o the Providing Agency within ten {10) business days of 8 request, ) ’

All personnel with access 1o the jrformation will be instructed of, any acknowledge their
understanting of the civi! and oriminal senctions specified in state and Federal law for
unauthorized use of the data. These acknowledgernents must be maintained in a current status by
the Requesting Party and provided 1o the Providing Agency within fen (10} business days bf g

request,

Alt sccess fo the information must be monitosed on an ongoing basis by the Requesting Pary. In
addiion, tha Requesting Party must complete an Annuzal Certfication Statement to ensure proper and
authorized use ang dissemination of information and provide il {o the Providing Agency pursuam to

Section V{. B bedow.

All data received from the Providing Agency shall be encrypted during transmission to Third Party
End Users using Transport Layer Security (TLS} version 1.2 or higher encryption protocots. Alternate
encryption profocols are acceptahle only upon prior written approval by the Providing Agency

8y signing the MOU. ‘he 'spresentatives of the Providing Agency angd Requesling Party, on behall of
the reepective Parties, attest and ensure that the confidentiality of the information axchanged wil be

malntained.

Internal Control and Dots Security Audit - This MOU is contingent upon the Requesting Party
having appropriate imernal controls in place at all times that data is being providedreceived pursuant
lo this MOU 1o ensure thal the datg is protecled from unauthorized access, distribution, use,
medificatian, or disclosure. The Requesiing Party must submit an Intemat Control ard Dat Security
Audit fram a currently licensed Cerlified Public Accountent, on or before the first anniversary of the

COntrols governing the use snd dissemination of personal data have been evaluated in light of the
mquiresments of this MOL, and applicabie faws and are adequate o protact the personai dats from
unauthorized access, distribution, use, modification, or disclosure.  This inclugss  both
policies/procedures in Place for persornel 1o follow and data security procedures/policies in place io
Protect personal data. The audit shall cerlify that the datg sesutlty proceduresipolicies have been
approved by a Risk Management JT Seourity Professional. The 2udit shall slso certify that any and afl
deficienciesfissues found during the audil have besn corrected and measures enacted 1o prevent
recurrence. The audit must have an original signature of the CPA and the Requesting Party’s agency
head, owner, cofficer, or Control  person  designated by letter of Delegation to  execule
centracls/agreements on their bahalf. The audit shell be sent vis Cerlified U.S, Mzl 1o the Providing

Agency as set forth in Section Xi, Notices,

Annual Certification Statement - The Requesting Parly shail submit to the Providing Agency an
annwat statement indicaling that the Reguesting Party has evaluated and cerlifies thal it has adequate
nge MOU (Rev. 05/2017) Page 7 of 13
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laws. The Reguesting Party shay submit this statemeni annually, within fifteen {15) business days
afler the anniversary of the exacution date of this MOU. (NOTE: Buring any yaar in which an Irtemal
Conlrol and Dats Security Audit is conducted, submission of the Inferaal Contro! amy Dats Security
Autit may satisfy the requirement 1o submit an Annusi Certification Statement.) Failure 1o timaly
submit the certification statement may result in an immediate termination of this MOU,

In addition, prior to expiration of this MOL, i the Requesting Party infends o snlerinio a new MOU, 2
certification stztement attesting that appropriate controls remained In place during ths Ainal year of the
MOU and are currently In place shafl be required 1o be submittad to the Providing Agency prior {o
issuance of a new MOU,

. Misuse of Persona| Information — The Requesting Party must nolify the Providing Agernicy in writing
of any incldent where it is Suspected or confirmed thai personai information has been compromised
as 3 result of unauthorized access, distibution, use, medification, or distlosure, by any means, within
five {5) business days of such discovery. The statement must bs provided on the Reguesting Party's
lefterhead and include each of the following: a brief summary of the incident; the autcome of the
review; the dste of the otcurrence(s); the number of records compromised; the name or names of
personnel responsible; whether distipliary action or lermination was rencdered; and whether or noi
the persons whose personal information was compromised wers notifisd. The statement shalf also
indicate the steps taken, or lo be teken, by the Requesting Party to ensure that misuse of dala does
not continue or recur. This staternent shall be mailed o the Providing Agency Bureay Chief of
Records al the address Indicetad in Xi, Noticas A, above, (NOTE: If an neident involving breagh of
personal information did oceur snd the Requesting Party did not notify the owner(s) of the
compromised records, the Requesting Party must indicate why notice was not provided.

in addition, the Requesting Parly shall comply with the epplicabie provisions of Section 501.471,
Forida Statutes, regarding data security and securily breaches, and shall striclly comply and be
solaly respansible for adhering to the provislans regarding notice providsd therein,

. Cansumer Compialnts — The Reguesfing Party shall provide a poind of contact for consumer
complaints. In the event the Providing Agency receives a consumer complaint regarding misuse of
DFPA protecied information, the Requesting Party shall review and investigate the complaint. The
Requesting Parly shall provide its findings to the Providing Agency within fifteen (16} business days
from the date they were nofified by the Providing Agency,

Consumer Complaint Paint of Contact Inforrnation:

Name: t{ea;n A‘ Hea,d ”
Email; Jheald1 @Pﬂcgﬁicjrg
Phone Number: ?? 1 '833'54 32

- Control Resords - In the event a control record inserted into data recejved by the Requaesting Party
is used in & manner that does not comply with DPEA or slate law, the Requesting Party shall conduet
an investigation of any Thirg Party End Users who obtained the record from the Requesting Pady. As
part of this provision, the Requesting Parly shait also refain the authority to require Thieg Farty Eng
Users to investigate ihe Downstreem Entities’ handfing ang distribution of data subjadt to DpPA

Data Exchange MOU (Rev. 052017y Page 8 of 13
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Vi

protection and to provide the resufts of the investigation 1o the Requasting Party. The Requesting
party shall provide the results of the investigation{s) and the dogumenls and information collectad
therein to the Providing Agency within fitteen {15} business days.

Uidated Dama
The Providing Agenoy reserves the right 10 impose liquidated damages upon the Requesting Party.

Failure by the Requesting Party to mest the esiablisheg requirements of his MOU may resull in the
Praviding Agency finding the Reguesting Parly (o be out of com pllance, and, all remedies provided in this
MOU and under law, shall become availabie 1o the Providing Agency

A. Genera! Liquidated Damages

In the case of 2 breach or misuse of data due 1o non-compliance with DPFA, Sections 119.0712(2) and
801,171, Florida Statutes, or any other state lawe designed to protect e driver's privacy and motor vehicle
information, the Providing Agency may imposa upon the Reguesting Party liquidated damages of up to
$25.00 per record,

I imposing figuidated damages, {he Providing Agency wiil consider various circumstances including, but
nol limited 1o;

7. The Requesting Party’s history with complying with DPPA, Sections 118.0712(2) and §01.171,
Florida Statutes, or any other state laws desgned 1o brotect a drivar's privacy;

2. Whether the Requesting Party sell-reported violations of this MOU 1o the Providing Agency prior
lo discovery by the Provig ing Agency,

3. Whether the Requesting Party violated this MO over an extended period of time;

4. Whetner the Requesting Party's violation of this MOU direclly or indirectly resulted in injury, and
the naturs and extent of the injury;

5. The number of records Involved of impasted by the vinlation of this MOU;

@

Whether, at the tinis of the violatior, the Requesting Party had controls and procedures thal were
implemented and reasonably desigried 1o prevent or detect violations of this WGOU; ang,

7 Wheiher the Requesting Paty voluntarily made restitution or otherwise remedied or mitigated the
harm caused by the vioiation of this MOU,

B. Correstive Action Plan {CAF)

1. Kihe Froviding Agency determines that the Requesting Party is oul of compliance with any of the
provisions of this MOU and requlres the Requesting Parly o submi a CAP, the Providing Agency
may require the Requesiing Party 1o submil a Carrective Aclion Plan (CAP) within a specifisd
timeframe. The CAP shall provide sn opportunity for the Requesting Party {c resclve deficiencies
without the Providing Agency invoking more serious temedies, up fo and including MOU

termination,

2. In the event the Providing Agency identifies 2 violation of this MOU, or other non-compliance with
this MOU, the Providing Agency shall nofify the Requssting Party of the ocewrrencs  in
writing. The Providing Agency shall provide the Requesting Party with timeframe for corrections

Data Exchange MOU (Rev. 05/201 7 Page 9of 13
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o be made.

3. The Requesfing Parly shell respond by providing a CAP io the Providing Agency within the
fimeframe specified by the Providing Agenuy,

4. The Requesting Party shay implement the CAP only after the Providing Agency’'s approval.

5. The Providing Agency may require changes or a complete rewrite of the CAP and provide a
specific deadline.

8. fthe Requesting Parly does not meet the standards established in the GAP within 1he agresd
upon timeframa, the Requesting Pariy shail be in violation of the provisions of this MOU and shal)
be subject to liquidated damages and other remedies including termination of the MGU.

Except where otherwise specified, liquidated damages of $25.0C per day may be imposed on the
Requesting Parly for each calendar dey that the approved CAP is not impismenied to the satisfaction
of the Providing Agency,

Agreement Term

This MOU shail take effect upon the date of last signature by the Parties and shell remain in effect for
three (3) years from this date unless terminated or cancelfed in accordance with Secstion X,
Terminafion and Buspension. Onee executed, this MDY supersedes al! previous agreements beiween
the parties regarding the same subject matter,

Amendments

This MOU incorporates all negotiations, inlerpretations, and understandings tetween the Parties
regarding the same subject matter, and serves as the full and final expression of their agreement,
This MOU may be amendsd by written agreement execuied by and between both Parties, Any
changs, afteration, delgtion, or addition to the terms set forth in this MOU, inchuding to any of its
attachments, must be by written agreement executed by the Parties In the same manner as this MOU
was inftially executed. If there are any conflicts in the amendments to this MOU, the fast-executed
amendment shall prevall. All provisions not in confiict with the amendment(s) shall remain in effect
and are 1o be performed as specified in thls MOU.

Temnination and Suspension

A, This MOU may be unilaterally terminated for cause by either party upan finding thai the tarms and
conditions cantained hersin have been breached by the other party, Written notice of termination
shall be provided to the breaching party: however, prior-written nolice is not required and noligs
may be provided upon cessation of werk under the agresment by the non-breaching party.

B. In addition, this MOY js subject 1o unilateral suspension or termination by the Providing Agency
without notice to the Requesting Pariy for failure of the Requesting Party 1o comply with any of the
requirements of this MOU, or with any applicable state or federal Taws, rules, or regulations,
including, but not limited o, DPPA, Sections 118.0712(2) and 501,171, Florita Statutes, or any

laws designed to protect driver privacy,

C. This MOU may also be cancelled by either party, without penalty, upon thirly {30} business deys
advanced written notice 1o the other party. All obligations of gither party under the MOU wilt
remain in full force and effect during the thiry (30} business day notice period,
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Xt

X,

D. This MOU may be terminated by the Providing Agency if the Requesting Party, or any of its
majority owners, officers or control persons are found by a court of competert jurisdiction to have
violated any provision of any state or federal law goveming the privacy and disclosure of personal
information. This MOU may be terminated in the event any agreementcontract between the
Requssting Party and any other state/state agency is terminated due lo non-compliance with
DPPA or data breaches. or any stale laws designed 1o protect driver privacy. The Reguesting Party
will have 10 days from any action described above to provide mitigating information to the
Providing Agency. I submilied timely, ths Providing Agency will take the mitigation into account
when determining whether tarmination of the MOU is warranted.

Hotices

Any nolices required o be provided under this MOU shall be sent via Certifled U.8. Malil and emall to
the following individuals:

Far the Providing Agency:

Chief, Bureau of Records
2900 Apalachee Parkway
Taliahassee, Florida 32399
Tel: (850) 617-2702

Fax: (850) 617-5168

E-majl; DaizaLisﬁngUm‘t@ﬁhsmv-ggv

For the Requesting Party:

Reguesting Pary Point-of-Contact listed on the signature page.

Additiona] Database AccessiSubsenuent MOWs

The Parties understand and acknowledge that this MOU entites the Requesting Party 0 specific
information included within the scope of this MOLU. Should the Reguesting Party wish 1o obtain access 1o
other personal information not provided hereunder, the Requesting Party will be required to executs a
subsequent MOU with the Providing Agency specific to the sdditiona? information requested, All MOU's
granting access to parsonal information will contain the same clauses as are contalned herein regarding
audits, repor subsmission, and the submission of Gertifieation stalements.

The Providing Agsney is mindfui of the costs that would be incurred i the Requssiing Parly was required o
ungergo multiple audits and to submit separate cerifficatlons, audits, and reporis for ezch executed MOU.
Accordingly, should the Requesting Parly execute any subsequent MOU's with ihe Providing Agency for
access to personal information while the instant MODU remains in effect, the Requesting Party may submit
a writlen reguest, subject to Providing Agency approval, to submil ene of each of the following covering all
executed MOU's: Cerfification: Audit; andfer to have conducted one comprehensive audit addressing
internal controls for all executed MOU's. The Providing Agency shait have the sale discretion tc approve or
deny such request in whole or in part or v subsequently rescind an approved fequest based upon the
Requesting Party's compiiance with this MOU and/or any negative audit findings.

Data Exchange MOU (Rev. 05201 7Y Page 11 of 13
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Publiz Records Repuirements

The Requesting Party agrees to Comply with the following requirements of Florida's public records laws:

1.

2.

Keep and maintain public records required by the Providing Agency to perform the service,

Upon request from the Providing Agency's cuslodian of pitblic records, provide the Providing
Agency with a copy of the requested records or allow the records to be inspecied or copied within
8 reasonzble fime at a cost that does nol exceed the cost provided in Chapter 118, Florida
Statutes, or as otharwise provided by law.

Ensure thatl public records thai are exempt or confidential and exempt from public reeords
disolosure requirements are not disclosed ercept as authorized by law for the duration of the
coniract term and foliowing completion of the contract if the Requesting Party does not iransfar
the records to the Froviding Agency,

Upon termination or expiration of the MOU, the Requesting Party agrees they shall cease
disclosure or distribution of alj data provided by the Providing Agency. In addition, the Requesting
Party agrees hat all dsta providsd by the Providing Agenicy remains subject to the pravisions
conlained in DPPA and Sections 118.0712 and 501,171, Florida Statutes.

IF THE REQUESTING PARTY HAS QUESTIONS REGARDING THE APPLICATION OF
CHAPTER 119, FLORIDA STATUTES, TO THE REQUESTING PARTY'S DUTY TO PROVIDE
PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF
PUBLIC RECORDS AT (850} €17-3101, CElling@fIhsmv.gov, OFFIGE OF GENERAL
COUMSEL, 2800 APAL ACHEE PARKWAY, and STE, A432, TALL AHASSEE, FI 32309-0504,

REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK
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IN WITNESS HEREOCF, the Parties hereto, have exeruted this MOU by their o

below,
REQUESTING PARTY:
FAuY BEedd favnty Beco

Reguesung Party Marmp

deod BT ALIBN BvE

Sireet Adcress
# 2o
Suite

WEST FAun Bondi 7L 3 3ol
Oty Siate Zp Code

Approved as to Terws
and Conditions:
Risk Manggement

s
e o~
s e
Dapadt ?:LE Director

BUSINESS POINT-OF-COMTACT:
Jean A, Heald
A;Hhted/w;;d Name
jheald1@pbogov.org

Official Reguesting Parly Emais Addross
5612335432 561233-5420
Phone Number  Fax Number

PROVIDING AGENCY:

Florida Bepartment of Highway Safety

and MotorVehivhes
Proviging Agency Neme

g C LS
Streey Address
Suite

Tolighassee, Florida 32399

City State Zip Code

Data Exchange 0L (Rev, 05/2017)

~

BY: N )
b se M K c-o

Signeture of Authorjied Official

Heldana Melinlaw
Printed/Typed Name

_Maypy
fitle ;
b b
'ixyr,.@ e
< &

Sl - 8335 - ZA0(s

Phone Number

TECHMICAL POINT-OE-CONTALT:

Yunus Kazi
Printed/Typed Name
ykazi@pbcgov org

Omcz;aﬁ%equcs({ﬁg Panyrs;r;gibl}-ddrcas
5613553408 56124275
6 34

-

Phn‘r{z !@mbcr FauNQ‘ml;-nr

DocuSigned by:

7%gna go"@ %1 igi}ii‘mriu‘:d Officizl

Lisa M. Bassett

Primeé??w\;;;ec‘ Name
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uly suthorized officials on the data{s) indicated

APPROVED AS TO FORM
#fDlﬁGALSUFRCﬁNCYﬁ

o ? e
7l 7./
Whaslel o e a_&ﬁ{’{“
2}‘4.. S TR AP g = ey
LAY aerm e 2
Cousty floily /
W

Chief Administrative officer

Nile

3/5/2018

Date
lisabassett@flhsmv.gov

Official Providing Aganty Bmeil Addross
850-617-3407

Phone Mumber
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‘!WD_P?A - i Deseription of How Requesting Party k Description of how Data will be used:
. Exemption  : Quatifies for Exemption: I
' Claimed
As & Government Agency carrying out its | For determining eligibility of driver
1 functions ! Vicense of current and prospective new
hires operating government vehicles.
| . Status checks will be provided through
; [ program D3S600, Batch/FTP process.
i i
1
| |
i i
{
Page 1 of 3

SITACHMENT I

FLORIDA BEPARTAMENT OF HIGHWAY SAFETY AND MOTOR YEHFCLES Reyuest For
Exempt Persong] Infsrinntion Jn A Moter V. ebicly/Brivee License Record

The Driver’s Tivacy Protgstinn Act, | 8 Yuited States Colde seetipas 272 HZDPPA™) niekes persendl informerinn eonaTmyd
in nyoter veliiede or driver Jirense rocords confidernsal and escmpn from diseissure. Petsonal infarmsznon in 2 nenrey vehicle
ot deiver Yicensp record Snchudey, But is not Nited 0, et kdividuad' s social gecurity number dever Keowse or idenficarion
uumber, uame, address and, medical or disgbility informetion. Pereal informaiion doos not inelude Wuormation related ta
driviag viclations und driver satos, Dessonal wformation frons drose recowds nsty ondy be released 1o individuals or
organizetinns fat gualify inder one of the exempuons provided in DPPA, which zee sred o the back of this form,

T lieu of eoupleting this fovn. o regues for infoemacing smay be made In Better form {on compray’sgenty leterhend, if
IpmpoEee) suong e iype of wivmuren being roquessed, the DPPA exempinn(s) under which tiie request I8 heing nude,
2 detailesd deseription of the lpw the information will be used, and a Stawment that the information will oot be wied or
rediscloset cxocpt a8 provaded in DFPAL # the informanon iz provided on loiterhesd it most fnclude & statensene that the
bafornsiion prosided s tree and comrect, zighed by the authorized officiul undor penzley of perjury, and notarized.

T am ® ropvesmuachve of an erpanieation Tequesting perspal nforniarion thr one ormore recovds i descabotd below, 1
declwe that iy omgantzation I qualified o pltzin persomal fnferavedion under excamtion nwpber(s)
! , @b Hsted pu page 3 of tus forny.

Junderstaed tfint ) shal) not use oe vedisgInse diy personal sformalion eacep as provided i DPPA wad hac /N URE 07
cediartosare it viotarion of these statues may sulyect me i erfiningl sercrions and £ivil Yiabilisy,

Catrplere the (siowing fhe caeh DPPA exerepiion being chiimed. (attached 2dd tionzl page, i peoessary):

{01R2017)

ATTACHMENT 1
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Obtaiaing persoad niformznoa wader false prezesses o stuieand hadesd visne, Voder pasaitios of peiues, Tdedare
: o Pacat Pasosad Tnfoseatios i A Muoetor Vehivle Doovae Liceose Revord aod

dhart e ved the tocegony Ruegu
Vre e Vaers stetad B inse e :zrgy;nrm:m

,,?,L\é‘ﬁ[f Wxﬁ. {Z\J‘L A " Mavyor

Signanue of Amhorized (jﬁ‘ib}a_{ Title
Melissa McKinlay Palm Beach County
Printed Name Name of A gene yilintity

;\S('tnuqsk AN , Tl
Date -

STATEON __Florida
COUNTY OP Palm Beach

- . . . @t X .
Swamn 1o {or affirmed) and subseribed before me his 17 davof Yinoar, SO by
- i3

EARS IR Vi W, (\K&. :?

Fersonalty Known / DR Peoduced Mdenrification

I'ypeof idenrificatran Pradipdad. e
(}i\&\h‘ YL %‘a it & _ (~\' z e {N\ . *tii\.\hwﬁi«—‘i
NOCAIRY PUBLIC {print name} NOTARY PLBLIC {3igh name)
My Commission Expires: Sane V8 28 2ed
,ﬁ?ﬁ" CATHY M. STEWART
fof F‘%&_Commm»uﬁm1
ke 17 Expires dune 95, 2020
Bonded ey Troy Fais ineuranse $00-20-7018
' APPROVED AS TO FORM
AND II:EGAL SUFF!?{ENCY
) 2,7 .
LD, i/,vév% (/
County Attornay .

Page 2 of 3
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Pursuant to secting | 19,07 20 F, 8. porsonal infbrination By mevor vehicke and driver leense records ean by eteased for the follervying

PUIDBSES, 35 outlined 3 1§ 1 mited Stages Cole:, section 2721,

Personal nformativn referred wy iy subsectivn () shall be isclused for use i eonneetion withh mautiers ol meky volic)
and thefl. mesor vehjele emissions. motor vehicle product sltvrations, reeally, or advisories. perfirmmse moniwring of motor vehicles and
dewders by malar vehich manubetrers. and ey yf of pem-owner secords from the originul vsner reerds of metar vehick
fnufaclurens e carey oot ife perpuses ol titdes Tand 1V ¢ the Ang Car Thefi Ac1 611992, (he Automobile Intoryation Diselosery Act
U3USUC 1231 & st the Clean Afr Act A2 0.8 ¢ 7901 o senboand chapiers So1. U5, ond 371-331 ui title Y. and. Subjzel to

subisectivn {23(2), uey be diseipsed ay fidlow.

L For ust by any Eovenaent spency. including My court or fass cisluocenen HROTICY, i curtiimg oug jis funwtions,

OF entity ecting on behalf o'« Federnl. Slute. ar Joca] AgENey W carrving st s Rincetons,

2 For wse in vonneetion with oalters wl moor vehiiche or driver QUG and theli: imotor « whicle cimfosions: motsr vehicke prodig
avstor wehicle market
Fuavarel selivivies. including surey rescarch: nad remeal o non=iwaer reeords finm the ori ginal ewner revords of motor vehicl

alwrations, socalls. or udy isories: perfommumee motitariag 1 moter vehicle, muler vehicle pary and deakers;

rmotctrers.

& Fer use in e nermal oo arse of basinesx by o legitimute business or its AECMS. oty eds, vr comtrelors. by anly -
()10 verify the accuracy of persomal infarmustion submined by the individet ko gie business or 118 upemy, emplyecy, or contradurs, s

(h) it suck informaiion xs sa sahmitaed is not vorrept g je n¢ lenger correct, 3o obtajn the correct information, et ouly Tov the
preveting fraud by, pursuing Jepsd remudivg AETIEL L recweering an 4 deby or SCCUrity interest apainst, the | nelividual.

4. Foruse in connection with any eivill erimipal, administratice, or arbitra proceeding in any Federal, S, or loeai court or 2 LY oF
hesre wy seltinegufuor 5 bedy . iacluding the service of process. ins estigation jiy anticipution of Tiy igation. and e cxecufion or

nlbreprent of fndginents and vrders, “T purswBRt b wn vades of s Federsi, Stae. or fovsl e

H

rediselosed. or gged 10 contdel individuals,

& Furuse by smy inswer ar Inseranes suppon vpanization. o7 by 1 sellinsored Ciity. ar s agends, LmplTY ey, e conlrctors, ju

amnection with clsine veRipation activities. anfitiaad e, pting ar antkruTiting,

1. Foruge Providing matve lo the mwiwen ng tved ur ampaunded 3 hicles,

8. For se by sy ficensed private imestigaiine apency o Vieesset) seeurity seevice i ANy purpusy penmived under

9. For use by pn 2ploger or its ugent e insuze oblain or vty inthangtion refuting to o holder o'y cmmrerciut driver's fjp

regaired ander chager 313 of e 9,

T Far usy i connection wit he vpestion of peis st 1ol tansponation acilies,

I ot any ather use in JUIPEINSG 10 Fegnests Jor individual motar swlicle records 11 the St has vhtzined the exprosy consent o e

nersen w whom sueh personut inforaation periny,

12, For ool discribatian fipr survey s marheling or soliciwtion, it the Siate has vhlained the CRPTRSS Lonseal 08 the person  whom such

persmal informating peraing,

13 Foruse by am requester, il the sequesier demrsirzies is Eay obtained the written corsent of the individual 1o whom the

peraing.

14, Py omy elyer nge spevilically authngizcd iy We Jan ol e State thag Bulds the renad, i sreh use i reduted 1 the eperation of a

motar sehiche or publie salely.

“age 3 nf 3

{U172017

B any private person

For wse i reseurch activhies, and {or e in moducing statistival Pty 0 fong ns the persanal mfrmation s not published,

ATTACHMENT 1
PAGE 24 OF 75



DocuSign Envelope ID: 432D2377-3036-4782-9019-114626845064

DATA

ALCESS SPECPFEEATBONS
ATTACH MENT § -Johs and Pm:esses Se!ac&ed

TR L B g et TS 3ot e

e

Mode of Access

Type of Data Requested

i

Statutery Fees (subject to change by the |

A sttt

Neomsmes i o e

SO

SE ST

¥

Batch/Email /oD

DL data
L MV data

DI Status

J )( EM‘/ Status/MV fecord

e —

DL Record Search with Transcript

DL Transnnpt ('»i year} — ‘
i D(. Transcrlpt (7 Year or Compiete}

'l

A

1P < Addr&gs(esj Pk:ase Sﬁe hﬂzzcl"mam

|
|
-
-

i
iDrlver Transcrips
§Web Service

Pub&?c Access
 Walb Service

?
|

T e e i

E’v‘eb 5emce/ Batch

e A

[

Legislaiure) ij

» S(}.DI/record pﬁrs.‘ii’z 20 F S

| 15001/record, per s 32005, 7 s

. $0.01,$0.50, $2. Uo/rpcord
jperS 320.05, e £S5,

T$0 01, $0.50, 52.00/record, per S 320.05, F.

150,01, $8.00, $10.00, $2 00/record,
(Per§322.20, . 5.

‘58 00/recurci, per s, 322, zo FS, B
'510 OOz’record 0rg, per . 322, 20 £,

w,’

B

et g

."I'VDL‘ Tra ns;}igt'{E vesr) .

DL Transcript {7 Year or Complete)

B

| %DL Olstatus B
| MVRecord
§ insurance Record

'Parkmg Permit Ret Record

ety § :Ff
% X jNo chdrge N ' ._W ‘l
i

‘ >§ Nu cbarge o o )

[ S _—
L] !
R 58 Oofrecord___z;er 5. 322 20 F S . |

jSI0.00/record pers. 322.20, 5, {
?No charf'e )
__Iso SO/record per 5, 3"{} 05 F5.
‘ 5 §$0.50/recom , Pers. 320 320 05 F.S.
| |30.50/tecord, pers. 320. 05, E.5.

‘SU SO/record pers. 320.05, F5.

u.l,u:

i

A -

-Residency Verification

—

No charge )

.
i
H

ATTACHMENT 1
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DATA ACCESS SPECIFICATIONS

ATTACHMENT [l-iohs and Processes Selected

IP Address (es):

151,132.206.26
151.132.206.250
151.132.106.25
151.132.106.250
151.132.200.6
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Terry L. Rliodes Rick Seost
Executive DMOr A SAEER

| By B Para Bongdi
Atterney Genayal
- - LR Caex. - R 5o
" e e aliautholl Sl foutiutiodietiodiatioy L1 cer

2900 Apslaches Pazloway HIGHWAY SAFETY. &ND MOTOR VERICLES
Tallahassee, Florida 32399-0500 Edam Putaamm
worw.flhsrv.goy Gorumitmionay of Agticulture

Data Access Technical Specifications Questionnalre
Agency: Palm Beach County Board of Gounty Commlssionars o
1 A dition, The Requesting Party shali attest to their respactive statutory eligibifity by completing

the Floride Depantment of Highwey Safety and Moter Vehicles Request for Exempt Personal information in a Driver
License/Motor Vehicle Record form.

1. Acgcess Specifications. Please provide a description of the specific dats being requested, the statutory authority/DPPA
exemption, and which method of recelving the datz is being requested i1 the space helow:

e —

Bescription of specific use of data, to indluds statutory

Deseription of spetific data nepded andfor DPPA suthority 1o recefve data,

{

I R - e a1

l 1. Drivers license eligibility check 'For determining the eligibiiity of driver ,
I (Batch process) Hicense of current and prospective new hires |
I’ -operating governrment vehicles. Status
~'checks will be provided through the ‘
DSS600, Batch!FTP process.

2. Drivers Jicense eligibility check {For validating Palm Tran's bus operator and :
{Weh Access) ' Paratransit driver licenses via the Public !
| Access webservice.,

W jé:ﬁp%ﬁwﬁiuimégwwm:

Pyblic Actess ¢ Web service: This service provides basic driver information and eligibility. it #lso provides motor vehicle

information. This service is avallable to privete agencies foc $0.50 per record search zad is at no charge for governmental

agencles.

Driver Trapseript [/ Web Service: 3 year, 7 vesr and tomplete driver license transeripts are zvailable through this service,
This service is available to private, city and county agendies for SB.00 for 3 3 year transcript and $10.00 for 2 7 yesar or
complete transcript per record. Trenscripss are provided at no charge o law enfarcement asgency, federal and state

agencies.

An Equal Opportunity Employey

ATTACHMENT 1
PAGE 27 OF 75
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The requestor’s software communicates with pur software over the internel; The AP! specification for the driver transcripts
ant publc acress web servire ran be found within the Tollowing URL: hrtps://betaservices. flhsmy.goyvitranseriots/ and URL:

hngs:zibefgsewine&ﬂhmu.ggﬂE‘umj;agtesg . Access jsby e user id and a password. There is 6o web wage, as such, for the
user, .

Batgch/FYP: The requestor submits 3 file with multiple records thet they want matched through 2 standard fle transfer
protocol {SFTPY from their server to one of ours. Cur processes pulls the file, run = program or series of programs, ang
return matching records or records meeting established rriteria by FTP for the requestor to pick up. Driver litense
transcripts, DL status check, motor vehicle records, can be provided in this process 3lso. Note; the requesting party must

transition to web services 35 they become availabis for these processes.

We have different kinds of FTP processes to suit your various needs. A few ace listed bejow,

DIMSARS - This program provides » driver transcript. This program reviews each record and returne trenseripts for only
those driver records who have had 2 ssnction or @ conviction added onto their record within the past 1, 3, 5,12 24 of
36 month {lookback] peripd. A transceipt will NDT be returned on those drivers whe do not meet the shove criterla,
Transcrints requested can be {$8.00) 3 year, (310.00) ¥ year or (510.00) complete; $2.00 fer record nut found and $0.01 for

s DL# not mesgting the critesia,

D3SEOU/E0S - This does not provide a driver transcript but will provide pertinent (nformation anly an those drivers whase
status fs ineligible. You will receive such information as the type of sanciion, reason, and effective date. A response wifl
not be givan on eligible drivers. License type is NOT provided in the output file, A fze of .50 for each inquiry whose status is
inefigible and a fee of .01 for all drivers whose status s eligible. This service is free to 2t government agencies.

DIROE0 - Driver flcense transcript programs/ Returas transcripts on all DL# provided, no criteria set. This service is available
to private enites, city, county and governmental agencies for $8.00 for 3 2 yezr transcript and $10.00 for @ ¥ year or
complete transcript per record. Transeripts are at no charge to LA, federa, and state agencies.

DY detabase - We also provide 8 Driver Litense and Motor Vehicle Detabase for 50.01 per record, with weekly or
monthly updates,

Payraent process: Automstic debits to your bank account will be made whenever the servicss are utilized, Prior to setup
for above services, 2 debit autherization formt should be completed by you and your banking institution and returned to us.
This wili sllaw DHSMV to debit your aceount, Please note that there is ne other method of payment when utilizing the

above services for e charge,
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Emtity or Agency name;
Palm Beach Board of County Commissioners

Ermty or Agency Addrxzss

301 N Olive Ave

City, State, Zip:

West Palm Beach FL 33401

Slgnature of Authorized Official

)
¥k x,ﬁf;tw Mplons' ~

Peinted/Typed Mame L .
Melissa McKinlay

Title

Mayor

Date
iz 31:» /o”

E-Mall Address

MMcKinlay@pbcgov.org
Phone Mumber

561-355-2206

Web Application Access
Contart information of the person and serves as liatson far DHSMY

Printed/typed Name
Yun us Kazr
E-Mail Address -
X PROVED &S TO FQ
ykazi@pbcgov.org ;gf[) LEGAL SUFFLIENGY

a ,MWA
= County Altornay

|

I

Phone Number
561-335-34089

1 you are nol a governmental agency, pleass include the company's articies of incorporation or centificate with the Florida Division of
Corporations along with FEIN number

FEIN Numbser
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Terry L. Bhodes . Rick Scoit
Executive Drector A SAFER Goveraoy
! Pem Bondi
Anomey Ganeral
e o R
et A ahiheihed i an. ficer

2500 Apslachee Pariway HIBHWAY SAFETY AND MOTOR VEHIGLES

Tallahassee, Florida 32389-0500

Adam Putnam
v dhsmy, gov Comminsioner of Agricudire

Data Access Applicarion

Prior to cxccuting the Memorandum of Understanding (MOU) for Driver License and/or Motor Vcehicle Data Bxchange,
the Requesting Party 1s required 1o eomplete this application. Please nse pdditiona] PAEes 45 DCCCSSATY.

|

2,

3.

4.

In the Jast ten (10) years, has any agreement/contract between the Requesting Party and any other State/State
Agency been terminated due 1o non‘comﬁf{a]d-‘cc with DPPA, data breaches, or any state laws relating to the
protection of driver privacy? Yes D Nol¥ 11f ves, please explain and supply certified copies of the pertinent
documents:

In the Jast ton (10) years, has any State/State Agency declined to epfer into an BETECEKTIV/CRNtract with the
Requesting Party 10 provide DPPA protected data? Yes[_] No[Z])f yes, please cxplain

Is there any pending litigation against the Requestip Purty alleging violations of DPPA or any state law rolating
ta the protoction of driver privacy? Yes[_| No[W JIf yes, pleasc explain and provide a certificd copy of the
pertinent court documents:

by a sourt of competent jurisdiction for misue€ of data onder DPPA or under any state law relating 1o the

In the last ten (10) yoars, has there been any inglance where the Roquesting Party has bees found guilty or liable
oj?{, ¥es, please explaiv and provide certified copiss of the pertinent

protection of driver privacy? Yed | N
documents:

(0172017

ATTACHMENT 1
PAGE 30 OF 75
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Page 2 of 3

5. Inthe last ten (] Q) years, has there been any Inslance where an owner, officer, or control person’ of the
Requesting Party who owned & majority intcrest in, or acted as & control person of, an eatil y that was found guilty
of liable by a court of eompetent jprisdictiog’for misuse of data under DPPA or under any state law relating to the
protection of driver privecy? Yes! | Nojy/|1f yes, please sxplain and provide certified copics of the pertinent

documents:
6. Int tt G) years, bas therc been any breach of sceurity as defined by Scotion 501,171, Florida Statutes?
Yesl N If yes, provide details of cach breach and discuss zl] safeguards implemented as a result of the

breach of security:

7. How you will ensure that all personnct with acoess to the information cxchavged under the terms of the MOU are
imstructed of, and acknowledge their understanding of, the confidestial nature of the information?

Ew phyces why handle. confydentsnl ke are reporred
7o [&/yy/c’.;ffe_, Ethics gm/a/f#&;yca arrd BLFAS s /i};f“

8. Please provide the URL to your company or agency’s websile that will be used to provide acoess 10 the data being
requested: DI srove 1 Phe 504;01}«

In addition, the following dovuments are reguired:

* A copy of your business license.

¢ A copy of your State of Florida corporation licensure or certification.

«  If providing services on behalf of a government entity, provide the supporting documentation to show or prove
you are entitled to the DPPA exemptian claimed. For example, a letier from cach entity confirming the type of
service being provided and/or an agreement with an entity authorizing you to cenduet survices,

Page 30f 2

" Control Persan, {or these purposes, means the powes, directly or indirectly, to direct the menzgement or policies of 2 company,
whethee through the ownership of securities, by contract, or otherwise. Any person that (i) is & director, general partner, or officer
cxercising executive responsibility {or hawing sivilar status or fonctions); (ii) direcuy or indirectly has the right to vote 25% or more
of 2 class of & voting sccurity or has the power te seil or direot the sale af 23% or more of a class of voting securifies; or @) in the
case of & parmership, has the righi to receive upon dissolution, or has contributed, 25% or mare of the capital, is presumed to coutrol

that compery.
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Under penzlty of petjury, T affirm that the information provided in this document is true and correct.

s ik

Signaturc of Authorized Offichid”

Mellssa McKinlay
Printed/Ty ypcd Name

Mayaor
Title

Tﬁﬁmw_,, AN 2O
Date R

Palm Beach County
NAME OF AGENCY/ENTITY
T APPROVED AS TO FORR
.ﬁND LEGAL SUFFICI ENF&Y
Db, C4E

(“m A -wu‘q

STATEOF Floride
COUNTY OF Palm Beach

Swormn to (or affirmed) and subscribed before me this \ 7 day of Nreee. ,204g, by
ﬂ;’i&_&;m .A.‘,.m c %’k’\zﬁ«\‘} v ‘3

Personally Known __ " OR Prodiced Toontfisation N
Type of Identifisation Produced ———— R

b
_ﬁ% RTINS = bt e S
NOTARYPUBLIC (print neme) - No’»; "ARY PUBLIC (sign name)
My Commission Expircs: e s Fu

ATTACHMENT 1
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Terry L Rhodes Riek Seott
Executive Director A SAFER Gorernor
) Pam Bondi
Alorney Geraral
Chi r&gﬁ xorﬂi;x
e T AT T e . Lo 1] al ¥

3900 Apalachee Parioway HIGHWAY SAFETYHD MOTOR VERTOLES
Taliahassee, Florida 32389-0500 ’ Adam Patmam
www.ihemy.gov Commirgionar of Agrictitgre

CERTIFICATION STATEMENT

appropriate internal controls in place at a
distribution, nse, modification, or disclog

follow and data security procedures/policies to protect
Management iT Security Professional,

have been approved by & Risk

STATE OF Florida
COUNTY OF Paim Beach

Sworn 1o (or affinmed) and subscribed

be
Slebee ME K oa, .
~

i times to ensure that the data is protected from unauthorized access,

ure. This includes policies/procedures in place for both personnel 1o

fore me this 11 dayof s, | . »203E, by

Personally Known _L//___w OR Produced Identification .

Type of Identification Produced

Capato, v . iy, i b
NOTARY

PUBLIC (prin name)

I

Signature I

Idel&ga HcK_;(_nlay
Prinied Name

Mayor e ,

Title
-~:§1‘:ch‘{\ Y1 2o %
Date 4

Paln Beach Zounty
NAME OF AGENCY

* Service « IMegrity -

r—————

ek gy s o L
NOTARY PUBLIC {sign name)
My Commission Expires:{_ae (8 202

. T Explredumn 15, 2020 ]
mmwmmwm

APPROVED AS TO FORM

AND LEGAL SUFFIC}NCY
@lﬁﬁﬁ l M‘“’%J
L v

Counbr 4410

Courtesy + Professionadism - Innovation « Ercellence -
An Egua) Opportunity Employer

ATTACHMENT 1
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ASEER
PL_QRIDB _ MEMORANDUM OF UNDERSTANDING
e et b FOR DRIVER’S LICENSE AND/OR MOTOR VEHICLE RECORD DATA EXCHANGE
IR T AN Contract Number HSMV-

This  Memorandum of Understanding (MOU) is made and entered into by and between
Paim Beach County Board of County Commissioners hereinafter referred to as
the Requesting Party, and the Florida Department of Highway Safety and Motor Vehicles, hereinafter referred to
as the Providing Agency, collectively referred to as the Parties.

I Purpose

The Providing Agency is a government entity whose primary duties include issuance of motor vehicle
and driver licenses, registration and titling of motor vehicles, and enforcement of all laws governing traffic,
travel, and public safety upon Florida’s public highways.

In carrying out its statutorily mandated duties and responsibilities, the Providing Agency collects and
maintains personal information that identifies individuals. Based upon the nature of this information, the
Providing Agency is subject to the disclosure prohibitions contained in 18 U.S.C. §2721, the Driver’s Privacy
Protection Act (hereinafter “DPPA”), Sections 119.0712(2) and 501.171, Florida Statutes, and other statutory
provisions.

The Requesting Party is a government or private entity operating under the laws and authority of the
State of Florida and/or operating under Federal laws, and is requesting personal information and declares that it
is qualified to obtain personal information under the exception number(s), listed in Attachment |, authorized by
DPPA.

This MOU is entered into for the purpose of establishing the conditions and limitations under which
the Providing Agency agrees to provide electronic access to Driver License and Motor Vehicle information to
the Requesting Party. The type of data requested and the statutory fees, if applicable, are agreed to by both
parties as indicated in Attachment II.

The Requesting Party is receiving a [] 9-digit [] 4-digit or [ No social security number, pursuant to
Chapter 119, Florida Statutes, or other applicable faws.

Il Definitions
For the purposes of this MOU, the below-listed terms shall have the following meanings:

A. Batch/File Transfer Protocol (FTP)/Secure File Transfer Protocol (SFTP) - An electronic transfer of data in
a secure environment.

B. Business Point-of-Contact - A person appointed by the Requesting Party to assist the Providing Agency
with the administration of the MOU.

C. Consumer Complaint Point-of-Contact - A person appointed by the Requesting Party to assist the
Providing Agency with complaints from consumers regarding misuse of personal information protected
under DPPA.

Data Exchange MOU (Rev. 05/2017) Page 1 of 13

Attachment 1



ATTACHMENT 1
PAGE 35 OF 75

D. Control Record - A record containing fictitious information that is included in data made available by the
Providing Agency and is used to identify inappropriate disclosure or misuse of data.

E. Crash Insurance Inquiry - Insurance information, such as insurance company name, policy type, policy
status, insurance creation and expiration date, including insurance policy number, provided to the
Requesting Party pursuant to Section 324.242(2), Florida Statutes. Such inquiry is to be made on only
vehicles involved in a crash. The Vehicle Identification Number (VIN) on which such inquiry is made must
be involved in the crash for which a crash report number and the date of crash is provided to the Agency.

F. Downstream Entity - Any individual, association, organization, or corporate entity who receives driver
license and/or motor vehicle data from a Third Party End User in accordance with DPPA and Section
119.0712(2), Florida Statutes.

G. Driver License Information - Driver license and identification card data collected and maintained by
the Providing Agency. This data includes personal information as defined initem N, below.

H.  Driver Privacy Protection Act (DPPA) - The Federal Act (see, 18 United States Code § 2721, et seq.)
that prohibits release and use of personal information except as otherwise specifically permitted within the
Act.

. Government Entity - Any federal, state, county, county officer, or city government, including any court or
law enforcement agency.

J. Highly Restricted Personal Information - Includes, but is not limited to, medical or disability information or
social security number.

K. Insurance Record - insurance information, such as insurance company name, policy type, policy status,
insurance creation and expiration date, but excluding insurance policy number, provided to the
Requesting Party, pursuant to Section 324.242(2), Florida Statutes.

L. Motor Vehicle Information - Title and registration data collected and maintained by the Providing Agency
for vehicles. This information includes personal information as defined in item N, below.

M. Parties - The Providing Agency and the Requesting Party.

N. Personal Information - As described in Section 119.0712(2)(b), Florida Statutes and 18 U.S.C. S.2725,
information found in the motor vehicle or driver record which includes, but is not limited to, the subject’s
driver identification number, name, address, (but not the 5 — digit zip code) and medical or disability
information.

O. Private Entity - Any entity that is not a unit of government, including, but not limited to, a corporation,
partnership, limited liability company, nonprofit organization or other legal entity or a natural person.

P. Providing Agency - The Department of Highway Safety and Motor Vehicles. The Providing Agency is
responsible for granting access to driver license and/or motor vehicle data to the Requesting Party.

Q. Registration Hold - A hold placed on the owner, vehicle or registration, intended to prevent extension or
renewal of any motor vehicle registration.

R. Requesting Party - Any entity type that is expressly authorized by Section 119.0712(2), Florida Statutes
and DPPA to receive personal information and/or highly restricted personal information that requests
information contained in a driver license or motor vehicle record from the Providing Agency through
remote electronic access.
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S. Requesting Party Number - A unique number assigned to the Requesting Party by the Providing Agency
that identifies the type of record authorized for release and the associated statutory fees. Misuse of a
Requesting Party Number to obtain information is strictly prohibited and shall be grounds for termination
in accordance with Section X, Termination and Suspension.

T. Technical Contact - A person appointed by the Requesting Party to oversee the maintenance/operation of
setting up of Web Service and Batch/FTP/SFTP processes.

U. Third Party End User - Any individual, association, organization, or corporate entity who receives
driver license and/or motor vehicle data from the Requesting Party in accordance with DPPA and Section
119.0712(2), Florida Statutes.

V. Web Service - A service where the Requesting Party writes a call program to communicate with the Web
Service of the Providing Agency to receive authorized motor vehicle and driver license data.

. Legal Authority

The Providing Agency maintains computer databases containing information pertaining to driver's
licenses and motor vehicles pursuant to Chapters 317, 319, 320, 322, 328, and Section 324.242(2), Florida
Statutes. The driver license, motor vehicle, and vessel data contained in the Providing Agency's databases is
defined as public record pursuant to Chapter 119, Florida Statutes; and as such, is subject to public disclosure
unless otherwise exempted by law.

As the custodian of the state’s driver and vehicle records, the Providing Agency is required to
provide access to records permitted to be disclosed by law.

Under this MOU, the Requesting Party will be provided, via remote electronic means, information
pertaining to driver licenses and vehicles, including personal information authorized to be released pursuant to
Section 119.0712(2), Florida Statutes and DPPA. By executing this MOU, the Requesting Party agrees to
maintain the confidential and exempt status of any and all information provided by the Providing Agency
pursuant to this MOU and to ensure that any Third Party End Users accessing or utilizing said information shall
do so in compliance with Section 119.0712(2), Florida Statutes and DPPA. Highly restricted personal
information shall only be released in accordance with DPPA and Florida law. In addition, the Requesting Party
agrees that insurance policy information shall only be utilized pursuant to Section 324.242(2), Florida Statutes.

This MOU is governed by the laws of the State of Florida and jurisdiction of any dispute arising from
this MOU shall be in Leon County, Florida.

Iv. Statement of Work

A. The Providing Agency agrees to:

1. Provide the Requesting Party with the technical specifications, and Requesting Party Number if
applicable, required to access data in accordance with the access method being requested.

2. Allow the Requesting Party to electronically access data as authorized under this MOU.
3. Collect all fees for providing the electronically requested data, pursuant to applicable Florida
Statutes, rules and policies, including Sections 320.05 and 322.20, Florida Statutes. The fee

shall include all direct and indirect costs of providing remote electronic access, according to
Section 119.07(2)(c), Florida Statutes.
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4. Collect all fees due for electronic requests through the Automated Clearing House account
of the banking institution which has been designated by the Treasurer of the State of Florida for
such purposes.

5. Terminate the access of the Requesting Party for non-payment of required fees. The Providing
Agency shall not be responsible for the failure, refusal, or inability of the Requesting Party to
make the required payments, or interest on late payments for periods of delay attributable to the
action or inaction of the Requesting Party.

6. Notify the Requesting Party thirty (30) business days prior to changing any fee schedules, when
it is reasonable and necessary to do so, as determined by the Providing Agency. All fees
are established by Florida law. Any changes in fees shall be effective on the effective date of
the corresponding law change. The Requesting Party may continue with this MOU as
modified or it may terminate the MOU in accordance with Section X., subject to the payment of
all fees incurred prior to termination.

7. Perform all obligations to provide access under this MOU contingent upon an annual
appropriation by the Legislature.

8. Provide electronic access to driver license and/or motor vehicle information pursuant to roles
and times established other than scheduled maintenance or other uncontrollable disruptions.
Scheduled maintenance normally occurs Sunday mornings between the hours of 6:00 A.M. and
10:00 A.M.

9. Provide a contact person for assistance with the implementation of this MOU.
B. The Requesting Party agrees to:
1. Use information only for the expressed purposes as described in Attachment | of this MOU.

2. Self-report to the Providing Agency all violations of the MOU within five (5) business days of
discovery of such violation(s). The report shall include a description, the time period, the number
of records impacted, the harm caused, and all steps taken as of the date of the report to remedy
or mitigate any injury caused by the violation.

3. Accept responsibility for interfacing with any and ail Third Party End Users. The Providing
Agency will not interact directly with any Third Party End Users. Requesting Party shall not
give Third Party End Users the name, e-mail address, and/or telephone number of any
Providing Agency employee without the express written consent of the Providing Agency.

4. Establish procedures to ensure that its employees and agents comply with Section V,
Safeguarding Information and provide a copy of the procedures to the Providing Agency within
ten (10) business days of a request.

5. Not assign, sub-contract, or otherwise transfer its rights, duties, or obligations under this MOU
without the express written consent and approval of the Providing Agency.

6. Use the information received from the Providing Agency only for the purposes authorized by this
MOU. The Requesting Party shall not share or provide any information to another unauthorized
entity, agency or person.

7. Protect and maintain the confidentiality and security of the data received from the Providing
Agency in accordance with this MOU and applicable state and federal laws.

8. Defend, hold harmless and indemnify the Providing Agency and its employees or agents from
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any and all claims, actions, damages, or losses which may be brought or alleged against its
employees or agents for the Requesting Party's negligent, improper, or unauthorized use or
dissemination of information provided by the Providing Agency, to the extent allowed by law.

9. For Federal agencies: The Requesting Party agrees to promptly consider and adjudicate any and
all claims that may arise out of this MOU resulting from the actions of the Requesting Party, duly
authorized representatives, agents, or contractors of the Requesting Party, and to pay for any
damage or injury as may be required by federal law. Such adjudication will be pursued under the
Federal Tort Claims Act, 28 U.S.C. § 2671 et seq., the Federal Employees Compensation Act, 5
U.S.C. § 8101 et seq., or such other federal legal authority as may be pertinent.

10. Update user access/permissions upon reassignment of users within five (5) business days.

11. Immediately inactivate user access/permissions following separation, or negligent, improper, or
unauthorized use or dissemination of any information.

12. For all records containing Personal Information released to a Third Party End User, maintain
records identifying each person or entity that receives the personal information and the
permitted purpose for which it will be used for a period of five (5) years. The Requesting Party
shall provide these records or otherwise make these records available for inspection within five
(5) business days of a request by the Providing Agency.

13. Pay all costs associated with electronic access of the Providing Agency's driver license
and/or motor vehicle information. The Requesting Party shall:

a. Maintain an account with a banking institution as required by the Providing Agency.

b. Complete and sivgn the appropriate document(s) to allow the Providing Agency's designated
banking institution to debit the Requesting Party's designated account.

c. Pay all fees due the Providing Agency by way of the Automated Clearing House account
of the Providing Agency's designated banking institution. Collection of transaction fees from
eligible and authorized Third Party End Users is the responsibility of the Requesting Party.

14. Notify the Providing Agency within five (5) business days of any changes to the name, address,
telephone number and/or email address of the Requesting Party, its Point-of-Contact for
Consumer Complaints, and/or its Technical Contact. The information shall be e-mailed to
DataListingUnit@flhsmv.qgov. Failure to update this information as required may adversely affect
the timely receipt of information from the Providing Agency.

15. Immediately notify the Providing Agency of any change of FTP/SFTP for the receipt of data under
this MOU. Failure to update this information as required may adversely affect the timely receipt
of information from the Providing Agency.

16. Understand that this MOU is subject to any restrictions, limitations or conditions enacted by the
Florida Legislature, which may affect any or all terms of this MOU. The Requesting Party
understands that they are obligated to comply with all applicable provisions of law.

17. Timely submit statements required in Section VI. Compliance and Control Measures,
subsections B and C.

18. A Requesting Party who has not previously received records from the Providing Agency shall
utilize web services currently offered by the Providing Agency rather than batch/FTP/SFTP
processes. Also, any Requesting Party using the FTP/SFTP processes agrees to transition to
web services, where available, within six months (6) months of the Providing Agency’s request.
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V.  Safeguarding Information

The Parties shall access, disseminate, use and maintain all information received under this MOU in
a manner that ensures its confidentiality and proper utilization in accordance with Chapter 119, Florida
Statutes, and DPPA. Information obtained under this MOU shall only be disclosed to persons to whom
disclosure is authorized under Florida law and federal laws. Any disclosure of information shall be in
accordance with 18 U.S.C. §2721(c). In the event of a security breach, the Requesting Party agrees to comply
with the provisions of Section 501.171, Florida Statutes.

Any person who knowingly violates any of the provisions of this section may be subject to criminal
punishment and civil liability, as provided in S ections 119.10 and 775.083, Florida Statutes. In addition,
any person who knowingly discloses any information in violation of DPPA may be subject to criminal sanctions,
including fines, and civil liability.

In an effort to ensure information is only used in accordance with Chapter 119, Florida Statutes, and
DPPA, the Providing Agency may include control records in the data provided in an effort to identify misuse of
the data. ‘

The Requesting Party shall notify the Providing Agency of any of the following within five (5) business
days:

A. Termination of any agreement/contract between the Requesting Party and any other State/State
Agency due to non-compliance with DPPA, data breaches, or any state laws relating to the protection
of driver privacy. The Requesting Party shall also notify the Providing Agency if any State/State
Agency declines to enter into an agreement/contract with the Requesting Party to provide DPPA
protected data.

B. Any pending litigation alleging DPPA violations or under any state law relating to the protection of
driver privacy.

C. Any instance where the Requesting Party is found guilty or liable by a court of competent jurisdiction
for misuse of data under DPPA or under any state law relating to the protection of driver privacy.

D. Any instance where the owner, officer, or control person of the Requesting Party owned a majority
interest in, or acted as a control person of, an entity that was found guilty or liable by a court of
competent jurisdiction for misuse of data under DPPA or under any state law relating to the protection
of driver privacy.

E. Abreach of security as defined by Section 501 171, Florida Statutes.

The Parties mutually agree to the following:

A. Information exchanged will not be used for any purposes not specifically authorized by this
MOU and its attachments. Unauthorized use includes, but is not limited to, queries not related
to a legitimate business purpose, personal use, and the dissemination, sharing, copying or passing
of this or any unauthorized information to unauthorized persons.

B. The Requesting Party shall not indemnify and shall not be liable to the Providing Agency for any
driver license or motor vehicle information lost, damaged, or destroyed as a result of the electronic
exchange of data pursuant to this MOU, except as otherwise provided in Section 768.28, Florida
Statutes.

C. Information obtained from the Providing Agency will be stored in a location that is physically and
logically secure from access by unauthorized persons.

D. The Requesting Party shall develop security requirements and standards consistent with
Section 282.318, Florida Statutes, Florida Administrative Code Rule 74-2, and the Providing
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Agency's security policies; and employ adequate security measures to protect Providing Agency's
information, applications, data, resources, and services. The applicable Providing Agency security
policies are set forth in Attachment I11.

E. Access to the information received from the Providing Agency will be protected in such a way that
unauthorized persons cannot view, retrieve, or print the information.

F. All personnel with access to the information exchanged under the terms of this MOU will be
instructed of, and acknowledge their understanding of, the confidential nature of the information.
These acknowledgements must be maintained in a current status by the Requesting Party and
provided to the Providing Agency within ten (10) business days of a request.

G. All personnel with access to the information will be instructed of, and acknowledge their
understanding of the civil and criminal sanctions specified in state and Federal law for
unauthorized use of the data. These acknowledgements must be maintained in a current status by
the Requesting Party and provided to the Providing Agency within ten (10) business days of a
request.

H. All access to the information must be monitored on an ongoing basis by the Requesting Party. In
addition, the Requesting Party must complete an Annual Certification Statement to ensure proper and
authorized use and dissemination of information and provide it to the Providing Agency pursuant to
Section VI. B below.

I. All data received from the Providing Agency shall be encrypted during transmission to Third Party
End Users using Transport Layer Security (TLS) version 1.2 or higher encryption protocols. Alternate
encryption protocols are acceptable only upon prior written approval by the Providing Agency.

J. By signing the MOU, the representatives of the Providing Agency and Requesting Party, on behalf of
the respective Parties, attest and ensure that the confidentiality of the information exchanged will be
maintained.

VI, Compliance and Control Measures

A. Internal Control and Data Security Audit - This MOU is contingent upon the Requesting Party
having appropriate internal controls in place at all times that data is being provided/received pursuant
to this MOU to ensure that the data is protected from unauthorized access, distribution, use,
modification, or disclosure. The Requesting Party must submit an Internal Control and Data Security
Audit from a currently licensed Certified Public Accountant, on or before the first anniversary of the
execution date of this MOU or within one hundred twenty (120) days from receipt of a request from
the Providing Agency. Government agencies may submit the Internal Control and Data Security Audit
from their Agency’s Internal Auditor or Inspector General. The audit shall indicate that the internal
controls governing the use and dissemination of personal data have been evaluated in light of the
requirements of this MOU, and applicable laws and are adequate to protect the personal data from
unauthorized access, distribution, use, modification, or disclosure. This includes both
policies/procedures in place for personnel to follow and data security procedures/policies in place to
protect personal data. The audit shall certify that the data security procedures/policies have been
approved by a Risk Management IT Security Professional. The audit shall also certify that any and all
deficiencies/issues found during the audit have been corrected and measures enacted to prevent
recurrence. The audit must have an original signature of the CPA and the Requesting Party’'s agency
head, owner, officer, or control person designated by Letter of Delegation to execute
contracts/agreements on their behalf. The audit shall be sent via Certified U.S. Mail to the Providing
Agency as set forth in Section X, Notices.

B. Annual Certification Statement - The Requesting Party shall submit to the Providing Agency an

annual statement indicating that the Requesting Party has evaluated and certifies that it has adequate
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controls in place to protect the personal data from unauthorized access, distribution, use,
modification, or disclosure, and is in full compliance with the requirements of this MOU and applicable
laws. The Requesting Party shall submit this statement annually, within fifteen (15) business days
after the anniversary of the execution date of this MOU. (NOTE: During any year in which an Internal
Control and Data Security Audit is conducted, submission of the Internal Control and Data Security
Audit may satisfy the requirement to submit an Annual Certification Statement.) Failure to timely
submit the certification statement may result in an immediate termination of this MOU.

In addition, prior to expiration of this MOU, if the Requesting Party intends to enter into a new MOU, a
certification statement attesting that appropriate controls remained in place during the final year of the
MOU and are currently in place shall be required to be submitted to the Providing Agency prior to
issuance of a new MOU.

C. Misuse of Personal Information — The Requesting Party must notify the Providing Agency in writing
of any incident where it is suspected or confirmed that personal information has been compromised
as a result of unauthorized access, distribution, use, modification, or disclosure, by any means, within
five (5) business days of such discovery. The statement must be provided on the Requesting Party’s
letterhead and include each of the following: a brief summary of the incident; the outcome of the
review; the date of the occurrence(s); the number of records compromised; the name or names of
personnel responsible; whether disciplinary action or termination was rendered; and whether or not
the persons whose personal information was compromised were notified. The statement shall also
indicate the steps taken, or to be taken, by the Requesting Party to ensure that misuse of data does
not continue or recur. This statement shall be mailed to the Providing Agency Bureau Chief of
Records at the address indicated in XI, Notices A., above. (NOTE: If an incident involving breach of
personal information did occur and the Requesting Party did not notify the owner(s) of the
compromised records, the Requesting Party must indicate why notice was not provided.

In addition, the Requesting Party shall comply with the applicable provisions of Section 501.171,
Florida Statutes, regarding data security and security breaches, and shall strictly comply and be
solely responsible for adhering to the provisions regarding notice provided therein.

D. Consumer Complaints — The Requesting Party shall provide a point of contact for consumer
complaints. In the event the Providing Agency receives a consumer complaint regarding misuse of
DPPA protected information, the Requesting Party shall review and investigate the complaint. The
Requesting Party shall provide its findings to the Providing Agency within fifteen (15) business days
from the date they were notified by the Providing Agency.

Consumer Complaint Point of Contact Information:

name: 9€AN A. Heald
. jheald1@pbcgov.org
561-233-5432

Phone Number:

Emai

E. Control Records - In the event a control record inserted into data received by the Requesting Party
is used in a manner that does not comply with DPPA or state law, the Requesting Party shall conduct
an investigation of any Third Party End Users who obtained the record from the Requesting Party. As
part of this provision, the Requesting Party shall also retain the authority to require Third Party End
Users to investigate the Downstream Entities’ handling and distribution of data subject to DPPA
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protection and to provide the results of the investigation to the Requesting Party. The Requesting
party shall provide the results of the investigation(s) and the documents and information collected
therein to the Providing Agency within fifteen (15) business days.

Liguidated Damages

The Providing Agency reserves the right to impose liquidated damages upon the Requesting Party.

Failure by the Requesting Party to meet the established requirements of this MOU ‘may result in the
Providing Agency finding the Requesting Party to be out of compliance, and, all remedies provided in this
MOU and under law, shall become available to the Providing Agency.

A. General Liquidated Damages

In the case of a breach or misuse of data due to non-compliance with DPPA, Sections 119.0712(2) and
501.171, Florida Statutes, or any other state laws designed to protect a driver’s privacy and motor vehicle
information, the Providing Agency may impose upon the Requesting Party liquidated damages of up to
$25.00 per record. :

In imposing liquidated damages, the Providing Agency will consider various circumstances including, but
not limited to:

1. The Requesting Party’s history with complying with DPPA, Sections 119.0712(2) and 501.171,
Florida Statutes, or any other state laws designed to protect a driver's privacy;

2. Whether the Requesting Party self-reported violations of this MOU to the Providing Agency prior
to discovery by the Providing Agency;

3. Whether the Requesting Party violated this MOU over an extended period of time;

4. Whether the Requesting Party’s violation of this MOU directly or indirectly resulted in injury, and
the nature and extent of the injury;

5. The number of records involved or impacted by the violation of this MOU:

6. Whether, at the time of the violation, the Requesting Party had controls and procedures that were
implemented and reasonably designed to prevent or detect violations of this MOU; and,

7. Whether the Requesting Party voluntarily made restitution or otherwise remedied or mitigated the
harm caused by the violation of this MOU.

B. Corrective Action Plan (CAP)

1. If the Providing Agency determines that the Requesting Party is out of compliance with any of the
provisions of this MOU and requires the Requesting Party to submit a CAP, the Providing Agency
may require the Requesting Party to submit a Corrective Action Plan (CAP) within a specified
timeframe. The CAP shall provide an opportunity for the Requesting Party to resolve deficiencies
without the Providing Agency invoking more serious remedies, up to and including MOU
termination.

2. In the event the Providing Agency identifies a violation of this MOU, or other non-compliance with
this MOU, the Providing Agency shall notify the Requesting Party of the occurrence in
writing. The Providing Agency shall provide the Requesting Party with a timeframe for corrections
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to be made.

3. The Requesting Party shall respond by providing a CAP to the Providing Agency within the
timeframe specified by the Providing Agency.

4. The Requesting Party shall implement the CAP only after the Providing Agency’s approval.

5. The Providing Agency may require changes or a complete rewrite of the CAP and provide a
specific deadline.

6. | If the Requesting Party does not meet the standards established in the CAP within the agreed
upon timeframe, the Requesting Party shall be in violation of the provisions of this MOU and shall
be subject to liquidated damages and other remedies including termination of the MOU.

Except where otherwise specified, liquidated damages of $25.00 per day may be imposed on the
Requesting Party for each calendar day that the approved CAP is not implemented to the satisfaction
of the Providing Agency.

VIIl. Agreement Term

This MOU shall take effect upon the date of last signature by the Parties and shall remain in effect for
three (3) years from this date unless terminated or cancelled in accordance with Section X,
Termination and Suspension. Once executed, this MOU supersedes all previous agreements between
the parties regarding the same subject matter.

IX. Amendments

This MOU incorporates all negotiations, interpretations, and understandings between the Parties
regarding the same subject matter, and serves as the full and final expression of their agreement.
This MOU may be amended by written agreement executed by and between both Parties. Any
change, alteration, deletion, or addition to the terms set forth in this MOU, including to any of its
attachments, must be by written agreement executed by the Parties in the same manner as this MOU
was initially executed. If there are any conflicts in the amendments to this MOU, the last-executed
amendment shall prevail. All provisions not in conflict with the amendment(s) shall remain in effect
and are to be performed as specified in this MOU.

X. Termination and Suspension

A. This MOU may be unilaterally terminated for cause by either party upon finding that the terms and
conditions contained herein have been breached by the other party. Written notice of termination
shall be provided to the breaching party; however, prior-written notice is not required and notice
may be provided upon cessation of work under the agreement by the non-breaching party.

B. In addition, this MOU is subject to unilateral suspension or termination by the Providing Agency
without notice to the Requesting Party for failure of the Requesting Party to comply with any of the
requirements of this MOU, or with any applicable state or federal laws, rules, or regulations,
including, but not limited to, DPPA, Sections 119.0712(2) and 501.171, Florida Statutes, or any
laws designed to protect driver privacy.

C. This MOU may also be cancelled by either party, without penaity, upon thirty (30) business days
advanced written notice to the other party. All obligations of either party under the MOU wiill
remain in full force and effect during the thirty (30) business day notice period.
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D. This MOU may be terminated by the Providing Agency if the Requesting Party, or any of its
majority owners, officers or control persons are found by a court of competent jurisdiction to have
violated any provision of any state or federal law governing the privacy and disclosure of personal
information. This MOU may be terminated in the event any agreement/contract between the
Requesting Party and any other state/state agency is terminated due to non-compliance with
DPPA or data breaches, or any state laws designed to protect driver privacy. The Requesting Party
will have 10 days from any action described above to provide mitigating information to the
Providing Agency. If submitted timely, the Providing Agency will take the mitigation into account
when determining whether termination of the MOU is warranted.

Xi. Notices

Any notices required to be provided under this MOU shall be sent via Certified U.S. Mail and email to
the following individuals:

For the Providing Agency:

Chief, Bureau of Records
2900 Apalachee Parkway
Tallahassee, Florida 32399
Tel: (850) 617-2702

Fax: (850) 617-5168

E-mail: DataListingUnit@ﬂhsmv.gov

For the Requesting Party:

Requesting Party Point-of-Contact listed on the signature page.

Xil. Additional Database Access/Subsequent MOU’s

The Parties understand and acknowledge that this MOU entitles the Requesting Party to specific
information included within the scope of this MOU. Should the Requesting Party wish to obtain access to
other personal information not provided hereunder, the Requesting Party will be required to execute a
subsequent MOU with the Providing Agency specific to the additional information requested. All MOU'’s
granting access to personal information will contain the same clauses as are contained herein regarding
audits, report submission, and the submission of Certification statements.

The Providing Agency is mindful of the costs that would be incurred if the Requesting Party was required to
undergo multiple audits and to submit separate certifications, audits, and reports for each executed MOU.
Accordingly, should the Requesting Party execute any subsequent MOU’s with the Providing Agency for
access to personal information while the instant MOU remains in effect, the Requesting Party may submit
a written request, subject to Providing Agency approval, to submit one of each of the following covering all
executed MOU'’s: Certification; Audit: and/or to have conducted one comprehensive audit addressing
internal controls for all executed MOU's. The Providing Agency shall have the sole discretion to approve or
deny such request in whole or in part or to subsequently rescind an approved request based upon the
Requesting Party’s compliance with this MOU and/or any negative audit findings.

Data Exchange MOU (Rev. 05/2017) Page 11 of 13




ATTACHMENT 1
PAGE 45 OF 75

Xll.  Public Records Requirements

The Requesting Party agrees to comply with the following requirements of Florida’s public records laws:
1. Keep and maintain public records required by the Providing Agency to perform the service.

2, Upon request from the Providing Agency’s custodian of public records, provide the Providing
Agency with a copy of the requested records or allow the records to be inspected or copied within
a reasonable time at a cost that does not exceed the cost provided in Chapter 119, Florida
Statutes, or as otherwise provided by law.

3. Ensure that public records that are exempt or confidential and exempt from public records
disclosure requirements are not disclosed except as authorized by law for the duration of the
contract term and following completion of the contract if the Requesting Party does not transfer
the records to the Providing Agency.

4. Upon termination or expiration of the MOU, the Requesting Party agrees they shall cease
disclosure or distribution of all data provided by the Providing Agency. In addition, the Requesting
Party agrees that all data provided by the Providing Agency remains subject to the provisions
contained in DPPA and Sections 119.0712 and 501.171, Florida Statutes.

IF THE REQUESTING PARTY HAS QUESTIONS REGARDING THE APPLICATION OF
CHAPTER 119, FLORIDA STATUTES, TO THE REQUESTING PARTY’S DUTY TO PROVIDE
PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF
PUBLIC RECORDS AT (850) 617-3101, OGCFiling@fthsmv.gov, OFFICE OF GENERAL
COUNSEL, 2900 APALACHEE PARKWAY, and STE. A432, TALLAHASSEE, FL 32399-0504.

REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK
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IN WITNESS HEREOF, the Parties hereto, have executed this MOU by their duly authorized officials on the date(s) indicated

below.
REQUESTING PARTY:
_PAUM Benc tovvry Boce

Reguesting Party Name

/o Risk Mikw ALEmen
doo AJsTIL A LIAAN AVE -
Street Address

& 2p0

Suite

WEST PAum Bencd , It 334ob

City State Zip Code

Approved as to Terms
and Conditions:
Risk Manggement

97

Depaffficht Director
BUSINESS POINT-OF-CONTACT:

Jean A. Heald
Printed/Typed Name
jheald1@pbcgov.org

Official Requesting Party Email Address
5612335432 / 561233-5420

Phone Number Fax Number

PROVIDING AGENCY:

Florida Department of Highway Safety
and Motor Vehicles
Providing Agency Name

2900 Apalachee Parkway
Street Address

Suite

Tallahassee, Florida 32399
City State Zip Code

Data Exchange MOU (Rev. 05/2017)

s&;mmp

Slgnature of Authorized Official

iga

Printed/Typed Name

Mayor
Title

/ /7/@/3’/
pote” "/

APPROVED AS TO FORM
D LEGAL SUFFICIENCY

pﬂuf /I/

County Attorney

Official Requesting Party Email Address

Phone Number

TECHNICAL POINT-OF-CONTACT:
Yunus Kazi
Printed/Typed Name

ykazi@pbcgov.org
Official Requesting Party Email Address
5613553409 y 5612427534

Phone Number Fax Number

BY:

Signature of Authorized Official

Printed/Typed Name

Title

Date

Official Providing Agency Email Address

Phone Number

Page 13 of 13



P

ATTACHMENT 1
PAGE 47 OF 75

ATTACHMENT 1

FLORIDA DEPARTMENT OF HIGHWAY SAFETY AND MOTOR VEHICLES Reqguest For
Exempt Personal Information In A Motor Vehicle/Driver License Record

The Driver's Privacy Protection Act, 18 United States Code sections 2721{*DPPA™) makes personal informatinn contained
in motor vehicle or driver license records confidential and exempt from disclosure. Personal information in a motor vehicie
or driver license record includes, but is not limited to, an individual’s social security number. driver license or identificarion
number, name, address and, medical or disability information. Personal information does not include information related to
driving vielations and driver status. Persena information from these records may only be released to individuals or
organizetions that qualify under one of the exemptions provided in DPPA, which ate listed on the back of this form.

It lien of complering this form, & request for information may be made in letter form [on company/agency letterhead, if
appropriate) stating the type of information being requested, the DPPA exemption(s) under which the request is being made,
a detailed description of the how the information will be used, and 2 statement that the information will not be used or
redisclosed except as provided in DPPA.  If the information is provided on letterhead it must include & statement that the
information provided is true and correct, signed by the authorized official under penalty of perjury, and notarized.

Tam a representative of an organization requesting persenal information for one or more records as described below. |
declare that iy organization is qualified to obtain personal informztion under exemption number(s)
1 , a5 listed on page 3 of this form.

T undersiand that I shall not use or redisclose this personel information except as provided in DPPA and that any use or
redisclosure in violation of these siatutes may subject me to criminal sanctions and civil Hability.

Complete the fellowing for each DPPA exemption being claimed. {aitached additional page, if necessary):

DPPA Description of How Requesting Party Description of how Data will be used:
Exemption Quialifies for Exemption:
Claimed

As a Government Agency carrying out its | For determining eligibility of driver

1 functions license of current and prospective new
hires operating government vehicles.
Status checks will be provided through
program DSS600, Batch/FTP process.

Page 1 of 3
(01/2017)
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Obtaining persoual informution uader filse pretenses is a srate and federal crime. Under penalties of perjury, I dedlare
that | have read the foregoing Request For Exempt Personal Information in A Motor Velicle/Driver License Record and
thae the facts stated n it are true ag@)eorrect.

t
W&/ Mayor
Signature of Autharized Offici Title

Melissa McKinlay Palm Beach County
Printed Name Name of Agency/Entity

:Scmuqn \1, 020

Date

STATEQF Florida
COUNTY OF _Palm Beach

Sworn to (or affirmed) and subscribed before me this 1% day of Spnua o 20 1 & by
WMebssa, ViE Kidlag :

Personally Known \/ OR Predueced-tdentification

Cetlin, Y\ . Sdewnn b (e, AN - Sderva b
NOTARY PURIIC (print name) NOTAR®P PURLIC (sign name)

My Commission Expires; Sone \$ 2020

AgFF, CATHY M. STEWART
fa :,,gcommuoniFF 995531
e Expires June 15,2020
e Wmmrmmmmmus-mok
APPROVED AS TO FORM
AND LEGAL SUFFIGIENCY
County Attorney //
Page 2 of 3

(01/2017)



Pursuant to seetion 119.07 2021, F. S.. personal information in motor vehicle and driver license records can be released for the following
purposes, as outlined in 18 United States Code. section 2721

Personal information reforred to in subsection (21 shall be disclosed for use in connection with matters of motor vehicle or driver safety
and theft. motor vehicle emissions. motor vehicle product alterations, tecalls, or advisories, performance monitoring of motor vehicles and
gealers by motor vehicle manufacturers, and removal of non-owner records from the original owner records of motor schicle
manufacturers to carry put the purposes of fithes Tand TV of the Anti Car Theft Act of 1992, the Automohile Information Disclosure Act
(IS TS0 1231 et seq. ), the Clean Air Act {42 11.S.C. 7401 ot seq.}, and chapters 301, 305, and 321.33 1 of title 49, and, subject 1o
subsection {a){ 2. may be disclosed as follows,

|. Foruse by any government agency. including any court or law enforcement agency. in carrying out its functions. or any private person
or entity acting on hehalf of 2 Federal. State, or local agency in carrying out its functions,

2. For use in connection with matiers of motor vehicle or driver safety and thefi; motar vehicle emissions: moter vehicle product
alterations, recalls. or advisories; performance monitoring of motor vehicles, motor vehicle pans and dealers: motor whicle market
research activitics. inchuding survey research: and removal of non- owner recoris from the origingl mwner reconds of motr vehiele
manufacturers.

3. Foruse in the normal course of business by a legitimate busiress or its agents, employees. or contractors, but only -

(2) to verify the gccuracy of personal information submitted by the individual to the business or its agents. employess, or contractors: and
(W ifsuch informatien as so swhmitted is not comreet or is no longer correct, o ohtain the correct information, but only for the purposes of
preventing frzud by, pursuing legal remedies against. or recovering on 2 a debt or security interest against. the individual.

4. For usc in connection with any civil, criminal. administrative, or arbitral proceeding in any Federal, State. or Tocal court or agency oF
hefore any self-regulatory hody. incliding the service of process. imvestigation in amicipation of litigation. and the cxecution or
enforcement of judgments and orders, or pursuant to an order of 2 Federal, State, or local court.

5. Faruse in research activities, and for nse in producing statistical reports. so long as the personal information is not published.
redisclosed. or wsed to contzet individuals.

6. For use by any inswrer of insurance support organization. or by a self msured cntity, or its agents, emplayees, o contractors, in
connection x\nh claims investigation activities. antifraud activities, rating or underwriting.

7. For use in providing notice to the awners of towed or impounded vehicles.
8. Foruse by any licensed private investigative agency or licensed security service for any purpose permitted under this subsection.

9. For use by an employer or its agent oF insurer to obtain or ve rify information relaling to a holder ofa commercizl driver's license that 15
required under chapter 313 of tifle 49,

10, For use in connection with the operation of private toll fransportation facilities,

11. For any other use in response to requests for individual motor vehicle records if the State has obtained the express consent of the
person to whom such personal information pertains.

12. For hulk distribution for surveys. marketing or solicitations if the State has obtained the express copsent of the person to whom such
personal information pertains.

13. For wse by any requester. ifthe requester demonstrates it has obtained the written consent of the individual t© whom the information
pertzins.

14. For any other use specifically authorized wnder the b of the State that holds the record. if such use is related to the operation of a
motor vehicle or public safety.

Page 3 of 3
(01/2017)
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Mode of Access

Type of Data Requested

Statutory Fees (subject to change by the

Legislature)

Batch/Email/CD*

DL data $0.01/record, per § 322.20, F. S.
MV data $0.01/record, per S 320.05, F.S.
DL Status $0.01, $0.50, $2.00/record,
per S 320.05, F.S.
MV Status/MV Record $0.01, $0.50, $2.00/record, per S 320.05, F.S.

DL Record Search with Transcript

$0.01, $8.00, $10.00, $2.00/record,'

per $322.20, F.S.

DL Transcript (3 year)

$8.00/record, per s. 322.20, F.S.

DL Transcript (7 Year or Complete)

$10.00/record, per s. 322.20, F.S.

No charge

IP Address(es) Please See Attachment

Driver Transcript
Web Service

DL Transcript (3 year)

$8.00/record, pers. 322.20, F.S.

DL Transcript (7 Year or Complete)

$10.00/record, pers. 322.20, F.S.

Public Access
Web Service

No charge
DL Status $0.50/record, per s. 320.05, F.S.
MV Record $0.50/record, pers. 320.05, F.S.

Insurance Record

$0.50/record, pers. 320.05, F.S.

Parking Permit Record

$0.50/record, pers. 320.05, F.S.

No charge

Web Service/ Batch

Residency Verification

No charge
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DATA ACCESS SPECIFICATIONS

ATTACHMENT Il-jobs and Processes Selected

IP Address (es):

151.132.206.26
151.132.206.250
151.132.106.25
151.132.106.250
151.132.200.6
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Terry L. Rhodes o Rick Scott
Executive Director - A SAFER Governor
F Il I DH. -
é Attorney General
y - Jeft Atwater
-------- Chief Financial Officer

2900 Apalachee Parkway HIGHWAY SAFETY AND MOTOR VEHIGLES
Tallahassee, Florida 32399-0500 S Adam Putnam
www.flhsmv.gov Commissioner of Agriculture

Data Access Application

Prior to executing the Memorandum of Understanding (MOU) for Driver License and/or Motor Vehicle Data Exchange,
the Requesting Party is required to complete this application. Please use additional pages as necessary.

1. In the last ten (10) years, has any agreement/contract between the Requesting Party and any other State/State
Agency been terminated due to non-complighce with DPPA, data breaches, or any state laws relating to the
protection of driver privacy? YesD NoLVIf yes, please explain and supply certified copies of the pertinent
documents:

2. Inthe last ten (10) years, has any State/State Agency declined to epfer into an agreement/contract with the
Requesting Party to provide DPPA protected data? Yes[_] No[V]If yes, please explain:

3. Is there any pending litigation against the Requestﬁé' g Party alleging violations of DPPA or any state law relating
to the protection of driver privacy? Yes[ ] No[V]If yes, please explain and provide a certified copy of the
pertinent court documents:

by a court of competent jurisdiction for misysé of data under DPPA or under any state law relating to the
protection of driver privacy? Yes__] N
documents:

4. Inthe last ten (10) years, has there been any instance where the Requesting Party has been found guilty or liable
o!z?f

yes, please explain and provide certified copies of the pertinent

(01/2017)
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5. Inthe last ten (10) years, has there been any instance where an owner, officer, or control person' of the
Requesting Party who owned a majority interest in, or acted as a control person of, an entity that was found guilty
or liable by a court of competent jurisdictiop/for misuse of data under DPPA or under any state law relating to the
protection of driver privacy? Yest] No] v |If yes, please explain and provide certified copies of the pertinent

documents:

6. Int stt 0) years, has there been any breach of security as defined by Section 501.171, Florida Statutes?
Yes|__|No If yes, provide details of each breach and discuss all safeguards implemented as a result of the
breach of security: .

7. How you will ensure that all personnel with access to the information exchanged under the terms of the MOU are
instructed of, and acknowledge their understanding of, the confidential nature of the information?

Em /’/0}/6@5 Who Pandle. confidentsal date. are /%w/;'&/
V4 Complete_ EHHIcs fom pliance and HZPAS 747&/)7/:3/,

8. Please provi(je the URL to your company or agency’s website that will be used to provide access to the data being
requested: Di scove v, Pbcjo(/: Orj P

In addition, the following documents are required:

e A copy of your business license.

e A copy of your State of Florida corporation licensure or certification.

* Ifproviding services on behalf of a government entity, provide the supporting documentation to show or prove
you are entitled to the DPPA exemption claimed. For example, a letter from each entity confirming the type of
service being provided and/or an agreement with an entity authorizing you to conduct services.

Page 3 of 3

! Control Person, for these purposes, means the power, directly or indirectly, to direct the management or policies of a company,
whether through the ownership of securities, by contract, or otherwise. Any person that (i) is a director, general partner, or officer
exercising executive responsibility (or having similar status or functions); (ii) directly or indirectly has the right to vote 25% or more
of a class of a voting security or has the power to sell or direct the sale of 25% or more of a class of voting securities; or (iii) in the
case of a partnership, has the right to receive upon dissolution, or has contributed, 25% or more of the capital, is presumed to control
that company.



Under penalty of perjury, I affirm that the information provided in this document is true and correct.

Signature of Authorized Official’

Melissa McKinlay
Printed/Typed Name

Mayor .
Title

Seavac,  \q oK
Date -

Palm Beach County
NAME OF AGENCY/ENTITY

APPROVED AS TO FORM

ZND LEGAL SUFZICI ENﬁY

Connty Attornéd

STATE OF Florida
COUNTY OF Palm Beach

Sworn to (or affirmed) and subscribed before me this \3™** day of ;g "o e ,20 g, by
e liesa V\C\(m\ab .

Personally Known 1+~ OR Produced Identification
Type of IdentifieationProduced i

Gl M Lo nn b bl P S oa b
NOTARYPUBLIC (print name) NOTARY PUBLIC (sign name)

My Commission Expires: _Zhne s 2020
1}

3= Explres June 15, 2020
WS Bonged Thru Troy Fain ineurance 800-335-7019

S35, CATHY M. STEWART
;;'3'% g-_,g()ommlubn!ﬁm&i
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+ Terry L. Rhodes Rick Scott
Executive Director : \ A SAFER Governor
F L ‘ I D H S
| Attorney General
|

- ‘ Chi f%&iﬁ Ifaltuéatez
"""""""""" ief Financi fficer

2900 Apalachee Parkway HIGHWAY SAFETY AND MOTOR VEHICLES
Tallahassee, Florida 32399-0500 Adam Putnam
www.flhsmv.gov . Commissioner of Agriculture

CERTIFICATION STATEMENT

Under penalty of perjury I have read the requirements contained in the Memorandum of Understanding, Florida
Administrative Code 74-2, and the Department of Highway Safety and Motor Vehicles Vendor IT Security
Policy and declare that the following is true:

The Requesting Party PamBeach County Board OrCounty Commissioners hereby certifies that the Requesting Party has
appropriate internal controls in place at all times to ensure that the data is protected from unauthorized access,
distribution, use, modification, or disclosure. This includes policies/procedures in place for both personnel to
follow and data security procedures/policies to protect personal data. The data security procedures/policies
have been approved by a Risk Management IT Security Professional.

STATE OF Florida
COUNTY OF Palm Beach

Sworn to (or affirmed) and subscribed before me this {1 day of Xanuac ,201g, by

L] el \SSC \U\C \<\ “\QS

Personally Known . OR Produced-Tdentification
Type of IdentificationProduced

Catin, “M\ . Stecosa Cale, . Sdecoa b
NOTARY PUBLIC (print name) NOTARY PUBLIC (sign name)
My Commission Expires:{_a¢ (s 202

=
Signature -/ i, CATHY M. STEWART

5% A% % Commission # FF 985531

! 35 Expires June 15,2020
“ASERS" Bonded Theu Troy Fain Insuranco 800-385-7018

Eal

Melissa McKinlay

Printed Name
Mayor
Title
Sao SN YT ¢ APPROVED AS TO FORM
Date . Azo LEGAL SUFFICIENCY
Palm Beach County LE
NAME OF AGENCY County Attornay (/

e e e e . ot - - - > e " N i e M S W o M e v e = T M e e = e w2 A e e e e e - e o S M e e o o e e e o o o
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An Equal Opportunity Employer
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CHAPTER 74-2
INFORMATION TECHNOLOGY SECURITY

74-2.001 Purpose and Applicability; Definitions
74-2.002 Identify

74-2.003 Protect

74-2.004 Detect

74-2.005 Respond

74-2.006 Recover

74-2.001 Purpose and Applicability; Definitions

(1) Purpose and Applicability.

(2) Rules 74-2.001 through 74-2.006, F.A.C., will be known as the Florida Cybersecurity Standards (FCS).

(b) This rule establishes cybersecurity standards for information technology (IT) resources. These standards are documented in
Rules 74-2.001 through 74-2.006, F.A.C. State Agencies must comply with these standards in the management and operation of state
IT resources. This rule is modeled after the National Institute of Standards and Technology (NIST) Framework for Improving
Critical Infrastructure Cybersecurity, February 12, 2014, and the Federal Information Security Management Act of 2002 (44 U.S.C.
§3541, et seq.). For the convenience of the reader cross-references to these documents and Special Publications issued by the NIST
are provided throughout the FCS as they may be helpful to agencies when drafting their security procedures. The Florida
Cybersecurity Standards:

1. Establish minimum standards to be used by state agencies to secure IT resources. The FCS consist of five high-leve]
functions: Identify, Protect, Detect, Respond, and Recover. These functions support lifecycle management of IT risk. The finctions
identify underlying key categories and subcategories for each function. Subcategories contain specific IT controls, The FCS is

visually represented as follows:

Function Unique Identifier | Function Category Unique Category
Identifier
ID.AM Asset Management
ID.BE Business Environment
ID Identify ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
PR.AC Access Control
PR.AT Awareness & Training
PR.DS Data Security
PR Protect PR.IP Information Protection Processes & Procedures
PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies & Events
DE Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications
RS Respond RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements
RC.RP Recovery Planning
RC Recover RC.IM Improvements
RC.CO Communications
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Category Unique Identifier subcategoxy references are detailed in Rules 74-2.002 — 74-2.006. F.A.C., and are used throughout the

FCS as applicable.
2. Define minimum management, operational, and technical security controls to be used by state agencies to secure IT

resources.

3. Allow authorizing officials to employ compensating security controls or deviate from minimum standards when the agency is
unable to implement a security standard or the standard is not cost-effective due 10 the specific nature of a system or its environment.
The agency shall document the reasons why the minimum standards cannot be satisfied and the compensating controls to be
employed. After the agency analyzes the issue and related risk a compensating security control or deviation may be employed if the
agency documents the analysis and risk steering workgroup accepts the associated risk. This documentation is exempt from Section
119.07(1), F.8., pursuant to Sections 282.318 (4)(d) and (4)(f), F.S., and, shall be securely submitted to AST upon acceptance.

(2) Each agency shall:

(a) Perform an assessment that documents the gaps between requirements of this rule and controls that are in place.

(b) Submit the assessment to AST with the agency’s strategic and operational plan.

(¢) Annually update the assessment to reflect progress toward compliance with this rule.

(3) Definitions.

() The following terms are defined:
1. Agency ~ shall have the same meaning as state agency, as provided in Section 282..0041, F.S., except that, per Section

282.318(2), F.S., the term also includes the Department of Legal Affairs, the Department of Agriculture and Consumer Services, and
the Department of Financial Services.

2. Agency-owned (also agency-managed) — any device, service, or technology owned, leased, or managed by the agency for
which an agency through ownership, configuration management, or contract has established the right to manage security
configurations, including provisioning, access control, and data management,

3, Breach — see Section 282.0041(2), F.S.

4. Compensating security controls — a management, operational, and/or technical control (i.e., safeguard or countermeasure)
employed by an organization in lieu of a required security control in the low, moderate, or high baselines that provides equivalent or

comparable protection for an IT resource.
5. Confidential information ~ records that, pursuant to Florida’s public records laws or other controlling law, are exempt from

public disclosure.

6. Critical infrastructure — the physical and cyber systems and assets so vital to Florida that their incapacity or destruction would
have a debilitating effect on security, state economic security, state public health or safety, or any combination thereof.

7. Critical process — a process that is susceptible to fraud, cyberattack, unauthorized activity, or serionsly impacting an agency’s
mission,

8. Customer — an entity in receipt of services or information rendered by a state agency. This term does not include state
agencies with regard to information sharing activities.

9. Data-at-rest — stationary data which is stored physically in any digital form.

10. External partners — non-state agency entities doing business with a state agency, including other governmental entities, third
parties, contractors, vendors, suppliers and partners. External partners does not include customers.

I'1. Information Security Manager (ISM) — the person appointed pursuant to Section 282.318(4)(a), F.S.

12. Information system owner — the agency official responsible for the overall procurement, development, integration,
modification, or operation and maintenance of the information system.

13. Industry sector(s) — the following major program areas of state government: Health and Human Services, Education,
Government Operations, Criminal and Civil Justice, Agriculture and Natural Resources, and Transportation and Economic
Development.

14. Information technology resources (IT resources) — see Section 282.0041 (13),F.S.

15. Legacy applications — programs or applications inherited from languages, platforms, and techniques earlier than current
technology. These applications may be at or near the end of their useful life, but are still required to meet mission objectives or
fulfill program area requirements.

16. Personal information — see Sections 50L.171(1)g)1. and 817.568. F.S,



ATTACHMENT 1
PAGE 58 OF 75

17. Separation of Duties — an internal control concept of having more than one person required to complete a critical process.
This is an internal control intended to prevent fraud, abuse, and errors.

18. Stakeholder — a person, group, organization, or state agency involved in or affected by a course of action related to state
agency-owned IT resources.

19. User ~ a worker or non-worker who has been provided access to a system or data.

20. Workforce — employees, contractors, volunteers, trainees, and other persons whose conduct, in the performance of work for
the agency, is under the direct control of the agency, whether or not they are paid by the agency (see User; Worker).

21. Worker — a member of the workforce. A worker may or may not use IT resources. This includes employees, contractors,
volunteers, trainees, and other persons whose conduct, in the performance of work for the agency, is under the direct control of the
agency, whether or not they are paid by the agency.

(b) With the exception of the terms identified in subparagraphs 1.-4., the NIST Glossary of Key Information Security Terms,
Revision 2, National Institute of Standards and Technology, U.S. Department of Commerce (May 2013), maintained at:
ht.tp://nvlpubs.mst.gov/nistpubs/ir/ZO13,/N] STIR.7298r2.pdf, is hereby incorporated by reference into this  rule:
hitp://www.flrules.org/Gateway/reference.as ?No=Ref-06494.

1. Risk assessment — see Section 282.004] (18), F.S.

2. Continuity Of Operations Plan (COOP) — disaster-preparedness plans created pursuant to Section 252.3 65(3), E.S.

3. Incident ~ see Section 282.0041(10), F.S.

4. Threat — see Section 282.004 1(26), F.S.

Rulemaking Authoriry 282.31 8(5) FS. Law Implemented 282.3] 8(3) FS. History-New 3-10-16.

74-2.002 Identify.
The identify function of the FCS is visually represented as such:

Function Category Subeategory
ID.AM-1: Inventory agency physical devices and systems
ID.AM-2: Inventory agency software platforms and applications

Asset ID.AM-3: Map agency communication and data flows
Management ID. AM-4: Catalog interdependent external information systems
(AM) ID,.AM-S5: Prioritize IT resources based on classification, criticality, and business value
ID.AM-6: Establish cybersecurity roles and responsibilities for the entire workforce and third-
party stakeholders

ID.BE-1: Identify and communicate the agency’s role in the business mission/processes
ID.BE-2: Identify and communicate the agency’s place in critical infrastructure and its industry

Business
. sector to workers
Environment " N p T - . o
(BE) ID.BE-3: Establish and communicate priorities for agency mission, obj ectives, and activities

1D.BE-4: Identify dependencies and critical functions for delivery of critical services
Identify (ID) ID.BE-5: Implement resiliency requirements to support the delivery of critical services
ID.GV-1: Establish an organizational information security policy
ID.GV-2: Coordinate and align information security roles & responsibilities with internal roles
Governance and external partners

GV) ID.GV-3: Understand and manage legal and regulatory requirements regarding cybersecurityj
including privacy and civil liberties obligations
ID.GV-4: Ensure that governance and risk management processes address cybersecurity risks
ID RA-1: Identify and document asset vulnerabilities
ID.RA-2: Receive threat and vulnerability information from information sharing forums and
Risk Assessment | sources

(RA) ID.RA-3: Identify and document threats, both internal and external

ID.RA-4: Identify potential business impacts and likelihoods
ID.RA-5: Use threats, vulnerabilities, likelihoods, and impacts to determine risk
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ID.RA-6: Identify and prioritize risk responses .
ID.RM-1: Establish, manage, and ensure organizational stakeholders understand the approach

Risk . .
to be employed via the risk management processes
Management - T ;
Strate ID.RM-2: Determine and clearly express organizational risk tolerance
(RM%Y ID.RM-3: Ensure that the organization’s determination of risk tolerance is informed by its role

in critical infrastructure and sector specific risk analysis

(1) Asset Management. Each agency shall ensure that IT resources are identified and managed. Identification and management
shall be consistent with the IT resource’s relative importance to business objectives and the organization’s risk strategy. Specifically,
each agency shall:

(a) Ensure that physical devices and systems within the organization are inventoried and managed (ID.AM-1).

(b) Ensure that software platforms and applications within the organization are inventoried and managed (ID.AM-2).

(c) Ensure that organizational communication and data flows are mapped and systems are designed or configured to regulate
information flow based on data classification (ID.AM-3). Each agency shall:

1. Establish procedures that ensure only agency-owned or approved IT resources are connected to the agency internal network
and resources.

2. Design and document its information security architecture using a defense-in-breadth approach. Design and documentation
shall be assessed and updated periodically based on an agency-defined, risk-driven frequency that considers potential threat vectors
(i-e., paths or tools that a threat actor may use to attack a target).

3. Consider diverse suppliers when designing the information security architecture.

(d) Each agency shall ensure that interdependent external information systems are catalogued (ID.AM-4). Agencies shall:

1. Verify or enforce required security controls on interconnected external IT resources in accordance with the information

security policy or security plan.
2. Implement service level agreements for non-agency provided technology services to ensure appropriate security controls are

established and maintained. '

3. For non-interdependent external IT resources, execute information sharing or processing agreements with the entity receiving
the shared information or hosting the external system in receipt of shared information.

4. Restrict or prohibit portable storage devices either by policy or a technology that enforces security controls for such devices.

5. Authorize and document inter-agency system connections.

6. Require (e.g., contractually) external service providers adhere to agency security policies.

7. Document agency oversight expectati ons, and periodically monitor provider compliance.

(¢) Each agency shall ensure that IT resources (hardware. devices and software) are categorized, prioritized, and documented
based on their classification, criticality, and business value (ID.AM-5). Agencies shall:

L. Perform a criticality analysis for each categorized IT resource and document the findings of the analysis conducted.

2. Designate an authorizing official for each categorized IT resource and document the authorizing official’s approval of the
security categorization.

3. Create a contingency plan for each categorized IT resource. The contingency plan shall be based on resource classification
and identify related cybersecurity roles and responsibilities.

4. Identify and maintain a reference list of exempt, and confidential and exempt agency information or sofiware and the

associated applicable state and federal statutes and rules.

(f) Establish cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (ID.AM-6). Each
agency is responsible for:

1. Informing workers that they are responsible for safeguarding their passwords and other authentication methods.

2. Informing workers that they shall not share their agency accounts, passwords, personal identification numbers, security
tokens, smart cards, identification badges, or other devices used for identification and authentication purposes.

3. Informing workers that use, or oversee or manage workers that use, IT equipment that they shall immediately report
suspected unauthorized activity, in aceordance with agency-established incident reporting procedures.

4. Informing users that they shall take precautions that are appropriate to protect IT resources in their possession from loss,
theft, tampering, unauthorized access, and damage. Consideration will be given to the impact that may result if the IT resource is
lost, and safety issues relevant to protections identified in this subsection.
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5. Informing users of the extent that they will be held accountable for their activities.

6. Informing workers that they have no reasonable expectation of privacy with respect to agency-owned or agency-managed IT
resources.

7. Ensuring that monitoring, network sniffing, and related security activities are only to be performed by workers who have
been assigned security-related responsibilities either via their approved position descriptions or tasks assigned to them.

8. Appointing an Information Security Manager (ISM). Agency responsibilities related to ISMs include:

a. Notifying the Agency for State T echnology (AST) of ISM appointments and reappointments.

b. Specifying ISM responsibilities in the ISM’s position description.

c. Establishing an information security program that includes information security policies, procedures, standards, and
guidelines; an information security awareness program; an information security risk management process, including the
comprehensive risk assessment required by Section 282.318, F.5.; a Computer Security Incident Response Team; and a disaster
recovery program that aligns with the agency’s Continuity of Operations (COOP) Plan.

d. Each agency ISM shall be responsible for the information security program plan.

9. Performing background checks and ensuring that a background investigation is performed on all individuals hired as IT
workers with access to information processing facilities, or who have system, database, developer. network, or other administrative
capabilities for systems, applications, or servers with risk categorization of moderate-impact or higher. See paragraph 74-
2.002(4)(a), F.A.C, These positions often, if not always, have privileged access. As such, in addition to agency-required background
screening, background checks conducted by agencies shall include a federal criminal history check that screens for felony
convictions that concern or involve the following:

a. Computer related or IT crimes;

b, Identity theft crimes;

c. Financially-related crimes, such as: fraudulent practices, false pretenses and frauds, credit card crimes;

d. Forgery and counterfeiting:

e. Violations involving checks and drafts;

f. Misuse of medical or personnel records; and,

g. Theft.

Each agency shall establish appointment selection disqualifying criteria for individuals hired as IT workers that will have access to
information processing facilities, or who have system, database, developer, network, or other administrative capabilities for systems,
applications, or servers with risk categorization of moderate-impact or higher.

(2) Business Environment. Each agency’s cybersecurity roles, responsibilities, and IT risk management decisions shall align
with the agency’s mission, objectives, and activities. To accomplish this, agencies shall;

(a) Identify and communicate the agency’s role in the business mission of the state (ID.BE-1).

(b) Identify and communicate the agency’s place in critical infrastructure and its industry sector to inform internal stakeholders
of IT strategy and direction (ID.BE-2).

(c) Establish and communicate priorities for agency mission, objectives, and activities (ID.BE-3).

(d) Identify system dependencies and critical functions for delivery of critical services (ID.BE-4).

(¢) Implement information resilience requirements to support the delivery of critical services (ID.BE-5).

(3) Governance, Each agency shall establish policies, procedures, and processes to manage and monitor the agency’s regulatory,
legal, risk, environmental, and operational IT requirements. Procedures shall address providing timely notification to management of
cybersecurity risks. Agencies shall also:

(a) Establish or adopt a comprehensive information security policy (ID.GV-1).

(b) Coordinate and align information security roles and responsibilities with interna) roles and external partners (ID.GV-2),

(¢) Document and manage legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties
obligations (ID.GV-3).

(d) Ensure governance and risk management processes address cybersecurity risks (ID.GV-4).

(4) Risk Assessment.

(a) Approach. Each agency shall identify and manage the cybersecurity risk to agency operations (including mission, functions,
image, or reputation), agency assets, and individuals using the following approach, that derives from the NIST Risk Management
Framework  (RMF)  which is hereby incorporated by  reference and may be found at:
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http://csrc.nist.gow’groups/SMA/ﬁsma/framework.htmI. The Risk Assessment steps provided in the table below must be followed:
however, agencies may identify and, based on the risk to be managed, consider other risk assessment security control requirements

and frequency of activities necessary to manage the risk at issue.

Risk Assessments
Categorize: Categ‘ori'R informatior') systems and the information processed, stored, and transmitted by that system based on a
security impact analysis.
Select: Select baseline security for information systems based on the security categorization; tailoring and supplementing
the security baseline as needed based on organization assessment of risk and local conditions.
Implement: Implement the selected ba.seline security and document how the controls are deployed within ir;formation systems
and environment of operation.
Assess the baseline security using appropriate procedures to determine the extent to which the controls are
Assess: implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the
security requirements for systems.
Authorize information system operation based upon a determination of the risk to organizational operations anﬂ
Authorize: assets, individuals, other organizations and the state resulting from the operation of the information system and the
decision that this risk is acceptable.
Monitor and assess selected baseline security in information systems on an ongoing basis including assessing
Monitor: control effectiveness, documenting changes to the system or environment of operation, conducting security impact
L analyses of the associated changes. and reporting the security state of systems to appropriate agency officials.

Agencies are required to consider the following security objectives when assessing risk and determining what kind of assessment is
required and when or how often an assessment is to occur: confidentiality, integrity and availability. When determining the potential
impact to these security objectives agencies will use the following table, taken from the Federal Information Processing Standards
(FIPS) Publication No. 199 (February 2004), which is hereby incorporated into this rule by reference and may be found ar:
htm:/’x’ww'.ﬂrules.orz/Gatewav/reference.aSD?No=Ref»O6498.

POTENTIAL IMPACT

Security Objectives:

LOW

MODERATE

HIGH

Confidentiality

Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal privacy
and proprietary information.

The unauthorized disclosure of
information could be expected
to have a limited adverse
effect on organizational
operations, organizational
assets, or individuals.

The unauthorized disclosure
of information could be
expected to have a serious
adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized disclosure of
information could be expected to
have a severe or catastrophic
adverse effect on organizational
operations, organizational assets,
or individuals.

Integrity

Guarding against improper
information modification or
destruction, and includes
ensuring information non-

repudiation and authenticity.

The unauthorized modification
or destruction of information
could be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or destruction of
information could be
expected to have a serious
adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized modification
or destruction of information
could be expected to have a
severe or catastrephic adverse
effect on organizational
operations, organizational assets,
or individuals,

Availability

Ensuring timely and reliable
access to and use of
information.

The disruption of access to or
use of information or an
information system could be
expected to have a limited
adverse effect on
organizational operations,

The disruption of access to or
use of information or an
information system could be
expected to have a serious
adverse effect on
organizational operations,

The disruption of access to or
use of information or an
information system could be
expected to have a severe or
catastrophic adverse effect on
organizational operations,
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organizational assets, or organizational assets, or organizational assets, or
individuals. individuals. mmdividuals.

In accordance with Section 282.318(4)(c), F.S.. each agency shall complete and submit to AST no later than July 31, 2017, and
every three years thereafter, the Florida Enterprise Information Security Risk Assessment Survey (Form #AST-100), which is hereby
incorporated by reference and maintained at: https://www,ﬂrules‘or;z/Gateway/reference.asn?No=Ref~O6533. In completing the AST
100 form, agencies shall follow the six-step process (“Conducting the Risk Assessment™) outlined in Section 3.2 of NIST Special
Publication 800-30, utilizing the exemplary tables provided therein as applicable to address the particular agency’s threat situation,
NIST Special Publication 800-30, Guide for Conducting Risk Assessments, Revision 1 (September 2012) is hereby incorporated by
reference and may be found at: hrtp://W\wv,ﬂmles.ora/‘Gatewav/reference.asu?No=Ref~O6499. When establishing risk management
processes may be helpful for agencies to review NIST RFM Special Publications - they can be downloaded from the following
website: http://csrc nist.gov/publications/PubSPs. html, When assessing risk agencies shall estimate the magnitude of harm resulting
from unauthorized access, unauthorized modification or destruction, or loss of availability of a resource. Estimates shall be
documented as low-impact, moderate-impact. or high-impact relative to the security objectives of confidentiality, integrity. and

availability.

(b) Other agency risk management activities that agencies shall perform:

1. Identify and document asset vulnerabilities (ID.RA-1), business processes and protection requirements. Establish procedures
to analyze systems and applications to ensure security controls are effective and appropriate.

2. Receive and manage threat and vulnerability information from information sharing forums and sources that contain
information relevant to the risks or threats (ID.RA-2).

3. Identify and document internal and external threats (ID.RA-3).

4. Identify potential business impacts and likelihoods (ID.RA-4),

5. Use threats, vulnerabilities, likelihoods, and impacts to determine risk (ID.RA-5).

6. Identify and prioritize risk responses, implement risk mitigation plans, and monitor and document plan implementation
(ID.RA-6).

(5) Risk Management. Each agency shall ensure that the organization’s priorities, constraints, risk tolerances, and assumptions

are established and used to support operational risk decisions. Each agency shall:
(a) Establish risk management processes that are managed and agreed to by agency stakeholders and the agency head (ID.RM-

1).

1. Establish a risk management team that ensures that risk management processes are authorized by agency stakeholders. The
risk management team must include a member of the agency IT unit, and shall determine the appropriate meeting frequency and
agency stakeholders.

(b) Identify and clearly document organizational risk tolerance based on the confidential and exempt nature of the data created,
received, maintained, or transmitted by the agency: by the agency’s role in critical infrastructure and sector specific analysis
(ID.RM-2).

(c) Determine risk tolerance as necessary, based upon: their analysis of sector specific risks; the agency’s industry sector;
agency-specific risks (e.g., Health Information Portability Accountability Act of 1996 compliance for agencies that maintain this
information); and the agency’s role in the state’s mission (ID.RM-3).

(d) Establish parameters for IT staff participation in procurement activities.

(e) Identify the IT issues IT staff must address during procurement activities (e.g., system hardening, logging, performance,
service availability, incident notification. and recovery expectations).

(f) Implement appropriate security controls for software applications obtained, purchased, leased, or developed to minimize
risks to the confidentiality, integrity, and availability of the application, its data, and other IT resources.

(g) Prior to introducing new IT resources or modifying current IT resources, perform an impact analysis. The purpose of this
analysis is to assess the effects of the technology or modifications on the existing environment. Validate that IT resources conform
to agency standard configurations prior to implementation into the production environment.

Rulemaking Authority 282.318(5) FS. Law Implemented 282.318(3) FS. History-New 3-16-16.
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Function

Category

Subcategory

Protect (PR)

Access
Control (AC)

PR.AC-1: Manage identities and credentials for authorized devices and users

PR.AC-2: Manage and protect physical access to assets

PR.AC-3: Manage remote access

PR.AC-4: Manage access permissions, incorporate the principles of least privilege and separation
of duties

PR.AC-5: Protect network integrity, incorporate network segregation where appropriate

Awareness
and Training
(AT)

PR.AT-1: Inform and train all users

PR.AT-2: Ensure that privileged users understand roles and responsibilities

PR.AT-3: Ensure that third-party stakeholders understand roles and responsibilities

PR.AT-4: Ensure that senior executives understand roles and responsibilities

PR.AT-5: Ensure that physical and information security personnel understand roles &
responsibilities

Data Security
(DS)

PR.DS-1: Protect data-at-rest

PR.DS-2: Protect data-in-transit

PR.DS-3: Formally manage assets managed throughout removal, transfers, and disposition

PR.DS-4: Ensure that adequate capacity is maintained to support availability needs

PR DS-5: Implement data leak protection measures

PR.DS-6: Use integrity checking mechanisms to verify software, firmware, and information
integrity

PR.DS-7: Logically or physically separate the development and testing environment(s) from the
production environment

PRIP-1: Create and maintain a baseline configuration of information technology/industrial
control systems

PR.IP-2: Implement a System Development Life Cycle to manage systems

PR.IP-3: Establish configuration change control processes

PR.IP-4: Conduct, maintain, and periodically test backups of information

PR.IP-5: Meet policy and regulatory requirements that are relevant to the physical operating
environment for organizational assets

Information ey 6 Destroy data according 0 policy
Protection - - — -
Processes and PR.IP-7: Continuously improve protection processes
Procedures PR.IP-8: Share effectiveness of protection technologies with stakeholders that should or must
receive this information
PR.IP-9: Establish and manage response plans (Incident Response and Business Continuity) and
recovery plans (Incident Recovery and Disaster Recovery)
PR.IP-10: Test response and recovery plans
PR.IP-11: Include cybersecurity in human resources practices (e.g., deprovisioning, personnel
screening)
PR.IP-12: Develop and implement a vulnerability management plan
PR.MA-1: Perform and log maintenance and repair of organizational assets in a timely manner,
Maintenance | with approved and controlled tools
MA) PR.MA-2: Approve, log, and perform remote maintenance of agency assets in a manner that
prevents unauthorized access
Protective PR.PT-1: Determine, document, implement, and review auditlog records in accordance with
Technology policy

(PT)

PR.PT-2: Protect and restrict removable media usage according to policy
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PR.PT-3: Control access to systems and assets, incorporate the principle of least functionality
PR.PT-4: Protect communications and control networks

(1) Access Control. Each agency shall ensure that access to IT resources is limited to authorized users, processes, or devices,
and to authorized activities and transactions. Specifically:

(a) Each agency shall manage identities and credentials for authorized devices and users (PR.AC-1). Control measures shall, at a
minimum:

1. Require that all agency-owned or approved.computing devices, including mobile devices, use unique user authentication,

2. Require users to Jog off or lock their workstations prior to leaving the work area.

3. Require inactivity timeouts that terminate or secure sessions with a complex password.

4. Secure workstations with a password-protected screensaver, set at no more than 15 minutes,

5. Force users to change their passwords at least every 30-90 days, based on assessed risk of the system.

6. Address responsibilities of information stewards that include administering access to systems and data based on the
documented authorizations and facilitate periodic review of access rights with information owners. Frequency of reviews shall be
based on system categorization or assessed risk.

7. Establish access disablement and notification timeframes for worker separations. The agency will identify the appropriate
person in the IT unit to receive notification. Notification timeframes shall consider risks associated with system access post-
separation. ,

8. Ensure IT access is removed when the IT resource is no longer required.

9. Consider the use of multi-factor authentication (MFA) for any application that has a categorization of moderate or contains
exempt, or confidential and exempt information. This excludes externally hosted systems designed to deliver services to customers,
where MFA is not necessary or viable.

10. Require MFA for any application that has a categorization of high or is administered by remote connection to the internal
network.

11. Require MFA for network access to privileged accounts.

(b) Each agency shall manage and protect physical access to assets (PR.AC-2). In doing so, agency security procedures or
controls shall:

1. Address protection of IT resources from environmental hazards (e.g., temperature, humidity, air movement, dust, and faulty
power) in accordance with manufacturers® specifications.

2. Implement procedures to manage physical access to IT facilities and/or equipment.

3. Identify physical controls that are appropriate for the size and criticality of the IT resources.

4. Specify physical access to central information resource facilities and/or equipment that is restricted to authorized personnel.

5. Detail visitor access protocals, including recordation procedures, and in locations housing systems categorized as moderate-
impact or high-impact, require that visitors be supervised.

6. Address how the agency will protect network integrity by incorporating network segregation.

(c) Each agency shall manage remote access (PR.AC-3). In doing so, agencies shall:

L. Address how the agency will securely manage and document remote access.

2. Specify that only agency-managed, secure remote access methods may be used to remotely connect computing devices to the
agency internal network.

3. For systems containing exempt. or confidential and exempt data, ensure written agreements and procedures are in place to
ensure security for sharing, handling or storing confidential data with entities outside the agency.

(d) Each agency shall ensure that access permissions are managed, incorporating the principles of least privilege and separation

of duties (PR.AC-4). In doing so, agencies shall:
1. Execute interconnection security agreements to authorize, document, and support continual management of inter-agency

connected systems.

2. Manage access permissions by incorporating the principles of “least privilege” and “separation of duties.”

3. Specify that all workers be granted access to agency IT resources based on the principles of “least privilege” and “need to
know determination.”

4. Specify that system administrators restrict and tightly control the use of system development utility programs that may be

capable of overriding system and application controls.
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(e) Each agency shall ensure that network integrity is protected, incorporating network segregation where appropriate (PR.AC-
5).

(2) Awareness and Training. Agencies shall provide all their workers cybersecurity awareness education and trainting so as to
ensyre they perform their information security-related duties and responsibilities consistent with agency policies and procedures. In
doing so, each agency shall:

(a) Inform and train all workers (PR.AT-1).

(b) Ensure that privileged users understand their roles and responsibilities (PR.AT-2).

(c) Ensure that third-party stakeholders understand their roles and responsibilities (PR.AT-3).

(d) Ensure that senior executives understand their roles and responsibilities (PR.AT-4).

(e) Ensure that physical and information security personnel understand their roles and responsibilities (PR.AT-3).

(3) For each of the above subsections the following shall also be addressed:

(a) Appoint a worker to coordinate the agency information security awareness program. If an IT security worker does not
coordinate the security awareness program, they shall be consulted for content development purposes. Agencies will ensure that all
workers (including volunteer workers) are clearly notified of applicable obligations, established via agency policies, to maintain
compliance with such controls.

(b) Establish a program that includes, at a minimum. annual security awareness training and on-going education and
reinforcement of security practices.

(c) Provide training to workers within 30 days of start date.

(d) Include security policy adherence expectations for the following, at a minimum: disciplinary procedures and implications,
acceptable use restrictions, data handling (procedures for handling exempt and confidential and exempt information), telework and
computer security incident reporting procedures. Incident reporting procedures shall:

1. Establish requirements for workers to immediately report loss of mobile devices, security tokens, smart cards, identification
badges, or other devices used for identification and authentication purposes according to agency reporting procedures.

(e) Where technology permits, provide training prior to system access. For specialized agency workers (e.g., law enforcement
officers) who are required to receive extended off-site training prior to reporting to their permanent duty stations, initial security
awareness training shall be provided within 30 days of the date they report to their permanent duty station.

(D) Require, prior to access, workers verify in writing that they will comply with agency IT security policies and procedures,

(8) Document parameters that govern personal use of agency IT resources and define what constitutes personal use. Personal
use, if allowed by the agency, shall not interfere with the normal performance of any worker’s duties, or consume significant or
unreasonable amounts of state IT resources (e.g., bandwidth, storage).

(h) Inform workers of what constitutes inappropriate use of IT resources. Inappropriate use shall include, but ma y not be limited
to, the following:

1. Distribution of malware;

2. Disablement or circumvention of security controls;

3. Forging headers;

4. Propagating “chain” letters;

5. Political campaigning or unauthorized fundraising;

6. Use for personal profit, benefit or gain;

7. Offensive, indecent, or obscene access or activities, unless required by job duties;

8. Harassing, threatening, or abusive activity;

9. Any activity that leads to performance degradation;

10. Auto-forwarding to external e-mail addresses;

11. Unauthorized, non-work related access to: chat rooms, political groups, singles clubs or dating services; peer-to-peer file
sharing; material relating to gambling, weapons, illegal drugs. illegal drug paraphernalia, hate-speech, or violence; hacker web-
site/software; and pornography and sites containing obscene materials,

(4) Data Security. Each agency shall manage and protect records and data, including data-at-rest, consistent with the
organization’s risk strategy to protect the confidentiality, integrity, and availability of information. Agencies shall establish
procedures, and develop and maintain agency cryptographic implementations. Key management processes and procedures for
cryptographic keys used for encryption of data will be fully documented and will cover key gemeration, distribution, storage,
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periodic changes, compromised key processes, and prevention of unauthorized substitution. Also, key management processes must
be in place and verified prior to encrypting data at rest, to prevent data loss and support availability. In protecting data security,
agencies shall:

(a) Protect data-at-rest by establishing {PR.DS-1):

1. Procedures that ensure only agency-owned or approved IT resources are used to store confidential or exempt information.

2. Procedures that ensure agency-owned or approved portable IT resources containing confidential or mission critical data are
encrypted.

3. Procedures that ensure agency-owned or approved portable IT resources that connect to the agency imternal network use
agency-managed security software.

4. Inform users not to store unique copies of agency data on workstations or mobile devices.

(b) Protect data-in-transit (PR.DS-2). Each agency shall:

1. Encrypt confidential and exempt information during transmission, except when the transport medium is owned or managed
by the agency and controls are in place to protect the data during transit.

2. Ensure that wireless transmissions of agency data employ cryptography for authentication and transmission,

3. Make passwords unreadable during transmission and storage.

4. Encrypt mobile IT resources that store, process, or transmit exempt, or confidential and exempt agency data.

(¢) Formally manage assets throughout removal, transfer, and disposition (PR.DS-3).

1. Before equipment is disposed of or released for reuse, sanitize or destroy media in accordance with the State of Florida
General Records Schedule GS1-SL for State and Local Government Agencies.

2. Destruction of confidential or exempt information shall be conducted such that the information is rendered unusable,
unreadable, and indecipherable and not subject to retrieval or reconstruction.

3. Document procedures for sanitization of agency-owned IT resources prior to reassignment or disposal.

4. Equipment sanitization shall be performed such that confidential or exempt information is rendered unusable, unreadable, and
indecipherable and not subject to retrieval or reconstruction. File deletion and media formatting are not acceptable methods of
sanitization. Acceptable methods of sanitization inchide using software to overwrite data on computer media, degaussing, or
physically destroying media.

(d) Maintain adequate capacity to ensure system availability and data integrity (PR.DS-4).

1. Ensure adequate audiv/log capacity.

2. Protect against or limit the effects of denial of service attacks.

() Implement protections against data leaks or unauthorized data disclosures by establishing policies and procedures that

address (PR.DS-5);
1. Appropriate handling and protection of exempt, and confidential and exempt information. Policies shall be reviewed and

acknowledged by all workers.

2. Retention and destruction of confidential and exempt information in accordance with the records retention requiremments as
provided in the State of Florida General Records Schedule GS1-SL for State and Local Government Agencies.

3. Access agreements for agency information systems.

4. Boundary protection.

5. Transmission confidentiality and integrity.

(f) Employ integrity checking mechanisms to verify software, firmware, and information integrity (PR.DS-6).

1. Application controls shall be established to ensure the accuracy and completeness of data, including validation and integrity
checks, to detect data corruption that may occur through processing errors or deliberate actions.

(g) Physically or logically separate development and testing environment(s) from the production environment and ensure that
production exempt, or confidential and exempt data is not used for development where technology permits. Production exempt, or
confidential and exempt data may be used for testing if the data owner authorizes the use and regulatory prohibitions do not exist;
the test environment limits access and access is audited; and production exempt. and confidential and exempt data is removed from
the system when testing is completed. Data owner authorization shall be managed via technical means, to the extent practical
(PR.DS-7).

(5) Information Protection Processes and Procedures. Each agency shall ensure that security policies, processes and procedures
are maintained and used to manage protection of information systems and assets. Such policies, processes and procedures shall:
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(a) Include a current baseline configuration of information systems (PR.IP-1), Baselines shall;

1. Specify standard hardware and secure standard configurations.

2. Include documented firewall and router configuration standards. and include a current network diagram.

3. Require that vendor default settings, posing security risks, are changed or disabled for agency-owned or managed IT
resources, including encryption keys, accounts, passwords, and SNMP (Simple Network Management Protocol) comnunity strings,
and ensure device security settings are enabled where appropriate.

4, Allow only agency-approved software to be installed on agency-owned IT resources.

(b) Establish a System Development Life Cycle (SDLC) to manage system implementation and maintenance (PR.IP-2). In
doing so, agencies shall:

1. Develop and implement processes that include reviews of security requirements and controls to ascertain effectiveness and
appropriateness relative to new technologies and applicable state and federal regulations.

2. Ensure security reviews are approved by the ISM and Chief Information Officer (or designee) before new or modified
applications or technologies are moved into production. For IT resources housed in a state data center, the security review shall also
be approved by the data center before the new or modified applications or technologies are moved into production.

3. The application development team at each agency shall implement appropriate security controls to minimize risks to agency
IT resources and meet the security requirements of the application owner. Agencies will identify in their policies. processes and
procedures the security coding guidelines the agency will follow when obtaining, purchasing, leasing or developing software.

4. Where technology permits, the agency shall ensure anti-malware software is maintained on agency IT resources.

(c) Establish a configuration change control process to manage upgrades and modifications to existing IT resources (PR.IP-3).

In doing so, agencies shall:

1. Determine types of changes that are configuration-controlled (e.g. emergency patches, releases, and other out-of-band
security packages).

2. Develop a process to review and approve or disapprove proposed changes based on a security impact analysis (e.g.,
implementation is commensurate with the risk associated with the weakness or vulnerability).

3. Develop a process to document change decisions.

4. Develop a process to implement approved changes and review implemented changes.

5. Develop an oversight capability for change control activities.

6. Develop procedures to ensure security requirements are incorporated into the change control process.

(d) Ensure backups of information are conducted, maintained, and tested periodically (PR.IP-4).

(e) Establish policy and regulatory expectations for protection of the physical operating environment for agency-owned or
managed IT resources (PR.IP-5).

(f) Manage and dispose of records/data in accordance with the records retention requirements as provided in the State of Florida
General Records Schedule GS1-SL for State and Local Government Agencies (PR.IP-6).

(g) Establish a policy and procedure review process that facilitates continuous improvement to protection processes (PR.IP-7).

Each agency shall:
1. Ensure system security control selection occurs during the beginning of the SDLC and is documented in final design

documentation.

2. Ensure system security plans shall document controls necessary to protect production data in the production environment and
copies of production data used in non-production environments.

3. Ensure system security plans are confidential per Section 282.318, E.S., and shall be available to the agency ISM.

4. Require that each agency application or system with a categorization of moderate-impact or higher have a documented
system security plan (SSP). For existing production systems that lack a SSP, a risk assessment shall be performed to determine
prioritization of subsequent documentation efforts. The SSP shall include provisions that:

(I) Align the system with the agency’s enterprise architecture:

(I1) Define the authorization boundary for the system;

(H11) Describe the mission-related business purpose:

(IV) Provide the security categorization, including security requirements and rationale (compliance, availability, etc.);

(V) Describe the operational environment, including relationships, interfaces, or dependencies on external services;

(VI) Provide an overview of system security requirements:
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(VII) Identify authorizing official or designee, who reviews and approves prior to mmplementation.

5. Require information system owners (ISOs) to define application security-related business requirements using role-based
access controls and rule-based security policies where technology permits.

6. Require ISOs to establish and authorize the types of privileges and access rights appropriate to system users, both internal and
external.

7. Create procedures to address inspection of content stored, processed or transmitted on agency-owned or managed IT
resources, including attached removable media. Inspection shall be performed where authorization has been provided by
stakeholders that should or must receive this information. _ .

8. Establish parameters for agency-managed devices that prohibit installation (without worker consent) of clients that allow the
agency to inspect private partitions or personal data.

9. Require ISOs ensure segregation of duties when establishing system authorizations.

10. Establish controls that prohibit a single individual from having the ability to complete all steps in a transaction or control all
stages of a critical process.

1. Require agency information owners to identify exempt, and confidential and exempt information in their systems.

(k) Ensure that effectiveness of protection technologies is shared with stakeholders that should or must receive this information

(PR.IP-8).
(1) Develop, implement and manage response plans (e.g.. Incident Response and Business Continuity) and recovery plans (e.g.,

Incident Recovery and Disaster Recovery) (PR.IP-9),

(j) Establish a procedure that ensures that agency response and recovery plans are regularly tested (PR.IP-10).

(k) Include cybersecurity in human resources practices (e.g.. de-provisioning, personnel screening) (PR.IP-11).

(1) Each agency shall develop and implement a vulnerability management plan (PR.IP- 12).

(6) Maintenance. Each agency shall perform maintenance and repairs of information systems and components consistent with
agency-developed policies and procedures. Each agency shall:

(a) Perform and log maintenance and repair of IT resources in a timely manner, with tools that have been approved and are

administered by the agency to be used for such activities (PRMA-1).

(b) Approve, encrypt, log and perform remote maintenance of IT resources in a manner that prevents unauthorized access
(PR.MA-2).

{c) Not engage in new development of custom authenticators. Agencies assess the feasibility of replacing agency-developed
authenticators in legacy applications.

(7) Protective Technology. Each agency shall ensure that technical security solutions are managed to ensure the security and
resilience of systems and assets. consistent with related policies, procedures, and agreements. Specifically, each agency shall:

(a) Determine and document required audit/log records, implement logging of audit records. and protect and review logs in
accordance with agency-developed policy. Agency-developed policy shall be based on resource criticality. Where possible, ensure
that electronic audit records allow actions of users to be uniquely traced to those users so they can be held accountable for their
actions. Maintain logs identifying where access to exempt, or confidential and exempt data was permitted. The logs shall support
unique identification of individuals and permit an audit of the logs to trace activities through the system. including the capability to
determine the exact confidential or exempt data accessed, acquired, viewed or transmitted by the individual (PR.PT-1).

(b) Protect and restrict removable media in accordance with agency-developed information security policy (PR.PT-2).

(c) Control access to systems and assets, utilizing the principle of least trust (PR.PT-3).

(d) Protect communications and control networks by establishing perimeter security measures to prevent unauthorized
connections to agency IT resources (PR.PT-4). Agencies shall:

1. Place databases containing mission critical, exempt, or confidential and exempt data in an internal network zone, segregated

from the demilitarized zone (DMZ),
2. Agencies shall require host-based ( €.g., a system controlled by a central or main computer) boundary protection on mobile

computing devices where technology permits (i.c., detection agent).

74-2.004 Detect.
The detect function of the FCS is visually represented as such:



ATTACHMENT 1
PAGE 69 OF 75

Function Category Subcategory
DE.AE-1: Establish and manage a baseline of network operations and expected data flows for

users and systems

Anomalies and | DE.AE-2: Analyze detected events to understand attack targets and methods

Events (AE) DE.AE-3: Aggregate and correlate event data from multiple sources and sensors
DE.AE-4: Determine the impact of events

DE.AE-5: Establish incident alert thresholds

DE.CM-1: Monitor the network to detect potential cybersecurity events

DE.CM-2: Monitor the physical environment to detect potential cybersecurity events

Security DE.CM-3: Monitor personnel activity to detect potential cybersecurity events
Detect (DE) Cont.inuc.ms DE.CM-4: Detect malicious code
| Monitoring DE.CM-5: Detect unauthorized mobile code
(CM) DE.CM-6: Monitor external service provider activity to detect potential cybersecurity events

DE.CM-7: Monitor for unauthorized personnel, connections, devices, and software

DE.CM-8: Perform vulnerability scans

DE.DP-1: Define roles and responsibilities for detection to ensure accountability

DE.DP-2: Ensure that detection activities comply with all applicable requirements

Detection DE.DP-3: Test detection processes

Processes (DP) | DE.DP-4: Communicate event detection information to stakeholders that should or must
receive this information

DE.DP-5: Continuously improve detection processes —f

(1) Anomalies and Events. Fach agency shall develop policies and procedures that will facilitate detection of anomalous activity
in a timely manner and that will allow the agency to understand the potential impact of events. Such policies and procedures shall;

(a) Establish and manage a baseline of network operations and expected data flows for users and systems (DE.AE-1).

(b) Detect and analyze anomalous events to determine attack targets and methods (DE.AE-2).

1. Monitor unauthorized wireless access points when connected to the agency internal network, and immediately remove them
upon detection.

2. Implement procedures to establish accountability for accessing and modifying exempt, or confidential and exempt data stores
to ensure inappropriate access or modification is detectable.

(c) Aggregate and correlate event data from multiple sources and sensors (DE.AE-3).

(d) Determine the impact of events (DE.AE-4).

(¢) Establish incident alert thresholds (DE.AE-3).

(2) Security Continuous Monitoring. Each agency shall determine the appropriate level of monitoring that will occur regarding
IT resources necessary to identify cybersecurity events and verify the effectiveness of protective measures. Such activities shall
include:

(a) Monitoring the network to detect potential cybersecurity events (DE.CM-1).

(b) Monitoring for unauthorized IT resource connections to the internal agency network.

(¢) Monitoring the physical environment to detect potential cybersecurity events (DE.CM-2).

(d) Monitoring user activity to detect potential cybersecurity events (DE.CM-3).

(€) Monitoring for malicious code (DE.CM-4).

() Monitoring for unauthorized mobile code (DE.CM-5).

() Monitoring external service provider activity to detect potential cybersecurity events (DE.CM-6).

(h) Monitoring for unauthorized personnel, connections, devices, and software (DE.CM-7).

(1) Performing vulnerability scans (DE.CM-8). These shall be a part of the SDLC.

(3) Detection Processes. Each agency shall maintain and test detection processes and procedures to ensure timely and adequate
awareness of anomalous events. These procedures shall be based on assigned risk and include the following:

(2) Defining roles and responsibilities for detection to ensure accountability (DE.DP-1).

(b) Ensuring that detection activities comply with all applicable requirements (DE.DP-2).
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(c) Testing detection processes (DE.DP-3).
(d) Communicating event detection information to stakeholders that should or must receive this information (DE.DP-4).

(e) Continuously improving detection processes (DE.DP-5).

Rulemaking Authority 282.318(3) FS. Law Implemented 282.318(3) FS. History-New 3-10-16.

74-2.005 Respond.
The respond function of the FCS is visually represented as such:

Function Category Subcategory
Response Planning (RP) | RS.RP-1: Execute response plan during or after an event
RS.CO-1: Ensure that personnel know their roles and order of operations when a
response is needed
RS.CO-2: Report events consistent with established criteria
Communications (CO) RS.CO-3: Share information consistent with response plans
' RS.CO-4: Coordinate with stakeholders consistent with response plans
RS.CO-5: Engage in voluntary information sharing with external stakeholders to
achieve broader cybersecurity situational awareness
Respond - ; : - :
®S) RS.AN-1: Investigate notlﬁcauons fr'on} detection systems
Analysis (AN) RS.AN-2: Understand the impact of incidents

- RS.AN-3: Perform forensic analysis
RS.AN-4: Categorize incidents consistent with response plans
RS.MI-1: Contain incidents
Mitigation (MI) RS.MI-2: Mitigate incidents
RS.MI-3: Mitigate newly identified vulnerabilities or document accepted risks
RS.IM-1: Incorporate lessons leamed in response plans
RS.IM-2: Periodically update response strategies

Improvements (M)

(1) Response Planning. Each agency shall establish and maintain response processes and procedures and validate execution
capability to ensure timely agency response for detected cybersecurity events. Each agency shall execute a response plan during or
after an event (RS.RP-1).

(a) Agencies shall establish a Computer Security Incident Response Team (CSIRT) to respond to suspected computer security
incidents. CSIRT members shall convene immediately, upon notice of suspected computer security incidents. Responsibilities of
CSIRT members include:

1. Convening at least quarterly to review, at a minimum, established processes and escalation protocols.

2. Receiving training at least annually on cybersecurity threats, trends. and evolving practices. Training shall be coordinated as a
part of the information security program.

3. CSIRT membership shall include, at a minimum, a member from the information security team, the CIO (or designee), and a
member from the Inspector General's Office. For agencies that are Health Information Portability and Accountability Act (HIPAA)
covered entities as defined by 45 CFR 164.103, CSIRT membership shall also include the agency's designated HIPAA privacy
official or their designee. The CSIRT team shall report findings to agency management.

4. The CSIRT shall determine the appropriate response required for each suspected computer security incident.

5. The agency security incident reporting process must include notification procedures, established pursuant to Section 501.177,
E.S., Section 282.318, F.S., and as specified in executed agreements with external parties. For reporting incidents to AST and the
Cybercrime Office (as established within the Florida Department of Law Enforcement via Section 943.0415, F.8.), the following

reporting timeframes shall be followed:

Rating Initial Notification Definition of Effect Rating

Minimal Monthly aggregate Effect on IT resources managed by internal processes
Low Weekly Minimal effect on IT resources

Medium One business day Moderate effect on IT resources
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High Within 4 hours Severe effect on IT resources or delivery of services .
Critical Immediately Severe effect on IT resources, believed to impact multiple agencies or delivery of services

(2) Communications. Each agency shall coordinate response activities with internal and external stakeholders, as appropriate, to
include external support from law enforcement agencies. Each agency shall:

(a) Inform workers of their roles and order of operations when a response is needed (RS.CO-1).

(b) Require that events be reported consistent with established criteria and in accordance with agency incident reporting
procedures. Criteria shall require immediate reporting, including instances of lost identification and authentication resources
(RS.CO-2).

(¢) Share information, consistent with response plans (RS.CO-3).

(d) Coordinate with stakeholders, consistent with response plans (RS.CO-4).

(e) Establish communications with external stakeholders to share and receive information to achieve broader cybersecurity
situational awareness (RS.CO-5). Where technology permits, enable automated security alerts. Establish processes to receive, assess,
and act upon security advisories.

(3) Analysis. Each agency shall conduct analysis to adequately respond and support recovery activities, Related activities
include:

(a) Each agency shall establish notification thresholds and investigate notifications from detection systems (RS.AN-1 ).

(b) Each agency shall assess and identify the impact of the incident (RS.AN-2).

(c) Each agency shall perform forensics, where deemed appropriate (RS.AN-3).

(d) Each agency shall categorize incidents, consistent with response plans (RS.AN-4). Each incident report and analysis,
including findings and corrective actions, shall be documented.

(4) Mitigation. Each agency shall perform incident mitigation activities. The objective of incident mitigation activities shall be
to: attempt to contain and prevent recurrence of incidents (RS.MI-1); mitigate incident effects and eradicate the incident (RS.MI-2);
and address vulnerabilities or document as accepted risks.

(5) Improvements, Each agency shall improve organizational response activities by incorporating lessons learned from current
and previous detection/response activities into response plans (RS.IM-1). Agencies shall update response strategies in accordance

with agency-established policy (RS.IM-2).
Rulemaking Authority 282.318(5) FS. Law Implemented 282.31 8(3) FS. Historv-New 3-10-16.

74-2.006 Recover.
The recover function of the FCS is visually represented as such:

Function Category Subcategory

Recovery Planning (RP) RC.RP-1: Execute recovery plan during or after an event

RC.IM-1: Incorporate lessons learned in recovery plans

RC.IM-2: Periodically update recovery strategies

Recover (RC) RC.CO-1: Manage public relations

RC.CO-2: Repair reputation after an event

RC.CO-3: Communicate recovery activities to internal stakeholders and
executive and management teams

Improvements (IM)

Communications (CO)

(1) Recovery Planning. Each agency shall execute and maintain recovery processes and procedures to ensure timely restoration

of systems or assets affected by cybersecurity events. Each agency shall:

(a) Execute a recovery plan during or afier an event (RC.RP-1).

(b) Mirror data and software, essential to the continued operation of critical agency functions, to an off-site location or regularly
back up a current copy and store at an off-site location.

(c) Develop procedures to prevent loss of data, and ensure that agency data, including unique copies, are backed up.

(d) Document disaster recovery plans that address protection of critical IT resources and provide for the continuation of critical
agency functions in the event of a disaster. Plans shall address shared resource systems. which require special consideration, when

interdependencies may affect continuity of critical agency functions.
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(e) IT disaster recovery plans shall be tested at least annually: results of the annual exercise shall document plan procedures that
were successful and specify any modifications required to improve the plan.

(2) Improvements. Each agency shall improve recovery planning and processes by incorporating lessons learned into future
activities. Such activities shall include:

(a) Incorporating lessons learned in recovery plans (RC.IM-1).

(b) Updating recovery strategies (RC.IM-2).

(3) Communications. Each agency shall coordinate restoration activities with internal and external parties, such as coordinating
centers, Internet Service Providers, owners of attacking systems, victims, other CSIRTs, and vendors. Such activities shall include:

(a) Managing public relations (RC.CO-1).

(b) Attempts to repair reputation after an event, if applicable (RC.CO-2).

(c) Communicating recovery activities to stakeholders, internal and external where appropriate (RC.CO-3).

Rulemaking Authority 282.318(5) FS. Law Implemented 282.318(3) FS. History—-New 3-10-16.
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Data Access Technical Specifications Questionnaire
Agency: Palm Beach County Board of County Commissioners

L. Access Method or Condition. The Requesting Party shall attest to their respective statutory eligibility by completing
the Florida Department of Highway Safety and Motor Vehicles Request for Exempt Personal information in a Driver
License/Motor Vehicle Record form.

1. Access Specifications. Please provide a description of the specific data being requested, the statutory authority/DPPA
exemption, and which method of receiving the data is being requested in the space below:

Description of specific data needed

Description of specific use of data, to include statutory
and/or DPPA authority to receive data.

1. Drivers license eligibility check
(Batch process)

For determining the eligibility of driver
license of current and prospective new hires

operating government vehicles. Status
checks will be provided through the
DSS600, Batch/FTP process.

For validating Palm Tran's bus operator and
Paratransit driver licenses via the Public
Access webservice.

2. Drivers license eligibility check
(Web Access)

.  Method of receiving/accessing data:

Public Access / Web service: This service provides basic driver information and eligibility. It also provides motor vehicle
information. This service is available to private agencies for $0.50 per record search and is at no charge for governmental

agencies.

Driver Transcript / Web Service: 3 year, 7 year and complete driver license transcripts are available through this service.
This service is available to private, city and county agencies for $8.00 for a 3 year transcript and $10.00 for a 7 year or
complete transcript per record. Transcripts are provided at no charge to law enforcement agency, federal and state

agencies.

+ Service + Integrity « Courtesy * Professionalism + Innovation ¢ Excellence ¢
An Equal Opportunity Employer
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The requestor’s software communicates with our software over the Internet; The API specification for the driver transcripts
and public access web service can be found within the following URL: https://betaservices.flhsmv.gov/transcripts/ and URL:
https://betaservices.flhsmv.gov/PublicAccess/. Access is by a user id and a password. There is no web page, as such, for the
user.

Batch/FTP: The requestor submits a file with multiple records that they want matched through a standard file transfer
protocol (SFTP) from their server to one of ours. Our processes pulls the file, run a program or series of programs, and
return matching records or records meeting established criteria by FTP for the requestor to pick up. Driver license
transcripts, DL status check, motor vehicle records, can be provided in this process also. Note: the requesting party must
transition to web services as they become available for these processes.

We have different kinds of FTP processes to suit your various needs. A few are listed below.

DMS485 - This program provides a driver transcript. This program reviews each record and returns transcripts for only
those driver records who have had a sanction or a conviction added onto their record within the past 1, 3, 6,12 24 or
36 month (lookback) period. A transcript will NOT be returned on those drivers who do not meet the above criteria.
Transcripts requested can be ($8.00) 3 year, ($10.00) 7 year or ($10.00) complete; $2.00 for record not found and $0.01 for
a DL# not meeting the criteria.

DSS600/605 - This does not provide a driver transcript but will provide pertinent information only on those drivers whose
status is ineligible. You will receive such information as the type of sanction, reason, and effective date. A response will
not be given on eligible drivers. License type is NOT provided in the output file. A fee of .50 for each inquiry whose status is
ineligible and a fee of .01 for all drivers whose status is eligible. This service is free to all government agencies.

DTRO60 - Driver license transcript programs/ Returns transcripts on all DL# provided, no criteria set. This service is available
to private entities, city, county and governmental agencies for $8.00 for a 3 year transcript and $10.00 for a 7 year or
complete transcript per record. Transcripts are at no charge to LEA, federal and state agencies.

DL/MV database - We also provide a Driver License and Motor Vehicle Database for $0.01 per record, with weekly or

monthly updates.

Payment process: Automatic debits to your bank account will be made whenever the services are utilized. Prior to setup
for above services, a debit authorization form should be completed by you and your banking institution and returned to us.
This will allow DHSMV to debit your account. Please note that there is no other method of payment when utilizing the
above services for a charge.
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Palm Beach Board of County Commissioners
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West Palm Beach, FL 33401
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Melissa McKinlay
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Mayor
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Phone Number

561-355-2206

Web Application Access

Contact information of the person and serves as liaison for DHSMV
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Yunus Kazi

E-Mail Address

ykazi@pbcgov.org

Phone Number

561-335-3409
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If you are not a governmental agency, please include the company’s articles of incorporation or certificate with the Florida Division of
Corporations along with FEIN number

FEIN Number



