
PALM BEACH COUNTY 
BOARD OF COUNTY COMMISSIONERS 

AGENDA ITEM SUMMARY 

Agenda Item#: 32-1 

Meeting Date: April 10, 2018 

Department: Risk Management 

Submitted By: Risk Management 

[X] Consent [ ] Regular 
[ ] Ordinance [ ] Public Hearing 

I. EXECUTIVE BRIEF 

Motion and Title: Staff recommends motion to: 

A) ratify the signature of the Mayor on the Memorandum of Understanding For Driver's License 
and/or Motor Vehicle Record Data Exchange; and. 

B) delegate to the County Administrator, or designee, signature authority to execute any future 
renewals, addendums or other documents related to this Memorandum of Understanding. 

Summary: The Memorandum of Understanding for Driver's License and/or Motor Vehicle Record 
Data Exchange with the Florida Department of Highway Safety and Motor Vehicles allows the 
County, through its Risk Management Department, to continue to ensure only authorized drivers with 
valid licenses are allowed to operate County vehicles. This is to ensure the safety of County 
employees and the general public. The record data exchange provides an automated file from the 
State to the County on a weekly basis. The file contains information on each authorized driver 
including notification of an invalid license, and the reason why a license has been suspended or 
revoked. A newly executed document is required by the State of Florida every three years as a 
condition of continuing the Driver's License and Motor Vehicle Record Data Exchange with the 
County under the provisions of the Driver's Privacy Protection Act, which protects the personal 
information contained within the files. Countywide (HH) 

Background and Justification {or Policy Issues): Under the provisions of the County's Policy and 
Procedures Manual CW-O-004, the first version of which went into effect in 1991, the Risk 
Management Department is authorized to approve or disapprove an employee's privilege to drive a 
County owned vehicle. County drivers are not approved if they do not have a valid driver's license 
from the State of Florida. The electronic files received from the Department of Highway Safety and 
Motor Vehicles allow staff to ensure the validity of the licenses of all approved and newly hired 
drivers. Driver's licenses contain personal information that is protected under the Driver's Privacy 
Protection Act (DPPA) 18, USC 2721; however the State of Florida is authorized to provide the 
information to the County for the purpose of determining the eligibility of current employees and new 
hires to operate County vehicles. To that end, the State requires the execution of the attached 
Memorandum of Understanding every three years. 

Attachments: 
1. Executed Memorandum of Understanding For Driver's License and/or Motor Vehicle Record 

Data Exchange with Walkthrough Memoranda 

Approved By: dcW!Jv\/ it-~ 
Ass~tantoun yAdministrator 



II. FISCAL IMPACT ANALYSIS 

A. Five Year Summary of Fiscal Impact 

Fiscal Years 2018 2019 2020 2021 

Capital Expenditures 
Operating Costs 
External Revenues 
Program Income (County) 
In-Kind Match (County) 

Net Fiscal Impact 

# ADDITIONAL FTE 
POSITIONS (Cumulative) 0 0 0 

Does this item include the use of federal funds? Yes No 

Is Item Included In Current Budget? Yes n/a No 
Budget Account Exp No.: Fund Dept Unit 

Rev No.: Fund Dept Unit 

B. Recommended Sources of Funds/Summary of Fiscal Impact: 

~ There is no fiscal impact associated with this item 

C. Departmental Fiscal Review~ 

Ill. REVIEW COMMENTS 

A. OFMB Fiscal and/or Contract Dev. and Control Comments: 

B. Legal Sufficiency: 

C. Other Department Review: 

Department Director 

REVISED 9/03 
ADM FORM 01 
(THIS SUMMARY IS NOT TO BE USED AS A BASIS FOR PAYMENT.) 

0 

X 

2022 

0 

Obj 
Obj 
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THRU: Nancy L. Bolton, Assistant County Administrato~ 
Board of County Commissioners ~ 

FROM: 

DATE: 

RE: 

Scott Marting, Department Director ~ 
Risk Management Department 

January 26, 2018 

Memorandum of Understanding between the Florida 
Department of Highway Safety and Motor Vehicles and 
Palm Beach County Board of County Commissioners. 

Recently you signed the attached MOU as required by the State of Florida. 
Based on numerous conversations with the State, we believed the packet 
to be complete. However, the Florida Department of Highway Safety and 
Motor Vehicles notified Risk Management that an additional form was 
required from Palm Beach County upon their review of the MOU package. 
As such, we are submitting one additional document for signature. 

In accordance with County PPM CW-O-051, this agreement will also be 
submitted as a "Receive and File" once the MOU has been fully executed. 

If additional information is needed, please contact Jean Heald at (561) 
233-5432. 

~ent irector • 

C e,,l~ 
Assistant CountyAttoey 

Attachments: 
1. The above listed MOU including the additional signature page 
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Board of Coun(j s @ 
Nancy L. Bolton, Assistant County Administra o 
Board of County Commissioners 

Scott Marting, Department Director.h/J! 
Risk Management Department r:/ 1/l 
January 5, 2018 

Memorandum of Understanding between the Florida 
Department of Highway Safety and Motor Vehicles and Palm 
Beach County Board of County Commissioners. 

In December of 2014, Palm Beach County entered into a Memorandum of 
Understanding (MOU) with the Florida Department of Highway Safety and 
Motor Vehicles (DHSMV) that allows the County to submit authorized driver 
information to the State in order to confirm our employees continue to meet the 
requirements of County PPM CW-O-004, Vehicle Safety Program. 

The renewal of that three-year MOU was overlooked due to staff turnover. To 
avoid an interruption in service, the attached MOU must be executed before the 
next meeting of the Board of County Commissioners. In accordance with 
County PPM CW-O-051, this MOU will be submitted for ratification at the next 
BCC meeting. 

If additional information is needed, please contact Jean Heald at 
(561) 233-5432. 

Approved by: 

Attachment: 
1. Memorandum of Understanding for Driver's License and/or Motor 

Vehicle Record Data Exchange 



DocuSign Enve: ID: 43202377-3036-4782-9019-114626845064 FLuRIDA Florida Department of Highway Safety and Motor Vehicles 
-------------~---------HIGHWAY SAFETY AND MOTOR VEHICLES Contract I Agreement Review 

HSMV-0478-18 
DHSMV Contract No.: Division: Motorist Services Date: 2/19/2018 

----------
Contractor Name: 

Palm Beach county Board of county commissioners 

Contract Summary: New MOU 

Previous MOU HSMV-0383-15 terminated on 12/15/2017. 
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Total Cost I Revenue: $O · OO or No Cost D Term: 3 years ------------ -----------------
Contract Manager: Kayla white 

[29 New Agreement 

D New Contract (Procurement) 

Procurement Method: 01TB • RFP 

Phone: 850.617.2805 

01TN • RFQ • Single Source 

• Exempt per ________ _, Florida Statutes 

D Renewal D Amendment 

D New I Revised Template 

• Informal Quote 

D Not Required 

D Settlement Agreement 

Approvals Comments 

Division Director(s) 
r-;DocuSJgned by: 

Signature: ~!,~A4~~~ Date:2;19 ;2018 

Signature: _________ Date: ___ _ 

Budget ~DocuSignedby: 

Signature~~~:369~ Date: 
212812018 

D If checked, budgetary review/approval is not required as funds are 
not expended under this ContracUAgreement. 

Accounting 

Signature ~ Date: 
~

DocuSlgnedby: 
212812018 

D If checked~ffi5tffit-in1?fffview/approval is not require_d_a_s_fu_n_d_s-ar-e 
not received or obliaated under this ContracUAareement. 

Information Services 

S
. t Ct:tgoi1~6~w~k D t 3/1/2018 
igna ure: BFB955 ,~a... a e: ____ _ 

D If checked, ISA review/approval is not required as this 
ContracUAareement does not impact information systems. 

Legal 

[

DocuSlgncd by: 

:So~_,~. "5~J. 
Signature.EcE122so10rn20 Date: 3/2/2018 
D If checked, legal review/approval is not required as the document is 
a previously-approved boilerplate 

Purchasing & Contracts 
j;DocuSlgnod by: 

SignatureL~:
2

: --····-

Administrative Services 

signature r 611:s;;••sb~tr 
Deputy Executive Director 

3/2/2018 
Date: ___ _ 

3/4/2018 
Date: 

Signature: _________ Date: ___ _ 
D If checked, review/approval by Deputy Executive Director is not 
required as the ContracUAgreement is either an approved template or 
does not fall under the Deputy Executive Director's areas of responsibility. 

Chief of Staff/ Executive Director 

Signature:G:i~igO~~ Date: 31412018 
.-~-99-14B-OB-7AA5-24-86.-.. ------ -----

HSMV 95020 (05/2015) 

Data MOU 

No costs or revenue impact 

n/a 

no impact 

None. 

3/4/18 

C 
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Data Exchange 
Memorandum of Understanding (MOU) - Item check list 

Agency Name: Palm Beach county Board of county commi ssi one rs 

Documentation of current licensure or certification from resident state of corporation 

Ocopy of requestor's business license 
Ocorporation status obtained from www.sunbiz.org. 
D If vendor is acting on behalf of a government agency, a letter of authority is attached. 
0This is a Government agency • This is a Law enforcement agency. 

Memorandum of Understanding 

0 Forms have been provided, reviewed, and approved. 

~ Attachment 1 and/or letter provided in Lieu of 
[8J Attachment 2 

[Kl Data Access Form 

[8] Certification Statement 

[8J Data Access Questionnaire 
D DPPA Violation Background Check Completed 
D Letter of delegation is required if signed by other than authorized official. 

Debit Authorization Form 

D Account/Routing number is provided. 

D An appropriate signature is provided. 
D Copy of form provided to Revenue. 

0N/A 

~,~-•00"' 
Reviewed By: (lticiu.J, S" IU'V-is 

AEF8922945A74CE ••• 

2/19/2018 Date: ___________ _ 

ATTACHMENT 1 
PAGE40F75 



Certificate Of Completion 

Envelopeld:432D2377303647829019114626845064 Status: Completed 

Subject: Please DocuSign these documents:Palm Beach County Board of County Commissioners Data Ex MOU New 

Source Envelope: 

Document Pages: 27 

Certificate Pages: 4 

AutoNav: Enabled 

Envelopeld Stamping: Enabled 

Signatures: 10 

Initials: 0 

Time Zone: (UTC-05:00) Eastern Time (US & Canada) 

Record Tracking 

Status: Original 

2/13/2018 

Signer Events 

Michael Sarvis 

MichaelSarvis@flhsmv.gov 

Florida Department of Highway Safety and Motor 

Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Robert Kynoch 

RobertKynoch@flhsmv.gov 

Director of Motorist Services 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Danielle Nesbeth 

DanielleNesbeth@flhsmv.gov 

HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Susan Carey 

SusanCarey@flhsmv.gov 

Chief Financial Officer 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Steve Burch 

Steveburch@flhsmv.gov 

Chief of Accounting 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 

Holder: Kayla White 

kaylawhite@flhsmv.gov 

Signature 

Using IP Address: 207.156.9.1 

Using IP Address: 207.156.9.1 

Completed 

Using IP Address: 207.156.9.1 

Using IP Address: 97.34.131.24 

Signed using mobile 

[

DocuSlgned by: 

C9~ 

Using IP Address: 207.156.9.1 

Envelope Originator: 

Kayla White 

PO Box 6669 

Portland, OR 97228 

kaylawhite@flhsmv.gov 

IP Address: 207.156.9.1 

Location: DocuSign 

Timestamp 

Sent: 2/13/2018 

Viewed: 2/19/2018 

Signed: 2/19/2018 

Sent: 2/19/2018 

Viewed: 2/19/2018 

Signed: 2/19/2018 

Sent: 2/19/2018 

Viewed: 2/23/2018 

Signed: 2/23/2018 

Sent: 2/23/2018 

Resent: 2/28/2018 

Viewed: 2/28/2018 

Signed: 2/28/2018 

Sent: 2/28/2018 

Viewed: 2/28/2018 

Signed: 2/28/2018 
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Docu~, 
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Signer Events 

Not Offered via DocuSign 

Boyd Dickerson-Walden 

Boyddickerson-walden@flhsmv.gov 

Director of Informational Services 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Jonathan P. Sanford 

JonathanSanford@flhsmv.gov 

Chief Counsel 

Florida Department of Highway Safety and Motor 

Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Lisa Bassett 

LisaBassett@flhsmv.gov 

Chief 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Kelley Scott 

KelleyScott@flhsmv.gov 

Director of Administrative Services 

Florida Department of Highway Safety and Motor 

Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Jamie Deloach 

JamieDeLoach@flhsmv.gov 

Chief of Staff NKB 

Florida Department of Highway Safety and Motor 

Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Becky Parramore 

BeckyParramore@flhsmv.gov 

Leasing Consultant 

Florida Department of Highway Safety and Motor 

Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Signature 

Using IP Address: 207.156.9.1 

[

DocuSlgned by: 

:So~- \'. 45-~J. 
ECF1225030E4490 ... 

Using IP Address: 207.156.9.1 

G
DocuSlgned by: 

~--
7E2E9F098082459 ... 

Using IP Address: 207.156.9.1 

Using IP Address: 199.254.101.109 

jhDocuSlgned by: 

L=~~B7~~f 
Using IP Address: 174.227.139.173 

Signed using mobile 

Completed 

Using IP Address: 207.156.9.1 

Timestamp 

Sent: 2/28/2018 

Viewed: 3/1/2018 

Signed: 3/1/2018 

Sent: 3/1/2018 

Viewed: 3/2/2018 

Signed: 3/2/2018 

Sent: 3/2/2018 

Viewed: 3/2/2018 

Signed: 3/2/2018 

Sent: 3/2/2018 

Viewed: 3/4/2018 

Signed: 3/4/2018 

Sent: 3/4/2018 

Viewed: 3/4/2018 

Signed: 3/4/2018 

Sent: 3/4/2018 

Viewed: 3/5/2018 

Signed: 3/5/2018 
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Signer Events 
Lisa M. Bassett 

LisaBassett@flhsmv.gov 

Chief 

FL Dept HSMV 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

In Person Signer Events 

Editor Delivery Events 

Agent Delivery Events 

Intermediary Delivery Events 

Certified· Delivery Events 

Carbon Copy Events 
Jonathan P. Sanford 

JonathanSanford@flhsmv.gov 

Chief Counsel 

Florida Department of Highway Safety and Motor 
Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Tiffany Allen 

TiffanyAllen@flhsmv.gov 

Paralegal 

Florida Department of Highway Safety and Motor 
Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Data Listing Unit 

DataListingUnit@flhsmv.gov 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Tiffany Allen 

TiffanyAllen@flhsmv.gov 

Paralegal 

Florida Department of Highway Safety and Motor 
Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Signature 

G
DocuSigned by: 

ilt$) 
7E2E9F0980B2459 .. 

Using IP Address: 207.156.9.1 

Signature 

Status 

Status 

Status 

Status 

Status 

COPIED 

COPIED 

COPIED 

COPIED 

Timestamp 
Sent: 3/5/2018 

Viewed: 3/5/2018 

Signed: 3/5/2018 

Timestamp 

Timestamp 

Timestamp 

Timestamp 

Timestamp 

Timestamp 

Sent: 2/28/2018 

Sent: 3/2/2018 

Viewed: 3/2/2018 

Sent: 3/5/2018 

Sent: 3/5/2018 
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Carbon Copy Events Status Timestamp 
Becky Parramore 

COPIED Sent: 3/5/2018 
BeckyParramore@flhsmv.gov 
Leasing Consultant 

Florida Department of Highway Safety and Motor 
Vehicles 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Melissa McKinlay 

COPIED Sent: 3/5/2018 
mmckinlay@pbcgov.org 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Jean Heald 

COPIED Sent: 3/5/2018 
jheald1@pbcgov.org 

Security Level: Email, Account Authentication 
(None) 

Electronic Record and Signature Disclosure: 
Not Offered via DocuSign 

Notary Events Signature Timestamp 

Envelope Summary Events Status Timestamps 
Envelope Sent Hashed/Encrypted 3/5/2018 
Certified Delivered Security Checked 3/5/2018 
Signing Complete Security Checked 3/5/2018 
Completed Security Checked 3/5/2018 

Payment Events Status Timestamps 
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MEMORANDUM OF UNOERST ANDlNG FOR DRIVER'S LICENSE AND/OR MOTOR VEHfCLE RECORD DAT A EXCHANGE ConuactN~mberHSMV~0478-l~ 

This Memon:mdum of Understanding (MOU) is mad~ and entered Into by and be~en ~.~1o1.t.hCo.intr~o1c00~e~~~.--.. -•·--•--·--- ··-- ,. . heremafter referred to as 
the Requ~sting Party, and the Florida Department of Hlghway Safety .ano Motor Vehicles, heremaffer referred to 
as the Providfng Agency, colfecth;efy refetred to as the Parties. 

Tha Providing Agency is a gov~mmEmt en1J1y whose p,imary duties incfude 1ssuance ()f motor vehicle 
anrl driver l~nses, regwtration and titling of motor vehicles, and enforcement of all law;s govemlng traffrc, 
travel, and pubfic saff:ty upon Florida's public highways. 

In csrryjng out i1s statutorify mandated duties end responslbi!itle-s, tha Providing Agency coHects and 
rnaintafns personal inrormatlon that idnntifles individuals. Based' upon the nature of thrs lnfcnna1ion, the 
Providing Agency Js subject to 1he dfsctosure prohibitions contained in 16 U.S C. §2721, the Drlvar's Privacy 
Proieclion Act (horernafter 11DPPA"), Sections 1 i.9.0712(2) and 501.171, Florid.;i Statutes. and other statuiory 
provisions 

Ths Requesting Party is a government or pri'lt'ete errUly opera1ing under the laws and auihority of the 
State of Horida and/er operating under Fed~ral raws, end is requesting personai Information and declares that ft 
is qualifr,ed to obtain personal informatton under the exception number(s), llsted in Attachment I, au1honzad by 
DPPA. 

Th,s MOU is entered into 1or thci' purpose of establishing the condrtrons and llmitalions under Y'lhich 
tne Providing Agency agrees 1'o provide electronic .aooess to Drlver License and Motor Vehicle rnformallon to 
the Requesting Party. The type of data requested and the statutory fees, if appllcable, are agreed to by both 
parties as rndl~ed in Attachment ll. 

The Reqwesting Party l~ receiving a O 9-digit O 4-dlglt or [ii] Na social secum.y number. pursuant to 
Chapter 119, Florida Statutes, or other applicable laws. 

fl Pofiornaos 

For the purposes of thls MOU, the below-listed terms shall have the following meanings: 
A. Batcll/File Transfer Protocol {FTP)/Secure File Transfer Protocol {SFTP} • An electronic transfer of dam in a secure environment 

8. Business Point-of-Contact - A person appointed by tha Requesting Party to assilSt the Providing Agency 
with the administretiort of fhe MOU. 

C, Consumer complain! Point-of-Contact • A person appointed by the Re{luesttng Party to assist the 
Providing Agency wi1h complaints from consumers ragarrling misuse of personal information proiecled 
under DPPA. 

Data Exchange MOU (Rev, 05/2017) 
Paga 1 of 13 

Atcachment 1 
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0ocuS1gn nve ope • ' 

D. Control Record - A reoord' containing ffctmous information that Is included in data made available by the 
Providing Agency and is used to identify inappropriate dtsck>sure or misuse of data, 

E Crash Insurance Inquiry - Insurance informali:on. such as insurance company name, polfcy type, p-01icy 
status, lnsurtmce creation and expiration ctsie, rncluding rnsuranoe policy number, provrded to the 
Requesting Party pursuant to Section 324 242(2;, Florida Statutes. Such inquiry 1s to be matJe on only 
vehicles involved Jn a crash. The Vehicle Identification Number (VIN) on which sue,-, inqu;ry Is made must 
be fnvolved In the crash for 'Nhich a crash report numb-er and ths date of crash is provided to the Agency. F. Downstream Enttty ~ Any ;ndividual, aseociatlon, org~nization, or corporate entity who receives driver 
llcense and/or motor vehicle daia from a Third Party End User in accordance w1th DPPA and Section 
119.0712(2), Florida Statutes 

G. Dnver License Jnrormatton ~ Driver lfcense and ldentfficatton card data cot~ected and maintained by 
ihe Providing Agency. This data Includes personal information as defined jn item N, below. H. Driver Privacy Protection Act (OPPA) - The Federal Act (.see. 18 United States Gode § 272'1, et seq.) 
that prohibifs release and use of personal rnforma.tion excep1 a~ otherwise speclfically permitted within 1he 
Act. 

L Govemment Entity - Ar,y federal, siate, county, county off1Cer, or city government, ITTcluding any colJrl ar 
!aw enforcement agenc.y. 

J. Highly Restricted Personal Information - Includes, but is not limited to, medical or disabiity information or 
soc,a! security number. 

K., Insurance R-eccrd - Insurance Jnformatlon, such as insurance company name, policy type, policy status. 
insurance creation and expira!lon date, but exciu-dlng insurance ,PO!icy number, provided to the 
Requesting Party, pursuant to Seo6on 324.242(2). Florada Statutes. 

L, Motor Vehicle Information • Titre and regJstratlon d·ata coJlected and maintained .by the Providing Agency 
fOi vehicles. This. itiformatlon includes personal information as defined in item P.J, befow. 

M. Part~s - The Providing Agency and the Reque.sttng Party, 
N. Personal fnformatlon - As described In Seciion 1 Ht0712{2)(b), Florida Statutes srtd 18 lLS.C. S.2725, 

information found in the motor vehicte or driver record which Includes, but Is not timited to, the subject'~ 
driver kfenilfication number, n:ama1 address, (but not the 5 - <1igli zip code} ?.nd med!cai or disabiltty 
informs1ion, 

0. Private Entity - Any entity that ls not a unit of government, rncluc:ling, but not limited to, a corpormlon, 
partnership, l[mlted liability company, nonprofit organi2:ation or other legal entity or a natural person. P. ProvJdJng Agency • The Department of Highway Safety and Moior Vehicles. The Providing Agency ls 
responslbte for grantrng access to driver license and/or rno!•X vehicle data to the Requesting Party. Q. Regl:stration Hold• A hold placed on the owner, vehicle ex registration, ln1enoed to prevent extension or 
renewaJ of any motor vehrde registration_ 

R Requesting Party - Any- entity type that is expressly authorized by Section 11.9.0712(2), Florida Staiules 
ano DPPA to receive perwnai information and/or highly restricted per$"cna! information that requests 
information contained in a driver license or motor vehicle record from the- Providing Agency through 
rerno1e electronic access. 

Data Exchange MOU (Rev. 05/2017) 
Page:2 of 13 
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S. Requesting Party Number - A unique number- assigned to the Requestini;i Party by fh1;:! Providing Agency that identms.s the type of record authorized fer release and the associated statutory fees, Msuse of a Requesting Party Number to obtain imormation ls strlctly prohibited and shall be grounds for termination in accoroanca with Bed.ion X, Termination and Suspension. 
T. TechnrcaJ Contact - A person appointed by the Requesting Party to oversee 1he maintenance/operation cf seUlng up of Web Service and Batch/fTP/SFTP processes. 
U. Third Party End User ~ Any individual, assoclatioo, organi:z:ation, or corporate entity who rec:~lves driver ~c:ense and/or motor vehicle data from the Requesting Party in ac;cordance With DPPA and Section 119.0712(21, Florida Statutes. 

V. Web Service - A service where the Requesting Party writes a call program to <:o.mmunfcate wsth the Web Service of the Providfng Agency to receive authorized motor vehicle and driver license data. 

The Prov!dlng Agency maintains computer dat.abases containing infom1ation pertainfng to drivel's 
!Jcenses and motor venicles pursv~nt to Chapters 317, 319, 320, 322, 328, and Section 324.242(2), Florida 
Statutes. The driver license, motor vehicfe, and vessel data contalned in the Provkfing Agency's databases is 
defined as public record pursuant to Chapter 118, Florida Statutes~ and as such, is subject io public disclosure 
unless otherwise exempted by law. 

As the custodian of the state's driver and vehicle records, the Providing Agency is required to provide access to records permitted to be disclosed by law. 

Under this MOU, the Requesting Party will be provided, v~ remote elecironic means, information pertaining to driver licenses and vehicles, including personal lnfonnatfon au-thorlzed to be re}eased pursuant to Section 119.071,2{2), Florida Srarutes ancl DPPA. By executing ttiis MOU, 1ne Requestin9 Party agrees to mf;lfntafn the confidential and e:<empt status of any and all lnformatlori provided by the Providing Agency pursuant to this MOU and to ensure that any Third Party End Users accessing or ut!Hz(ng said Information shall 
do so m compli-ance wi1h Section 119.0i"i2(2), Florida S1a1uies and DPPA Highly restrlcied personal information shatl only be fel.9.8.sed in accordance with DPPA and Florida law, ln addition, the Requesting Party 
a9rees ihat insurance policy information shalt only be utltized pursuant to Section 324.242(2), Florida 81ah.rtes. 

This MOU is governed by the laws of the State of Florida and jurisdiction of any diswte arising from 
this MOU shan be in Leon County, florida. 

A. The Providing Agenc;r agrees to: 

1. Provide the Requesting Party with the technical specifications. and Requesting Party Number if applicable, re.quired to access da1a in accordance with the access matnod being requested. 
2. AIJow the Requesting Party to eJ~ctronical!y a.ccess da1a as authorized under this MOU. 
3. Cotlect au fees for pro•1idl11g the electronic;3.Uy requested daia, pursuant to applicable Florid.a Statutes, rules and policies, induding Sections 320.05 and 322,201 Florida Statutes. The fee shalf include all dtreci and indirec:;1 costs of providing remote electronic access, accorrfmg to Section 119.07 (2){ c ), FkJrida Statutes. 

Data Exchange MOL' (Rev. 05/2017/ 
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4. Collect all fees due for electronic requests thrcugh the Automated GJearing House acc-oi.mt of the ban.king Jmrtrtutfon which has be.en designated by the Treasvrer of the State of Florida for such purposes. 

5. Terminate 1he access of the R.eque$tfng Party for non~payment of required f1:?es. The Provleiing Agency shall n'-'.l be responsible for the failure, ref~sat, or inability of 1he Requesting Party to mek:o the required paymenist or interest on late payments for periods of delay .ath-ibutsbJe to 1he action or inaction of llie Requesting Party. 

6. Notify the Reque:silng Party fhirty (30) business days prior to changing any fee schedules, whe11 it rs reasonable and necessary t-0 do so, as determined by the Providing Age,r,cy. AH fees are established by Florida law. Any changes in fees snail be effective on the Bffectlve date of the corresponding taw change. The Requestfng Party may continue with ihis MOU as modified or It may terrnrnate the MOU in accordance with Section X., subject to the payment of aJI fees incurred prior to terminaiion. 

7. PBrform all obligatkms to provide access under this MOU contingent upon an annual appropriation by the Legisfature. 

8, Provide elecironlc access to driver ficense and/Dr motor vehicie infcrmra!lori pursuant to roles and times estab(fshed oi her than ~cheduied maintenance or other unconircilabJe disruptions. Scheduled maintenance norm.alfy occurs Sunday mcmlngs betwe.an the hours of B:00 AM. and 10:00AM. 

9. Provide a contact person for assistance with 1he !m plem entatfon of this MOU. 
B. The Requesting Party agrees to: 

1. Use irrforrn:ation only for the expressed purposes as descriheo in Attachment l of thi~ MOU. 
2. Selt-report to the Pro\ftding Agancy all violations of the MOU within five (5) business days of discovery of such vlorationis). The report stiatJ include a descrlpiron, the tfme period, the number of records lmpacted, ihe- herm caused, and all steps taken as of the date of the report to remedy or mitigate any injury caused by the vio,ation. 

3. Accept responsibnity for interfacing with any and all Third Party End Users The ProvldJng Agency wm not interact dkeciiy with any Third Party EM U~rs. Re£?uesilng Party shall not give Third' Party End Us~rs the riame, e~mail address, and/or teleprw;rm numbor of any Providing Agency employee wiihoul the express wrltten consent of the Provkilng Agency. 
4. Establish procedures to ensure that its em;iloyees .and agents comply 'With Sec1ion V, Safeguardlrig Information and provide a copy of the procedures to the Providing Agency within ten (10) bvsjness days of a request. 

5. Nat assign, sub-contract, nr otherwise transfer Its rights, duiles, or obligations vnder this MOU without the express written consent and appravai of 1he Providing Agency. 
6. Lisa the ioformatfOfl recefv~d from the Providrng Agency only far the purposes authorized by thls MOU. The RequesUng Party shall not share or prov1de any information to another unauthorized entity, agency or pe~n. 

7. Protect and maintain the confidentiality and security of the data receiv.eci frotn tne Providing Agency in .accordance wlth fhis MOU smd applicable state and ft!cieral tam. 
8. Defend, hold harmless .end jl)demnify the Providing Agency and its employees or agents ft-om Data Excllang.e MOU {Rev. 05/2017) 
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any and afl claims, '()c;tions1 damages. or losses which may be brought or alleged agaln~t 11:s 
employees or agents for 1fle Requesting Party's negHgent, improper, or unauthorized use or 
dlsseminatlon of information provided by the Providing Agency, 10 the extent allowed by law. 

9. For Federal agmcJes: The Requesting Party agrees to promptly consider and adJudfcate any and 
~fl clafms that may arise out of 'this MOU resumng from the acl1ons of the Requesting Party, duly 
authorized representatives, agents, or contractors ot the Requesting Party, and to pay for any 
darnago or injury as may be required by fsdernl raw. Such adjudication wm be pursued under the 
Federal Tort Cl.arms Act, 28 U.S.C, § 2871 et seq., the Fed13ral Empk>yees. Compensation Act, 5 
U.S.C. § 8101 et seq,, or such other federal leg.al authority as may be pertinent 

10. Update use, access/perm1ssioos upon reasslgnmen1 of users within frve (5) business days. 11. Immediately fnact[vate user acc.essJperrnissions fonO'-.\'ing separation, or negligent, impro-per, or­
unauthorized use or dissem/natf.on of .any an'formation. 

12. for arl reoon:ts containing P~rsona! !ntormaUon released to a Third Party End User, m.afntafn 
records identifying aeich person or entity that receives 1he personal information and the 
permitted purpose for whfch n wrll bg used for a period of five (5) years. The Requesting Party 
shall provide these records or otherwise make "these records available for inspection wilhln frve 
(5) business days ot a reqoest by the Providing Agency. 

13. Pay all costs .associated with eler;;tronlc a<::cess of the Prf.lvidfng Agencys driver icense 
and/or motor vehk;le information. The Requestrng Party ehal!: 
a. Maintaln an account wlth a banking institution as requimd by the Providing Agency. 
b. Complete and sjgn i:he approprmte dacumen1(s) to allow the Provfdfng J¼;,ency's deS>ignated banking institution to debit the Requesting Party's designated account 
c. Pay all fees due the Providing Agency by way of the Automated Clearing House account of the Providing Agency's d~ignated banking fnstitutioo. Collection of transaction fees from afigib1e and authorrz:ed Third Party End Users Is the responsibmty of the Requesting Party. 14. Notjfy 1he Provlding Agency withrn ftve (5) business days of aoy changes ta the name, address, 

telephone number and/or email addres·s of 1ne Request4ng Party. its Po!nt-of ... Qmtact for 
Consumer Complaints, ~ndlor Its Technicaf Contact Tne information shall be e~mailed to 
DataLlstjngUnit@ffosmv.gov Failure to update this fnforma:lfon as required may adversely affect 
the timely receipt of information from the Providing .Agency, 

15. lmmediateJy notffy the Providing Agency o1 any change of FTP/SFTP for the receipt of dats under 
this MOU, Failure to update this nformation as required ma>' adversely affect the timely receipt 
of Information from the Providing Agency 

16. Underst·and that this MOU is subject to <'HlY ,estr~tions, tim•tatlons or condlUons enacied by the 
Fklrida Legis!ature, which may aff?ot any or all terms of tNs MOU. The Requesting Part~, 
understands that 1,hey are obligaied to comply with all applicable provfsrons of law. 

17. Timely submit statements required irr Section Vf. Compliance ~nd Control Mea$ures, 
subsections Band C. 

18. A Requestrng Party who has not previously received records from the Pmvlding Agency shall 
utilize web services currently offered by the Provjding Agency rather than batch/FTP/SFTP 
processes. Also, any Requesting Party using the FTP/SFTP processes agrees to transition to 
web services, where available, wiihin six months (6} months Df the Providing Agency's request. 

Data cx1;hange MOU <Rev. 05/2017) 
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The Parties shall acces~, disseminate, use and maintaln al/ information received under. thls MOU ln 
a manner that ensures its cc>nfldentiality and :proper utilization ln accordance -wilh Chapter 119, Florida 
Stat:.Jies, and DPPA. lnform.ation obtained under this MOU shall only be df.sclosed to persons to 'I.Vhom 
disclosure Is authorized under Florida law and federal fews. Any disclosure of information shefl be in 
aCCQrdance wlfh 18 U.S.C. §2721(c). ln trie everrt of a security breach, the Re~wasiing Party agrees to comply 
wJth the provisions of Section 501.171, Florida Statutes. 

Any person who knowin_gly violates any of the provl.sions of this section may be subject to criminal 
punlshmen1 and clvir IJ.ab!lity, as provtded in Sectk)r,s 119.10 and 775.083, Florida S1etu1es. In addition, 
any person v.,,ho kno'Nirigly dlsdoses any information in vio,ation of OPP.A maybe subject lo crtminsl sanctions, 
1ncluo'ing fines, and cMI J1ablWy. 

!n an effort to ensure information is only used fn accordanoo with Chapter 119, Florida StatlJtes, and 
DPPA. the Providing Agency may include control r~oords in the data provided ln an effort to ktontify misuse of 
ihe data. 

The Requestlng Party sh.all notify the Provlding Agency of any of the following within five {5) businsss 
days: 

A. Termination of any tigreement!coniract betweefl 1he Requesting Party and any other State/State Agency due 10 non-compliance wnh DPPA, data breaches. or any state laws reiating 1.o the protection of driver privacy. The Requesting Party shBll also notify the Providing Agency if any Sza1e{State Agency decilri~ to enter lnto an agreement/contract wtth 1he Requesting Party 10 provide DPPA protected data, 
B. Any pending litigation alleging OPPA vfolations or under any state J.aw relating tc the protectl011 of driver privacy. 
C, Any h1stance. whBre the Requestjng Party is found guiJty or Ha~e by a court of competent jurisdiction for misuse of d.ata under OPPA or under any state law rclating to the protection of drlver p.rivacy. O. Arly instance where the owl1er, officer, or cor.itrot person of the Requesting .Party ov.rned a majority interest in, or acted as a control person of, an entity that was found guilty or liable by a court of competent jurisdil:,1ion for rntsuse of data und~r DPPA or under any state !~w relating fo the protection of driver privacy. 

E. A breach of security as defined by Section 501.171, Florida Smtutes. 

The Partie;s mutuaUy agree to 1he foliowing: 

.A. Information exchanged ½'ifl not be used for any purposes nol specifically authorized by ttlis 
MOU arrd its attachmenis. Unauthorized use includes, but is not limited to. queries not reraied 
to a legifirnate business purpose, personal use, and the dissemination, shari119, copying or passing 
of this or any unauthorized information to unauthorized persons. 

B. The Requesting Party shall no1 indemnify and shall not be !iabl.e to ihe Providing Agency for any 
driver Ucense or motor veniole information fost, damaged, or destroyed as a result of the electronic 
exchangti of d,3ta pursuant to this MOU, except as otherwise provfdea in Sf;.lction 788.28, Florida Statutes. 

C. Information oDtained from the Provjding Agency win be stored in a location thai is physically and 
Joglcalfy secure from access by i..rnauthorized persons. 

0, The Requesting Party shall develop security requirern~rnts an=t standards consistent v.-ith 
Section 282.318• F'forida Sta1utes, Florida Adrninistrative Cod€ Rule 74-2, a11d the Providing 

Data Exchange MOU (Rev. 05/2017) 
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Agency's security policii;rs; and employ adequate s~urity measures to protect Providing Age.ncy'.s information, appllcatJor:rs, data, resources1 and services. The appucab)s Provlding Agency security polic~s are set forth in Attachment !IL 

E. Access to the information received fmrri the Providing Agency wm ba protected in such a way that unauthorized persons cannot view, retrieve, or print the {nforms1ion. 
F. M prmonnet wlfh access to 1he information exchanged under the 1£trms of this MOU will be 

in$ttucted of, and acknO'JNledge their understaridlng of, the confidential nmure of 1he information, These ~cknowledgements must be maintainoo ln a current status by the Requesung Party and 
provide<l l.o the Provtdfng Agency w1th1rl tan {10) business days of a request. 

G. AH personnel witt1 access to the infonnati-on 1.vlll be i!'lstructed d, an.ct acknowledge 1heir understanding of the C,iviJ and criminal sanctions specified fn sra.te .and Feoeral law for unauthorized use of the data. These sckno"Nledgem~nts m1,.1st be maln1ained rn a current status .by the Requesting Party and provided to 'the Providing Agency within ten (10) business days of a 
request, 

H. Alt access to the information must be moniiDfed on an ongorng basis by the Requesting Party. in addiflori, the Requesting Party must complete an Annual Certification Statement to ~nsure proper ~nd authorized use and dissemination of information and provide it to the Providing Agency pursuant to Section vt. B below. 

I. All .data r~celved from the Providing Agency sh~!\ be encrypted during transmission to Th1rd Party end Usen; uslng Tram~.pcrt Layer Security {TLS) version 1.2 or higher encryption protocols. Alternate encryption protocols ere acce~able only upon prior INTitten approval by the ProVidlng Agency 
J, By signing lhe MOU, the representatives of the Provr!iing Agenci,1 and Requesting Party, on behalf of the resPBctNe Parties. attest and ensure that the confidentia!l1y of the inform;;!fion exchanged wiH be m~ltiiained. 

Vt ~nee and Control M~~ 

A, Internal ControJ and Data Security Audrt - This MOU is contingent upon fhe Requesting Party having appro.prlete internal controJs In place at all tlmes that data is being provided/received pursuant 10 thrs MOU to ansure tha1 ihe data is protected from unauthorr2ed access, disiributlon, use, modification, or dis-closure. The Reques1fng Party must submit an Internal Control and Data Security Audit from a cwrent!y licensed Ceniffed Public Accounte/'11, on or before the ffrsl anniversary of the execution date or this MOU or within one hundred twenty (120) days from fecerpt of a reques1 from the Providing Agency. Government agencies may submit the Internal Control and Data Security Audi! tom their Agency's lnternai Auditor or lnspedor General. The audit shall indicate 1hat the int£mal controls governing the use end d1ss.em.ination of personal data have been evaruated fn !lght of the requirements of this MOU, and applicable laws and are adequate lo pn:>tect the personal d.a1a from unauthorized access, dlslribution, use, modlf}catkm. or disclosure, T?'lis includes both pollcles/procedures in prace for personnel io follow and data security procedures/policies In place to protect personal data. The audit shall certify lhal the data secUflty procedures/policies have been approved by a Risk Management JT Security Pmfesstonal. The audit shall also certify that any and all deficiencles/issues found during thB audil have bean corrected and measures en.acted to prevent recurrence-. The aud,t mLrst have an original slgna1ure of the CPA and the RequMting Party's agency head, owner, officer, or control person designl5'ted by Letter of Delegati-Ori to execute cootracts/agreements on their b.sJ",alf. The audit shall be .sen1 via Certified U.S. MclJ io the Pmvidlng Agency as set forth fn Section XJ, Notices, 

a, Annual Crertlflcatlon .Statement - The Requesting Party shall subrnit to the Providing Agency an annual statemeni indicating that the Requesiing Parfy has evaJuated ahd certifies ttrnt lt has adequate 
Data Exchange MOU (Rev. 05/2017) 
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controls in place to prot£ct the personal data from unauthorized access, distribution, use, modification, or discfosvre, ano is in full compliance wiih ihe requirements Ctf this MOU and apP,icabt.e laws. The Reque~tin_g Party shall submit 1his statement -anoual!y, wi:thin fifteen (15) business days after the anniversary of the ex-ecu1lon date of this MOU. (NOTE: During any ~ar in whfch an Internal Conl!ol and Dat9 Security AIJdii is conducted, submission of the tntemer Control and Data Security Audit may s.atfsfy the requirement to submit an Annual Certlflcriition Statement.) Failure 10 timefy submit the certificat1on statement may rssurt in an immediate termination of this MOU, 
Ir, addit1on, prior to expiration of this MOU, ff the Requesting Party lnlends to enier lnto a new MOU, s cert{fication statement attesting that .appropriate cootrols remained fn place during the final year of the MOU and are currer,tly In pJace shati bee required lo be submitted to the Providing Agency prior to issuance of a oow MOU. 

C, Misuse of Personal Information - The Requesting Party must notify the Providing A.gency in writing of any incldent where it is suspected or confirmed tt1ai persona} information has been compromJsed as a resuli of UMUthorized access, distnb1.tUon1 use1 modification, or disclosure, by any means, 'Nifhifl five (5) business days of $UCh discovery. The stafemer-t must be provided on the Requesting Party's letterhead and include each of the foNow4ng: a brlef summary of the incident; '!he outcome of the review; the oate of the occurrence(s.); the number of records compromised; th-a name or names of personnel respons1bl,e; whether disciplinary action or termination was rendered; and whether or no1 the persons whose personal information was compromised were notified. Th~ st.flt.emenf shall also indicate the. stt?pil taken, Of' to bs taken, by the Requesting Party to ensure t/lat misuse ot daia does­not continue or recur. This statement shall be malled to the Providing Agl':tncy Bureau Chief of Records at the address lndrceted in Xl, Notices A, above. {NOTE: If an incident involving breach of personal information did occur and tt,e Requesting Party dki raot notify 1t1e owner(s) of the compromised records, the Requesting Party musHndicate why notice was not provided. 
In addition, the Reti.uestrng Party shall compJy with the appllcabre provisions of Section 501.171; florida Statutes, regarding data security and secul'ffy breaches1 and shall striclly comply and be solely responsible for adhering to the pr.ovislons regarding no1ice provided therein. 

D. Consumer Complaints - Tbe Requesting Party shall provide a poinl of contact for consumer complaints. !n the event the Providing Agency re-celves a consume( complaint regarding misuse of DPPA prote.cled information, the Requesting Party shall revjew and investtgate the compfaint. The Requesting Party shall provide its findings to the Provkiing Agency within fifteen (15) business days from the date they we1e nofified by the Pro\~ding Agency. 

Consumer Com~1nt Point of Con1act l11forrna11on: 
Name~ Jean A._. Heald 
Email: jheald1@.pbcgov.org 

Phor)e Number: ~-~ ! ~~~3-S~~~ 
E. Control Record~ w ln the event a control record rnsertoo 1!ll.o data received by the Requestmg Party is used in a manner 1hat does not comply with DPPA or state law, me Requesting Party shall conduct an investigation of any Third Pariy End Users vvno obtained the recor<l irom the Requesting Party. As 

part of this provision, the Requesting Party shall also reiain tha authority to require Thitd Party Eno 
Users to investigate the Downstream Entitles' handling aoo. distribuHon of ctata subject to DPPA Data Excharige MOU (Rev. 05/2017) 
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VII. 

protection and to provide the results of tt1e investigation io the Requesting Party. The Requesting party shall provide tile results ot the itwestigation{s) and the documents and information colJecteq t1ersin to the Providing Agency wi1hin fifteen {15} business days. 

The Pr0V1dlng Agency reserves the right to impose liquidated damages upon the Requesting Party. 
Failure by tha Requestlng Party to meet the established requirements of ihis MOU may result in the Providing Agency finding the Requesting Party to be out Qf complianc~. and, air remedies provided in this MOU and under ll:rw1 shall .become availab!B 1o the Provldln9 Agency 
A. Generaf Liquidated Carnages 

In the c.asB of a breech or mis~ of data due in nDn-compliance V't'ith DPPA, Sections 119.0712{2) and 501.171; Florida StattJtes, or any other state Jaws designed to protect e driYar's privacy aoo rno1or vehicle information, the Providing Agency may impose upo.n the Requesting Party liquldatsd damages of up to $25.00 per record, 

Irr 1mposing fiquid~te(l damages, H1e Providing Agency wlll consider various circumstances including, but nal limiied to: 

The Requesting Party's his1ory with compfying with OPP-A, Sectlom, 119.0712(.2) and 501.171. Florida Statu•es. or any other state law-s des'.~ned to protect a driver's privacy; 
2. Whether the Requesting Party self-reported violations of t!iis MOU to the Providing Agency prior to discovery by the Providing Agency; 

3. Wh~ther the Requesling Pany vJolated this MOU over M extended period of rime; 
4, Whetner the Requesting Party's violation ot thi& MOU direclly or indirectly resuttsd in injury, and the nature and extent of the injury; 

5. The number of records lnvolvetl ot impa(!ted by the violation or -this MOU; 
6. Wheth&r, at the time of the violailon. the Requesting F¾:lrty had controfs and procedures thai were fmplemented and reasonab{y designed to prevent or detect viofa1ions of this MOU; and, 
7 Whelher the Requesting Party votunta,iJy made restitution or otherwise remedied -or mltigated the harm ca1.JSed by the vio1ation ofihis MOU. 

B. Corrective Actlon Plan (CAP) 

i. tf 1he Providing Agency detem,{nas 1trat the Re-questing Party is out of compliance with any ot 1he provisions of this MOU and r€qulres the Requesting Party io submtt e CAP, the Providing Agency may require th& Requesting Party to submit a Corrective AcUon Plan (CAP) within a specified timefrnme. The CAP shall provide an opportunity for 'the Requesting Party to resolve de:fidencies without the Providing Agency invoking more serious remedies, up 1o and 1nch1dlng MOU termination. 

2. Jn the event ihe Providing Agency identifies .a vrolatfon of this MOU, or other non~compfiance wi1h this MOU, the Pmvidrng Agency sha!J notify the Requesting Party of the oocurrencs in writing Too Providing Agency Bhall provide the Requestir1g Party with a timeframe for ccrrectfons 
Data Exchange MOLJ {Rev. 05/2017) 
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X. 

to be made. 

3. The R-equesnng Party shl:\III respond by providing a CAP io the Providing Agency within ihe 1lmetrame specified by the Providing Agency. 

4. Tha Ri:>questing Party sha~ implement the CAP only .efter the Prcvldtng Agency1s approval. 
5. The Providing Agency may require changes or a compJete rewrite of the CAP and provide a specific deadline. 

5. Jf the Requesting Party does not meet~ standards estabJl.shed in the CAP Within the agreed upon timeframe, the Rttque-.sting Party shall be i~ Violation of the provisions of this MOU and shatl be subject to liqujdatep damages and other- remedies including termination of the MOU. 
Except where otherwise specified, nquida1ed damages of $.25.00 per day may be imposed on the Requesting Party for each calendar dsy that the .approved CAP is noi impismented to the satisf.actioo of the Providing Agency. 

This MOU shai! fake effect upon the date of last signature by th& Parties and shall remain {'1 effect for three i3) years from this date unless terminated or cahceJfed in :acoordance wlth Section X, Termlnalion and Suspension. Once executed, lhis MOU supersedes all previous agreements between the parties regar<ilng the s-eme subject matter. 

This MOU incorporates all negotlafions, interpretations, and understandings be1ween the Partjes regarding Hre same subjl'tct matter, and serves as the full and final expression of their agreement This MOU may be amended by written agreement executed by and betv.teen both Parties. Any change, alteration, deletion, or ad-dltlon to fae terms set forth fn this MOtJ, Jrlctl.ldfng to any of its attachments, must b13 by written agreement executed by the Parties Inn~ same manner as this MOU was inlti;;illy executed. If there are ,any conmcts in the amendmanb; to this MOU; the l~st-execuied amendmeflt shai pr~valf. AH provisions not r.n conflict with the am&ndmenf(s) .shall remain in effect and are to be performed as specified in !hls MOU. 

A This MOU may be unllateraTJy termlrrated for cause by -either party upon fin.ding that the tarMs ~nd concmions contained herein have been breached by the other piu:ty. Written notice of termlnatton shall be provided to the breaching party: however, prior~wri1ien no1ice is not required and notice may oo provided upon. oessa1Jon of work under the agreement by the non-breac11I~ periy. 

EL !n additi:on, this MOLi is subject to unilataral suspenston or termln:a1ion by the Providing Agency wl1hout notice to the Requesting Party for fafJure of the Requestit'lg Party to comply wfth any of the requirements of thi~ MOU, or with .any applrcable state or federal raws, rules, or regulations, induding, but not lfmitea lo, DPPA, Sections 119.0712(2) and 501.171, Frorida Statutes, or any laws designed to protect driver privacy. 

C. This MOU may also oe canceHecl by either party, without penalty, upon thirty (30) business days advanced written notice to the 0H1et party, All obligations of eilht;r party under the MOU wilt remain fn ful.l force and effect during the tr1Jrty {30} business day notice period. Date Exchange MOU {Rev. 05/W17) 
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D. This MOU may be termJna1ed by tht": Providing Agency if the Requesting Party, or any of its majorlty owners, officers or control persons are found by a court of competent jurisdiction to have vtolated any prov1sion of any state or federal law govemfng the privacy and tlisdosure of personal information. This MOU may be terminated in the -event any agreement/contract between the Requesting Party and any other stata/itate agency ls terminated due Io non~compliance with OPPA or data breaches. or any stale Jaws designed to protect driver priva<:y. The Requestlrig Party wW have 10 days from any actlon described above to provids mitigating 1.nformation to the Providing Agency. lf submitted timely, the Providing Agency wfU take the mitigation into account when determining whether termination of the MOU is warran1ect 

Any notices required to be provided Linder this MOU shall be sent via Certitled U.S. Mall and emall to the following individuals: 

For lhe Providing Agency: 

Chief, Bureau of Records 
2900 Apalachee Pa.rkway 
TaHahassee, Florida 32399 
Tel: (850) 617-2702 
Fax: (850) 617-5168 
E-mail; DataUstingUoit®.fi!)smv.gov 

For the Requesting Party: 

Requesting Psrty Point-of-Contact listed on the signature page. 

XU. Additional D.titabase Acc~~s/.Subset;uent MOU's 

The Parties understand arid' acknowledge that this N'!OU entitres the Requesting Perty to specific infonnatton included within the scope of this MOU. Should the Requesting Party Wish to obtain access to other personal information not provided hereunder, the Reqll6'sting Party w111 be required to execme e subsequent MOU with the Providihg Ag.ency specific to tlie additionaf information requested. Afl MOU's granti119 acooss to personar inforrt,ation will contain the same dauses as are contained here.in regarding .audits, report submlss1on, and the submission of Certification statements, 

The Prov¼ding Ag.ency f6 mindful of the costs tha1 would be incurred tt the Requesiing Party was required to undergo muftlple audits aritl to submrt separate ce.rtlflcailon.s, audlts, and reports for e~ch executed MOU. AccordlngJy, should the Reque5ting Party execute any subsequent MOU's with too Providfng Agency for access to personal information while the instant MOU remains in effect, the RequesUng Pa1:y may submit a Mitteri request subJect to Providing Agency approval, to submit one of each of 1he following covering all executed MOU's; Certification: Audlt; and/er to have conducted one comprehensive audit address.ing internal controls for all i;?Xecuted MOU's. The Providing Agency sha:lf have the sole discretion to approve or deny such requesi ln whole or in pari or to subsequently rescind an approved request based upon the Reqvesting Party's compliance with this MOU and/or any negative audit findings. 

Data Exchange MOU (Rev. 0512017) 
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The Requesting Party agrees ta comply with the following requirernerits of Florida's public records laws: 
1. Keep and maintain publk~ records required by the Providing AgenC)' to perfr:irm the service, 
2. Upon rer:iuest from the Provkling Agency's custodian of public records, provide the Providing Agency with a copy of the requested records or atlow the r-eoords to be inspec1ed or copied within a reasonable tlrne at a co.st that does no{ exceed the cost provided in Chapter 119, Florida Statutes, or as o1herwise pro-vided by law. 

3. Ensure that public records thai aro exempt or confidsniial and exempt from pubJlc records drsclosuro requirements ate not disclosed excep1 as authoriz~ by law for the duration of the contract term and following oornple1ion of 1he contract if the Requesting Party does not irartsfer the records to the Providing Agency, 

4. Upon term,natfon or expiration of the MOU, 1he Requesting Party agrees they shall cease disclosure or dlstrib1.rtion or all data provided oy the Providing Agency. In addition, the Requesting Patty agrees jt,at all data proviood by the Providing Agency remains subject to the provisions can1alned in DPPA and Sections 119.0712 and 501 .171, Florida Statutes. 

IF THE REQUESTO\rG PARTY HAS QUESTIONS REGARDlNG THE AP?UCATlON OF CHAPTER 1191 FLORIDA STATUTES, TO THE REQUESTING PARTY'S DUTY TO PROV.JOE PUBLIC RECOROS RELATING TO THJS CONTRACT, CONTACT THE CUSTODtAN OF PVBLIC RECORDS AT {S50) 617-3101, QQCFHing@fthsmv.,goi', OFF!Ce OF GENERAL COUNSEL, 2900 APALACHEE PARKWAY, and STE. M32, TALLAHASSEE, Fl 32399-0504, 

REMAINDER OF TH{S PAGE UffENTJONAU. Y LEFT BLANK 

Data Exchange MOU {Rev. 05/2017) 
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JN WITNESS fiEREOf, the P~rt,e5 hereto, have execute-cl this MOL/ by lh£<k dvly :authorized ofi'iclals ori the clate(sl in~lcated oelow. 

REQUt5TiNG PARTY: 

P'Au,~ Rt?P(i-/ eotrJVr1 8<>ec. 
Rcq1Je1tmg P'~rty N;me 

tw &IJ:CJZ(.t\:Y~A{..!!'f 
~rlf>et Adcir~s.s 

.#'~~' 
Stlltt 

[,v£S>'f fAi'~1 ]'~{i./ ¼- ~ N & I;, 
Oty St11te i'.lp Code 

Approved as to retros 
and Conditions~ 
Rjs'k ~ement 

/1/ --
/~ 

~pt,rtt~'fit-Director. 

BUSJNES.5 POINT-Of-CONTACT, 

Jean A, Heald 
Printed/Typed Name 

jheald 1@pbcgov.org 
offkiaJ Rsquest1ng Party F.m..il\AddreS!' 

5612335432 561233-5420 
.... , ~'-----· ....... ~ 

PhoM Ntirnber fax N\.lmbet 

PROVIOWG AGENCY~ 

Florida l),ep;;(trrn':!m of Hlghw.:iy .Safety 
ondM9tp.r...WM;:k3.-... ·····-­
Pro11iitfnti Agericv N1m1Q 

290Cj ti12Ff!?clret'l Parkwziy 
51ree~ Addre55 

Sulte 

~hatsne rlqrrd:11 ~23,99 __ 
City Sttne Zip Corie 

Oat.:1 Exchange MOU (Rev. 05/2017) 

SM--JSS-;JMG, 
l>hone Number 

TECHl'<JtCAl. .POlNT-0,IL<:ONTACT, 

Yunus Kazi - .-... ..... -
Pr1med1Typt::r:l M.ame 

yka~i<~p bcg~w. ~~~ 
Dffic:iaJ Requir.sttl"ls Party Smail Aotlrc.;s. 

5613553409 561242'7534 ____ . __ ., ____ ./ __ . __ , . 
Phor.e Number ~a,i..~umbt-r 

t~f--------
?E~~ff9r~~zed Oifkl;;I 

Lisa M. Bassett 
f>rin{ed/1VP£~ N.irni! 
chief Administrative officer 

11\le 

3/5/2018 
Date 

lisabassett@flhsmv.gov 

850-617-3407 
Phl'nc Nurnbcr 

Page 13 of 13 
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f.'LORl o,.., J)EPART;\:IBNTOF HTGH\V.AY SAF:ETY AND )'JOTOR VEHICLES ffr-tJUt'St For E;,:i,i.m[lt J¾·ri-orrnJ Jnfonm,tfon Jn A Motor Vehk1i//Drin:t UL~-c11~ R1rr11t-d 
·nu:: Drhcr':i f", n•acy Pro(.P-tOo-n Act. 1 ~ Vtiite<l Sm1cs Code s.::ctimE 272 W'DPPA'') mltke~ per;;on.lll ii1fr,nrHttil)neo-mnin-~,1 111 11.)()tor vt:'!ridc or driver Jfo-~1 ;;c Jccords tonfidrntir:l arn:l c.,;c:mr,t trom direJ01,urn. P-~1~011.iJ lnforroa,,on iti }l morc,r \''d,idt: or driver 1icen.,;~ rtcord include", but i:1 not Uu11tcd tri, an indMdun)' s s-oc;a! &e-mrir-.1 numb~r adver lk-~1~0 or i4~1tillc1:1r-i«1 t,umb.:.r, uame, atidre.ss and, mcclic-31 or dli;11biliej il1fom1t1tk,n_ 1'Um'.lti11l it1fcwm~tfott dDinr r101 incJudc l1tlormaticn re:t;:rtc,j to Jrr.inc. 1fofatioos 1.md d!wcr si:mui;.P\!t'S-ct1ztl ittthrmaticm frorn clms~ rccc,nls mttv onJv be re-}~!trd to fodh•kl'ualn CY ixgmtizt!ti-ons mat quaJ{~; under one of c/ie cxttn('ltfot1i: jHuvidctl in DP.f' A, ~v!1ief1 ur-e- ·Hg-rna oo th~ bad, of this fonn. 

In Heu of crnnplctk.g rhl~ f\)l'nf_ a i"<:'.'quc-.s:I 1cr fofom)ariru1mu1/ be n'.l&'le in lct.ter form (oii <:Oll\'il!11y/agc1~cy letrerhood, if ;JJlflri.:,prn«-eJ s;t1ufog the (ypc of iufotal.llti® D<.!'i11g roqut$1cd, r.hc D?PA e11:ernr.rlon(s) under which tl1c tcqucAt fa being m1Hi1::,, ~ d~t.alkd ocwt.iJ>tkin of th~ [10w ,he itlfoml2.tiOll wiJ1 be n!l~.d, 11n-d 3 .sr,rni·mcnt that tlic int-0rmation w 1H not bl'? u,~cd C!'r rcdisot.o?>~<1 cx«pf as J'M'1WJ-tltd in DY'PA lf th~ ittfurmsmou fa provjdc<l oi, 1 t.i~rlwad it lllU:->t indti<lc n !iU!t:cmtn.r that the !~ta;·1ntiifon pro 1.i dcil iii truo st1d-corre:ct, )'.?Sgt,cd by the autb~ri:i:ect oftfoiu1 1u1dc-.· pern1Jry of perjury, K.ud notarized. 

J am R r~prt!$i!lltach;;.> af ail crg:i112zru.io111-equ~stii1g persp:nal inlbmMdo:1 tbr :me or mor~ r~cc,~·d~J,t~ de~cribc:d bdo1\' .. 1 dccl.m" chat my Df8-l!.nl:,rn.t1d1 ls qualified m cl,fain pcmmmJ itiJonnit<iL~t\ uruJl"r t"Xcmption niunbcrt~) 
~1-·----··---------~-~' a~ :1is-ctltl r)u pll:gt 3 Dfthii:; form. 

J undc:rstaarl rhflt l i;h:tll Mt ul>(' c,r 1~i:fi~Jr.,)ic: thfa p:·r~owll faforrm.tl.fo1t Nc:epl ti.!; provided ir~ Dl'PA u.m:! t!iac any u~ °' tl"disdost.trt- in 1·1olto:i0tt ot'the:1,e ~r.:nui:cs may subjei:-t mi:: m etitnimll iiattrnti~11.~am1 £-hiJ HttbiJ;iy. 

rDPPA -- i Description of How Requesting Party 
Quafifies for Exemption: 

i Descr[ption of how Data wifl be used: 
i ) .ExempOon 

Claimed 

l 

Page 1 of3 
(01/2017) 

As a Government Agency carrying out its 
functions 

I For determining eligibility of driver 
'i license of current and pros.pectfve new 

hires operating government vehides. 
Status checks will be provided through 
progrilm 05S600, Batch/FTP process. 

ATTACHMENT 1 
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01,l.:inin)-; p,·rsPt:,d 11d~)rm::tma t1ndn folsc r'rt·:ensL',; i~ :i ,r::ci: .rnd 1·1:1\t·1 ·,.l ll i111c:. l.' 11Lh:r J)<.'t,,1i:1l:~ oi p::1 Ju1y, I 1lt:d:u ~ 
,i,ut r t\,1\L' l'L'itd tht.· fr1cl',~\ lJ!l?-1 RL'l:Ht:-., F, Ii F :--t.::nv,ll [\_·; '.iPi',;!1 l'.:lt)(l!\:![1t1it i:l A \ lt>[p(' \'d:i l'lc D: m.:1 Lll:t.'(ISt: Rt:l:tln! :rnd 

;;;{::' r~,~:~~·:~V;:' -Mayor 

Sig1mrnrc- nf .-\mhori71.:'.d Offic13l? Tirk 

Melj.s sa _ Ms Kc::.i:..c.nc.c.lc.-.a .... y ___ _ Palm Beach Coun!,Y_ __ _ 
Primed i\nrnJ.: :\rnrn:.· t>f Agc-i11.::y/l:n1ity 

S f'.:\Tl~ OJ, __!lortda ___ , ___ _ 
COL•i~TY Oi· __ Palm _Beach 

$\mm rn {or affrnncd) a1hl suh~crihcd hcfol\.: Ille 1hi.~ _l 1<+v ikiy nf_::....·t .. t'._ 0 ,\.:- _ 

-'<'~bss.s.__l"'l~~---------· J 

P~r~onnlty Knmvn / OR P1Tt<1Hc<::d lde11rifit:ati,1n ------·-· 
l'ypc.0f idt:ntific,1trnri Pmdi'.1cc-d _________ _ 

Page 2 of J 
(0 l/2017) 

- {}iLl~-- \\'\ . -~-.kw.Jc~_J.. 
1\'()T.,\l~·¥' Pl.:Bi.lC (;:;ign name) 

My Corn rnissi or: Expires: :-S .,, ... ..,, \ ;~ ? z. 't.i) 

APPROVED AS TO FORM 

_ A. ~O ~EGAL /~UF~ I Cl EN. ~jy 
_jj,-JJ_L 1 .l i JL/,. / 
~"'-'--"'- ,__,..-_,, '-"J/"'(,' ) 

County Attorn~y, 

ATTACHMENT 1 
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DocuS1gn nve ope • . 

Por.rnant 10 i;•JcJfnn l !'J.H? J1(Z°J. F, ::;., pt:JS()mtl inforim.;(h•1, in rn01rn \trtide ~1tci dri ,·er Jh:.'1:n,-~ ,i:r=nrd:;: c~n bL1 ri!k1:1sc-<l :fnr- 1lw followioi 
purpc.~l~. 11~ o.itlin~d -in If: l tnik,j SJ.al~.-: Cotk. .st.'i.·ti<~n 2711, 
Pcr~iolll hi formation rdl:rn:d w i;n :rnl>sectiw1 \,I) .shall he dii.dn~d for U..'il: in cDllJlCctkw wi1h mutters pft1a1hH vcl1)cJc or driYcr .safo(.Y 
,llld lhdt- mnlor whk:k emi$/w1,. mnl.r>r \ 1:ltidc 11rn.Jw:1 11Hi:r.:{tit11w. ri::rnJ\!;, m 1Jd\iHnric~. p.:rHmmmt.'I..' nll1ni~)r)ng oJ rt'.lOtnr n:hiclcs a-nd 
d~1tfor:; n, m(tl<n \thick munufo..-111,cr:;. anJ r..:nwnif nr j)(IJ"j-(l\\1lcr rcc·ord~ frmll ihc ongi11ul 1mncr r~c~1r<l;,: pf nW·tDr rchicfc 
11iill1uft1<:lurcr,; 1!.i carry mil iln! purpose~ nf 1itlc;:; I ~rid IV M1hc /\:nlr Car Thdi Ac1 M 1992. 1h12 Awoiimbik lnthrma1jun Di!iciltm1rv ,\ct 
(15 l: .. ~.(' !1)J e1 seq.J. th~ Clc:in Air Acl (42 tl.S <:. 7-1-Pt Cl JSL.'tj,). und d1a~t:T~ .'.mL ~05, mtd 32 !-'.H! urli(lc .t\l .. ;md. suh_jact lO 
~ub.<it.'Ct11m (a)(2 •. ,nuy he disdps-t:tJ .t..'> thllow~. 

L Fo1 u.st: b_y rrn:, g()t•~mrncm uguni:;y. indudin.g m1:, WJJr1 or l,m cllj\.,ri.:cmcm .. ,g1..'1wy, in t·arr:,mg nut ir;;: tim~·!ion1;, i;r ~ny pri, ate pcn.()rJ 
1:r cnri1y ~1'..'Ilntc! {llJ bch;:.lf ()I'll h!cli:rnL Slate. M kiti.ll a.gene} in cmryin1,t r:,1.11 hs function~. 
2, Fm- 1.tsi.: Ji, i,-,_mm .. •1:1ion ·wiih r)i.~cur.:- ur nmtnr t~hich: or uril·JJ, $1tld:, urn.l lhcli; HJl)l()f I eJi i1:I~ .;mi;-sk1m1; l!W1lH ~chklc rrounci 
a!f.t!n1ti1m .. -i. n:1.:llf!S. or ;1dt i~nrii:s: pcrfonn,mte 111c1uit(~l11g nf mot~ir \1:hkh.i:.. mntt•i rcl1itlc p<111!! ;ind di.:ak!r3; !rn)l(;r vehicle- m.irk1.:1 
ri:li~arc-h ,)Cti\•[1i1:,:. indmHng &1lf\."C} rc;;c-an.:h: 1u11.l r..:m<•~itl nTnmi-uwn<.•r r~\1f<l~ from the (>tigirrn) tiwncr ?t.!~'t>rcl~ of JlJOlN vi::hidl' 
11lHTJllfaC111r(:r:,. 

~. Fm uSc in tl>t normal ci., llJ;:C: Gf .bm:irn .. ,11.-: h: n lctiiimu1c ~ush:icss 1Jr its agcMs. cn1pin,y1:cs, or c:omn11:1-nrs .. l1u1 0111y • 
(n) 1<} htrii)' t)ie m:cur.1q· \1 r per5tmal ir,fimnaH\m submitkd b) the indM<lu~l ln t11e hnsincss 11r il":: _._gimt~, ~mJ1h1y~c-.'I. or tontru~1ors·. arnJ 
{h) if such iiiformati,1n Its ~1 S\J~rniiwd is nm corrct:l tr h: 11<1 It.mp.er cnrr~-.1. Jo ubtuin the correct info.rmolil)n, h-ut ouly for l.lil! 1,urrro~H>f' 
prcwn1in_g fraud by. pur:;i•iUF!, k:,P.al r~roL-dics a_gaim,L w l"C('<W~r'ing un i; deb, Ctr ~t·urii) intcr.:s11l!J.<ltllSt, 1ht: it"ldivjduuL 4. For ttSI! in ~111n~clio11 '•• itl1111)) ch ii, diniinal. :id:nini$Lr1ltin; .. or 1<rhilrnl pH)CCc<.fing in .in.} h.:<lcrnL ::;1,11,~, or loc:il cmm nr ngmwynr 
he for<.' m,.1 :;di:.l<!gufot<:)lf l:•oG). indutfinu 11,.: sc:rrk~ nfpr(ICI.:.)<.,. im c:~lig,ttinn i1l antitipu1km of li1igatiffrL und the l:'.Xt~uliun -0r 
l!ofor,•crm:rnt ofj11Jttwt;rtb µncl nrJcr.:s. (>f pt1r$'l1Unt It) an ii,dei• nf;1 F,u.krul, ~lute. ,~r /i.x:ut ctt~rl. 
5. 1:or us.: ill rcscurd1 :1c1J\·f1it1~. timt lt1r 11si.:: ir1 rloJu\:in~ stmi:;ti~·al n:p:,.•n~. -~'> long ns 1/w pt.:rsnna) i11Jhrmil1iol\ i~ l'.ll1l puHi~hcJ. 
r~db;do~ed. M ust.:d 11.1 ~,onWCl i:ndi•:i<lu.ik 

o. Fur u:;c by Ml} im;urc:r <ir it1!1Hr:.lll<:<: 1uppo1r11i1r.:1r,i;.:;..:1)0n .. (lT h} a .:;cl!~insurctl c111it;. M it;:; ugtnt1. ~npl;i::,•cc,:. 11r \'t,nlrm."l<lr.'i. in 
ctmncction wllb ciairus itm::~d-1!.{ttitm ,.c11\WC!~. :u11i!hmd ..ir.,1idth•s, rutiliu i1r oricl<.:rwrrting. 

9. for use b) nn ,1lll}}loycr t1r i:s ugcnt nr ill?>urei \ti ,~btain or \·1!ri1~· inJhmiali<•n rdn1ing 1<1 ;1 nnhlcn)f;i 1-:mrml!.·rt:ia( Jri,w's JiL'1.'ll:-.C tlwt Ls 
rcl{oiJl!d under 1.:b.tpk•r 3 J 3 1)f 1itk ,t9. 

i 1. fut any nth..:-r use• jn n:::p,<11,~ to n~l}rH.~t:; .for ind.h iJunl OH}tt~, ,-:hir[1.: rt"-..'Orus ff t!ic St:tlc trn1s ul1!,titlt:,l the t-'!.pN:.:i.' l!t1T1Scnl ui' the 
r,.T~w1 to \\h1,m such pi.!rSl"lllul in!hrm.:i1iDn ~nuiu::.. 
12. FPr b'J!k dislrih..Hinn for !:iurYe) i-. m,irhtiinJ;. or :;-ofa· i1aci~,ni, jf llw S ltl!<.: Jrn~ t,hlilllll.:u Ow t:i.prc~·s ti:•11~en1 ofrhu pi.!rs(m Ill ~,·hom :;uth 
pr:n;1ma! inftmrmlinn ,~11nins. 

l J Fur usL' by nil; n,'"411~!>1Cr. i{' «h~ tl!L)U,'$l~r Ji.:111,:m~,rall~)' i1 t.~~ <•~tiJim:d the \1rim.:1i cttHsl·: 1( ,)r· the- indh·idu,d 1n whom the jnformaLkin 
ptn.1ins. 

J,t, I'~~ tm} otlJ~r u~ !ipi:-1.)iJ'.ii.:.ill) ;iuttu,ri.1.ci.l un•.kr 11ic hm ni'ih,r ':it:11c Lh.H .h,,ltj.,, 1h1.: n:,·nrd, if .qrcb 11~1• i~ r~h.HL'.£.i t,i the oper.lt1PP of n 
mowr \'thidc \Ir puhli~• ~11Hy. 

Pag.e J. of 1 
{iJl/2017) 
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Pl:\IA AC~~~_S 

8IT l:\.c......cC_H_M_E_l\iI !!:lo_b~ ~rJtj. Pr.q_c,_~~~es ~~-!'-~-"c ___ !t __ ect 

IP A!Jdress {es)_; 

151.132.206.26 
151.132.206.250 
151.132.106.25 
151.132.106.250 
151.132,200.6 

ATTACHMENT 1 
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Te-try L. Rh~u 
&tecutive Directol' 

A SAFER 

2900 Apelaclie-a Paxkway 
'1'a.ll~e, Florida 32'399-0500 
www.flhs:mv.gov Atbml Putnaun 

Com.m.u.'li~ o( J¼f&ulttll'C 

L 

-~---------------
D-.1ta A~cess T~chnkal Specifications Qu!!tionnaJn 

Agency: ?aim ~es~ Co!.m~-~r~ of Cou~rr. _commrssiorni~ 

At:J:%¥ Mgthpd w C9ndtt1on, The Requasting Party shalf attest to their respattJve statutory elig1bifity bv completing 
the Florida Department of Hi€hway Safety and Motor Vehlc!es ReqL1est for Exempt P'emm.JI information ln ii Driver 
License/Motor Vehlr.:le Record form. 

II. Ac~f Srletif~. Please- provid<'! a description of the spec;if1.e d.atr;i beil'lg requested,. the statutory .authority/OPPA 
e.:.:emptln"I, and which method of receiving the dati is being requestec:f tr, the space below; 

Description of specific data needed 

I 1. Drivers license eligib11ifycheck 
\ (Batch process) 

2. Drivers license eligibility check 
(Web Access) 

De~crlption of specific use of d<1ta, to lndude st.rtuto.ty 
and/or DPf'.A irnthorityto re.celve tlat.-i. 

i For determinjng the eligibility of drlver , 
1 Hcense of current and prospecUve new hires I 
('operating government vehicles. Status 
1 checks will be provided through the 

1 

DSS60O, Batch/FTP process. , 

I For validating Palm Tran is bus operator and I 
'Paratransit driver licenses via the Public f 

, Access webservice. · 

l 
l;Jplk Act.t:U..J Web ~~rvice: This ~rvrce provides ba$lt driver information and e1igibllity. It -also provides motor vehkle 
information. This service is avalfab~ to prf1r.,te ag~ndes for $0.50 per rec:ord sel!rcn and is at no charge for governmental 
agen-cles. 

Orlyer Jums~ript '-~-~.tl!ill]).: 3 yearJ 7 year and tomple-toe driYff licenS{< tr?nscript5 are avail.able through thfs ~ervice. 
D1fs servtte is avail:ahle to private, city and ~ounty agende5 for .$8.00 for a 3 year tr.anscrlpt arid $10.00 for a 7 year or 
comi:r,ete tran.scrfpt per record. TransJ::riPtS are provided at no charge io law enfo'c:ement <lg(>ricy, feder:al and state 
agenci£s • 

• ,¥¥• ---- - • ----- •• --- .• -•·-------~-~~~~~~-~-u~-~-~~---~~-----~--~~-·-#-•·· ·-~·-~--~~------------------, --~~---~-~----~~-~ -- -••·-N---~••-'<•<,.,• .. _____ ... -- .......... __ -~- •> •-•• ---• - 0 

Service • Integrity • Covrtesy • P.r.:ife.ssforeaJism • lnnovaUon • Ex-c-eJ!ertce 
An Equ!!I} Oppo.rturiity .E',t.,.ployer 
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The reques;tor's software cornmtinfcates with our softw;;re over the lritemet; The APf sp~cffi.catlor, for the dr!ver transcripts and publfc aa:e.s.s web servl1:e ,~n be found wJthln the following UR;.: hrtps;l/betaservice:;.f\h_gny~r.ansctipts/ and URL; https;//bet.,s~rvices..flhsmv.goy(PubljcActess./. Access is by 2 user id .and a pc1ss.word. Th~re is oo web pag.e, as such, for the user . 

. ~fil: The requestor submits a fi)e with multipi~ records th;:,-t they want mete/led through a standard file transfer 
proiocol (SFTP} from tf\efr serll1!::r to one of ours. Our process.es pulls the file, run a progri!m or >erles of progr;;ims, and 
return matdiing r1?i;ords or records meetini established criteria by FTP for the reque&tor t,o pick up. Drfver license 
tr.ansc,lpts, DL status chedt, motor vehlcle recoros, t:iHl be provided in this pr-0cess ..ilso. No-te; the requestlnl!; party must 
transitfon to web services as they become av;,ilabl~ for the sf! processes. 

We have differeHt kinds of Frl1 prncesses to $Utt your various need$. A few are rrst1:d below. 

Dtv'/5485. - Thi!i progrsm Jm:ivkle.s ~ driver trnn~cript. This program reviews each record and returns trznst:r1pts for only 
those driver records Who have had a s,mctkm or a conviction sdi:Jed onto their record within the past l, 3, 5F12 24 or 
36 month {lookbac:k) period. A transcript wllf N07' be returned on those drivers whn d.o not meet th~ above criteria. 
Transcripts requestt-d can b~ ($8,00} 3 fear, {$10.00) i year or ($10.00) complete; $2.00 for record rrnt found and $0.01 for 
a DlJ! not ml?t'lting the criteria. 

_DSS_@J!lfil11 • This does not provid~ .:i drive~ tnmsctlpt out wilt provide pertinent ftiformatJan only on those drivers whose 
$tatus fs ineliglblfl. YolJ wilf receive such informatfon as the type of sancrlo111 reason, and effective date. A response wirl 
noi bl'l gtv:?n on eligible ti rivers. license type is NOT providt?d in the output file. A foe of .SO fc,r e:1d1 inquiry whose status ls 
tnelig1ble and a fee of .01 for all driven whose status is e!igible. This service is free to ;all government ager:ici.€:.. 

D!ROGO • Driver Jicense transcript programs/ Returns tranS{.;ripts oil aH DU; pro\'1ded, no criteria set. Tnis :;ervice js avaflabk: 
to private entltf~s, city, cot.tnty ~nd governmental agencies for $8.0D for a 3 year tr;il'15cript ,md .$10,00 for i:l 7 year at 
complete t,ansc:ript per record. Tnrnscripts are at no charge to U:A, federa, arid state agencies. 

Ql/MV pptabase - We also provkl1= a Df'iver Uterne and Motor Vehicl~ Database for $0.01 per record, wrth week~ or 
month~ vpd.:Jtes. 

Payment PYQCf>~: Automath:: debits to your bank sccaunt wm be made whenever the services are utilized. Prior to setup 
for above 51!,rvl.ces,.., deft:Jlt authari.rntion form sht>uld b.e compieted by fOU and your banking institution and returned to us. 
This will ttllow DHSMV to debit your acr.ourit, Please note that there i..-; no other me:tttod of p.ayment when utilizing the 
above servke,s. for .i charge. 
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Palm Beach Board of County Cornmtssioners 
E'ntlti,i or Ag~ncy Addr.ess: 

301 N Olive Ave 
City, StBte, Zip: 

West Palm Beach, FL 33401 

Tltfe 

Mayor 

E-Matr Addres!I 

MMcKinJay@pbcgov .. org 

561 ~355-2206 

Wt:b Applitation Acces$ 
Cortt,i.d informatbn of the per-sori and serves as liarson for OOSMV 

Pri~tec:1/type-d Name 

Yunus Kazi 

ykazf@pbcgov.org 

Phone Numb-l>r 

561-335-3409 

APPROVED AS TO FORM 
AND LEGI\L su_ FFf·'\ENCY , 

t r . . { 
- •. )

1

_ . - '". { f h .,._-I,,,. .... _~i ; ~~~· "~ · CDur.ty Mtorne.y , J 

lf you are nol a govemmentGJI ag,ency, please include the comp,,iny's articies {lf incorporation or certm.c~e With the Florida Division of Corporations along with FElN number 

FflNNum~r 
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Terry L. llluxteB 
Execnuw Director 

2$00 .Apalach~ Parkwa:y 
'rallahas:sae, Florida 323€l0-O50O 
WWW',flhsmv.gov 

A SAFl:R 

Data r'\cccss Applicaliou 

Adam.Put~ 
Oo~io.MJ"ol.Ay,-il:'111!~ 

Prior 10 cx<:cuting the Memorandum of Undarst.anding (MOU) for Driver License and/or Motor V chicle Data Exchange, the Requesting Party ts required to complete this applic.ation. Please us.c ndditkmaJ pages m, necessary. 
I. in the last ten (10) years, has a:ny agreement/contract between the Requesting Party and any other Sta1ciState Agency been tcnmnatcd due lo non-co~ce with DPPA, data breaches, or any state Jaws re.fating to the prote<,iion of driver privacy? YcsON-0_~ llfyos, please explain and supply certified copies of the pertinent documents: 

2. ln th~ last ten (10) ycars1 has any SwtciSt<1te Agency declined to e~~r into an agrccmcnt/contr..ict v,,'ith the Requesting Party 10 provfdc Dl'PA protected data? Yc.sO NoJZ]Jfycs, ple~se explain: , 

3. Is there any pending litigation against the Rcqucstj6g Party alleging violations of DPPA er any state law relating to the protection of driver prh:acy'? Y csO No0If yes, please explain and provide. a cx::rtificd copy of the pertinent cuutt docmnents: 

4, In the last ten ( 10) years, has there bcc:n imy in 'lance where the Rc.qccsting Party has boon found guilty or liable by a court of compercnt Jurisdiction for nus of data under DPPA or under any sta,tc Jaw rcJating io the protection of dfr.,•cr privacy? YeU N<: Jf yes, please ~:q,lain and provide certified copies of the pertinent documents: 

(0l/2O17) 

• S~:vice • lMegl'ity • Co11rtc:sy • Pi·olessionaiism • Jn11ov.ai~on ~ ExceJJence 
An ~al Opporrnnity Employer 
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.Page 2 of3 

5. ln the last ten (J 0) years, has there ~en any instance where an owner1 officer, or control person I of the Requesting Party who ownl!d a majority jntcrcst in, or acted as a control person of. an cntiiy tbat was found guilty or liable 'by a court of <1ompctcnt~diqiD.I('for mL5usc of daia under DPPA or under any state law refa.ting to the. protection of driver privacy?' YesLJN-0.LiJJf yes, please explain and provide l-"Crtificd copies of the pe.rtincni documents: 

6. rn t~t t~O) years; has rhcrc been any brcacll of sc;curity il.'l dcfmcd by .Section 501.171, florida Statutes'? YcsLJNOU!'.J If yes, provide dcfa.iJs .of each breach and discuss all safeguards 1mple-mcnted as a result ofthc brcac:h of security: 

7, How you will en.sure that aJJ personnel with acoc~s to the infomla1ioa exchanged under the terms· of tbc MOU arc fostrncted of, and acknowledge !heir understanding of, the confidcmt1al nature of the infonnation'? 
£ Mf>hyees w/2cJ !?Md£ ti71?fr/e11I-/ a/ c/a./4.., aa /'~wre✓-· 
fo C£J~/e/4_ £1-/2:cs {t')11j1l/a.1JCe- ?Z/1d ll.£&4 -/ra/;;/y., 

8, Ple..asc ~vide the URL to your company nr agency's w~bsitc that will be used to provide access to the data being requested'. J) 15cov e, r; Pbc3ost cO ~-------

In .addition~ the follo·wing documents are required: 

., A copy of your business license. 
• A copy of your State of Florida corporation licensure or ccrr.itfoatiM. 
• If providing .i;;cniccs on bclia1f of a govc-rnmcnt entity, provide the supporting documentation 10 show or prove you arc c.ntitJcd to the DPPA ex.emption chiim«J. For example, a lcncr fr.om each Dntity confinnlng the lyp.c of scrv1cc being provided and/or an agreement with an entity authorizing you t-o conduct st.:rviccs. 

Page 3 of J 

: Control Person, for these purposes, means the power, <lir4'iet!y or indirectly .. to dirt!CC ihe: management or policies of 2. comp.any, whether through thr.- ownership of securj(ies, by 1::ontriicl, or othcrwl.~c:. Any perso11 that (i) is a director, general panm:r, or of!lcer cxe-rdsing exi:c:utive responsibility (or hnYillg similar sratus or functronst (ii) directly or indirectly bas the right {1' vo~ 25% or more cf~ chiss (\fa voting secur-ity <:>r .has tbt power to sc:::I or direc1 the sale of25% or more of a class of voting securities; or (iii} in the cas-e ofa partnership, has the righl to receive upon dissolution, Dr has contributed, 25% .or more of the capital, is presumed to coam:-oJ thnt comp.any, 
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Under penalty of perjury, I affirm that the information prnvided in this docurnc.nt js true and correct. 

nLJu.;~:_ JlL\lu~ -,-. 
Signature of Authorized OfficlH}-.1 

Melissa McKinlay 
Printedffypcd Na.me 

Ma.yor 
, .. .----·-

TW.c 

-:s'-¼~ ¼I. ~J;-:'.) _b__l_Q_tt_ __ . 
Date 

Palm Be~ch County 
NAME OF AGENCY /ENTITY 

STATEOF __ _f).orida _ 
COUNTY OF Palm _ Bea_ch 

Sworn to (or affinned) and subscribed bcfor~ .me this \7'-h- day of ~i.i!..:.:nr ~. 
ft~A- __ J:.i_g_~~~--- ) 
Pcmmna!ly Known ✓ OR Proaucoo ldcntdrcat1on _· _, ....... 
Type of .. ,kl¢nti.fiGatfon Produced·-----~---

,20_ut,by 

( d~h . ..LL-~,\; 1 "G 4J\ l-­
NQT ARWPUBLlC [print name) 

{~~~;\,-_). . ]v);_ ·--~~~­
Nvf ARY PUBLIC (sign name) 
My Commiss.ron E;;;;pircs: .l:S.,-0 ~ 1 .r\ ]t.J l c) 
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Teny L, Rhodes 
.Th"ecutive Director 

2000 Apa1e.chee l?.a.rk\vay 
Tallahassee, Florida 3.&atw-0600 
www.ID:um1v.gov 

A SAFER 

-•••=•••~ c• • • •~-•••" -,. ___ s~•-•· ,_ ---------~~~-----------HfGHWAY SAFETV;-ANO MOTOR VE Hroi.cs 

CERTIFICA TlON STATEMENT 

Pa.mlicn.d.i 
A1Iau1ey~llold.t! 

A.dam Pu±na:m C?mtnm1io~ cl AgTicUlt>Jiv 

Under penalty of perjury l have read the requirements contained in the Memorandum of Understanding, Florida Administrative Code 74-2, and the Departmem of Higbw~y Safety and Motor Vehicles Vendor IT Security PoHcy and declare that the folJowJng is true: 

The Requesting Party Palll\ Bfl~ Coonty ~.ard 01 County Ctimmi'ssfoners hereby certifies that the Requesting Party has appropriate internal controls in pJace at all times to ensure that the data js protected from unauthorized access, distribution, uset modification, or disclosure. This incfudes: policies/procedures in place for both personnel to follow and data security procedureslpoHdes to protect personal data. The data security procedures/policies 
have been approved by a Risk Management 1T Security Profossionat 
ST A TE OF flonda 
COUNTY OF~a~ 
Swom to ( or affirme4) and subscribed before me this .l_L_ day of~*"-·~.•-··•"' _,. 20 .ll_, by t-'1eL.'\,,,~A- ,""1c.~v~~. _. 

:t 

Personally Knovvn ~-OR PrtH1tl<!ed"Identification _ TyJJt! of Identiffoa.tion Produced~~~"-- ___ _ 

~-· Melissa McKinlay 
Printed Name 

.. Jiayor 
TWe 

Palm Beach County 
NAME OF AGENCY 

.. Q:4 1v\_~~j_ 
NOTARY PtJBUC (sign name) 
My Commission Expires~~~e t ~~ ?o l..C/ 

• •-•~ - .,_ .......... ~• -•~~•-•--v-..--~,,., -•~-,--- - :--•• _ _:..__ •-~ •~,--• --- •••-•- ••••"""'' ..... , '• -~•--••,~~~:.•.,_,,_ __ ---•-•--• __ v_••-~ _,_•,; ___ ,_-•~•••~~-.¥~ ~ Sen·Jce • mtr?g.rlty • CoJ.Ir!esy • .P:rolessions.Hsm • hwo::aliQtr • E:rc~Jlence • An l:;qual Opportunity .Employer 
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MEMORANDUM OF UNDERSTANDING 
FOR DRIVER'S LICENSE AND/OR MOTOR VEHICLE RECORD DATA EXCHANGE 

Contract Number HSMV-___ _ 
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This Memorandum of Understanding (MOU) is made and entered into by and between 
Palm Beach County Board of County Commissioners hereinafter referred to as 
the Requesting Party, and the Florida Department of Highway Safety and Motor Vehicles, hereinafter referred to 
as the Providing Agency, collectively referred to as the Parties. 

I. Purpose 

The Providing Agency is a government entity whose primary duties include issuance of motor vehicle 
and driver licenses, registration and titling of motor vehicles, and enforcement of all laws governing traffic, 
travel, and public safety upon Florida's public highways. 

In carrying out its statutorily mandated duties and responsibilities, the Providing Agency collects and 
maintains personal information that identifies individuals. Based upon the nature of this information, the 
Providing Agency is subject to the disclosure prohibitions contained in 18 U.S.C. §2721, the Driver's Privacy 
Protection Act (hereinafter "DPPA"), Sections 119.0712(2) and 501.171, Florida Statutes, and other statutory 
provisions. 

The Requesting Party is a government or private entity operating under the laws and authority of the 
State of Florida and/or operating under Federal laws, and is requesting personal information and declares that it 
is qualified to obtain personal information under the exception number(s), listed in Attachment I, authorized by 
DPPA. 

This MOU is entered into for the purpose of establishing the conditions and limitations under which 
the Providing Agency agrees to provide electronic access to Driver License and Motor Vehicle information to 
the Requesting Party. The type of data requested and the statutory fees, if applicable, are agreed to by both 
parties as indicated in Attachment II. 

The Requesting Party is receiving a D 9-digit D 4-digit or [jJ No social security number, pursuant to 
Chapter 119, Florida Statutes, or other applicable laws. 

II. Qefinitjons 

For the purposes of this MOU, the below-listed terms shall have the following meanings: 

A Batch/File Transfer Protocol (FTP)/Secure File Transfer Protocol (SFTP) - An electronic transfer of data in 
a secure environment. 

B. Business Point-of-Contact - A person appointed by the Requesting Party to assist the Providing Agency 
with the administration of the MOU. 

C. Consumer Complaint Point-of-Contact - A person appointed by the Requesting Party to assist the 
Providing Agency with complaints from consumers regarding misuse of personal information protected 
under DPPA. 

Data Exchange MOU (Rev. 05/2017) Page 1 of 13 
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D. Control Record - A record containing fictitious information that is included in data made available by the 
Providing Agency and is used to identify inappropriate disclosure or misuse of data. 

E. Crash Insurance Inquiry - Insurance information, such as insurance company name, policy type, policy 
status, insurance creation and expiration date, including insurance policy number, provided to the 
Requesting Party pursuant to Section 324.242(2), Florida Statutes. Such inquiry is to be made on only vehicles involved in a crash. The Vehicle Identification Number (VIN) on which such inquiry is made must 
be involved in the crash for which a crash report number and the date of crash is provided to the Agency. · 

F. Downstream Entity - Any individual, association, organization, or corporate entity who receives driver 
license and/or motor vehicle data from a Third Party End User in accordance with DPPA and Section 
119.0712(2), Florida Statutes. 

G. Driver License Information - Driver license and identification card data collected and maintained by 
the Providing Agency. This data includes personal information as defined in item N, below. 

H. Driver Privacy Protection Act (DPPA) - The Federal Act (see, 18 United States Code § 2721, et seq.) 
that prohibits release and use of personal information except as otherwise specifically permitted within the 
Act. 

I. Government Entity - Any federal, state, county, county officer, or city government, including any court or 
law enforcement agency. 

J. Highly Restricted Personal Information - Includes, but is not limited to, medical or disability information or 
social security number. 

K. Insurance Record - Insurance information, such as insurance company name, policy type, policy status, 
insurance creation and expiration date, but excluding insurance policy number, provided to the 
Requesting Party, pursuant to Section 324.242(2), Florida Statutes. 

L. Motor Vehicle Information - Title and registration data collected and maintained by the Providing Agency 
for vehicles. This information includes personal information as defined in item N, below. 

M. Parties - The Providing Agency and the Requesting Party. 

N. Personal Information -As described in Section 119.0712(2)(b), Florida Statutes and 18 U.S.C. S.2725, 
information found in the motor vehicle or driver record which includes, but is not limited to, the subject's 
driver identification number, name, address, (but not the 5 - digit zip code) and medical or disability 
information. 

0. Private Entity - Any entity that is not a unit of government, including, but not limited to, a corporation, 
partnership, limited liability company, nonprofit organization or other legal entity or a natural person. 

P. Providing Agency - The Department of Highway Safety and Motor Vehicles. The Providing Agency is 
responsible for granting access to driver license and/or motor vehicle data to the Requesting Party. 

Q. Registration Hold - A hold placed on the owner, vehicle or registration, intended to prevent extension or 
renewal of any motor vehicle registration. 

R. Requesting Party - Any entity type that is expressly authorized by Section 119.0712(2), Florida Statutes 
and DPPA to receive personal information and/or highly restricted personal information that requests 
information contained in a driver license or motor vehicle record from the Providing Agency through 
remote electronic access. 

Data Exchange MOU (Rev. 05/2017) Page 2 of 13 
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S. Requesting Party Number - A unique number assigned to the Requesting Party by the Providing Agency that identifies the type of record authorized for release and the associated statutory fees. Misuse of a Requesting Party Number to obtain information is strictly prohibited and shall be grounds for termination in accordance with Section X, Termination and Suspension. 

T. Technical Contact - A person appointed by the Requesting Party to oversee the maintenance/operation of setting up of Web Service and Batch/FTP/SFTP processes. 

U. Third Party End User - Any individual, association, organization, or corporate entity who receives driver license and/or motor vehicle data from the Requesting Party in accordance with DPPA and Section 119.0712(2), Florida Statutes. 

V. Web Service - A service where the Requesting Party writes a call program to communicate with the Web Service of the Providing Agency to receive authorized motor vehicle and driver license data. 

Ill. Legal Aythorjty 

The Providing Agency maintains computer databases containing information pertaining to driver's licenses and motor vehicles pursuant to Chapters 317, 319, 320, 322, 328, and Section 324.242(2), Florida Statutes. The driver license, motor vehicle, and vessel data contained in the Providing Agency's databases is defined as public record pursuant to Chapter 119, Florida Statutes; and as such, is subject to public disclosure unless otherwise exempted by law. 

As the custodian of the state's driver and vehicle records, the Providing Agency is required to provide access to records permitted to be disclosed by law. 

Under this MOU, the Requesting Party will be provided, via remote electronic means, information pertaining to driver licenses and vehicles, including personal information authorized to be released pursuant to Section 119.0712(2), Florida Statutes and DPPA. By executing this MOU, the Requesting Party agrees to maintain the confidential and exempt status of any and all information provided by the Providing Agency pursuant to this MOU and to ensure that any Third Party End Users accessing or utilizing said information shall do so in compliance with Section 119.0712(2), Florida Statutes and DPPA. Highly restricted personal information shall only be released in accordance with DPPA and Florida law. In addition, the Requesting Party agrees that insurance policy information shall only be utilized pursuant to Section 324.242(2), Florida Statutes. 

This MOU is governed by the laws of the State of Florida and jurisdiction of any dispute arising from this MOU shall be in Leon County, Florida. 

1v. statement 0t Work 

A. The Providing Agency agrees to: 

1. Provide the Requesting Party with the technical specifications, and Requesting Party Number if 
applicable, required to access data in accordance with the access method being requested. 

2. Allow the Requesting Party to electronically access data as authorized under this MOU. 

3. Collect all fees for providing the electronically requested data, pursuant to applicable Florida 
Statutes, rules and policies, including Sections 320.05 and 322.20, Florida Statutes. The fee 
shall include all direct and indirect costs of providing remote electronic access, according to Section 119.07(2)(c), Florida Statutes. 

Data Exchange MOU (Rev. 05/2017) 
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4. Collect all fees due for electronic requests through the Automated Clearing House account of the banking institution which has been designated by the Treasurer of the State of Florida for such purposes. 

5. Terminate the access of the Requesting Party for non-payment of required fees. The Providing Agency shall not be responsible for the failure, refusal, or inability of the Requesting Party to make the required payments, or interest on late payments for periods of delay attributable to the action or inaction of the Requesting Party. 

6. Notify the Requesting Party thirty (30) business days prior to changing any fee schedules, when 
it is reasonable and necessary to do so, as determined by the Providing Agency. All fees 
are establis~ed by Florida law. Any changes in fees shall be effective on the effective date of the corresponding law change. The Requesting Party may continue with this MOU as modified or it may terminate the MOU in accordance with Section X., subject to the payment of 
all fees incurred prior to termination. 

7. Perform all obligations to provide access under this MOU contingent upon an annual appropriation by the Legislature. 

8. Provide electronic access to driver license and/or motor vehicle information pursuant to roles and times established other than scheduled maintenance or other uncontrollable disruptions. Scheduled maintenance normally occurs Sunday mornings between the hours of 6:00 A.M. and 10:00 A.M. 

9. Provide a contact person for assistance with the implementation of this MOU. 

B. The Requesting Party agrees to: 

1. Use information only for the expressed purposes as described in Attachment I of this MOU. 

2. Self-report to the Providing Agency all violations of the MOU within five (5) business days of discovery of such violation(s). The report shall include a description, the time period, the number of records impacted, the harm caused, and all steps taken as of the date of the report to remedy or mitigate any injury caused by the violation. 

3. Accept responsibility for interfacing with any and all Third Party End Users. The Providing Agency will not interact directly with any Third Party End Users. Requesting Party shall not give Third Party End Users the name, e-mail address, and/or telephone number of any Providing Agency employee without the express written consent of the Providing Agency. 

4. Establish procedures to ensure that its employees and agents comply with Section V, Safeguarding Information and provide a copy of the procedures to the Providing Agency within ten (10) business days of a request. 

5. Not assign, sub-contract, or otherwise transfer its rights, duties, or obligations under this MOU without the express written consent and approval of the Providing Agency. 

6. Use the information received from the Providing Agency only for the purposes authorized by this MOU. The Requesting Party shall not share or provide any information to another unauthorized entity, agency or person. 

7. Protect and maintain the confidentiality and security of the data received from the Providing Agency in accordance with this MOU and applicable state and federal laws. 

8. Defend, hold harmless and indemnify the Providing Agency and its employees or agents from 
Data Exchange MOU (Rev. 05/2017) Page 4 of 13 
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any and all claims, actions, damages, or losses which may be brought or alleged against its employees or agents for the Requesting Party's negligent, improper, or unauthorized use or dissemination of information provided by the Providing Agency, to the extent allowed by law. 

9. For Federal agencies: The Requesting Party agrees to promptly consider and adjudicate any and all claims that may arise out of this MOU resulting from the actions of the Requesting Party, duly authorized representatives, agents, or contractors of the Requesting Party, and to pay for any damage or injury as may be required by federal law. Such adjudication will be pursued under the Federal Tort Claims Act, 28 U.S.C. § 2671 et seq., the Federal Employees Compensation Act, 5 U.S.C. § 8101 et seq., or such other federal legal authority as may be pertinent. 

10. Update user access/permissions upon reassignment of users within five (5) business days. 

11. Immediately inactivate user access/permissions following separation, or negligent, improper, or unauthorized use or dissemination of any information. 

12. For all records containing Personal Information released to a Third Party End User, maintain records identifying each person or entity that receives the personal information and the permitted purpose for which it will be used for a period of five (5) years. The Requesting Party shall provide these records or otherwise make these records available for inspection within five (5) business days of a request by the Providing Agency. 

13. Pay all costs associated with electronic access of the Providing Agency's driver license and/or motor vehicle information. The Requesting Party shall: 

a. Maintain an account with a banking institution as required by the Providing Agency. 

b. Complete and sign the appropriate document(s) to allow the Providing Agency's designated banking institution to debit the Requesting Party's designated account. 

c. Pay all fees due the Providing Agency by way of the Automated Clearing House account of the Providing Agency's designated banking institution. Collection of transaction fees from eligible and authorized Third Party End Users is the responsibility of the Requesting Party. 

14. Notify the Providing Agency within five (5) business days of any changes to the name, address, telephone number and/or email address of the Requesting Party, its Point-of-Contact for Consumer Complaints, and/or its Technical Contact. The information shall be e-mailed to DataListingUnit@flhsmv.gov. Failure to update this information as required may adversely affect the timely receipt of information from the Providing Agency. 

15. Immediately notify the Providing Agency of any change of FTP/SFTP for the receipt of data under this MOU. Failure to update this information as required may adversely affect the timely receipt of information from the Providing Agency. 

16. Understand that this MOU is subject to any restrictions, limitations or conditions enacted by the Florida Legislature, which may affect any or all terms of this MOU. The Requesting Party understands that they are obligated to comply with all applicable provisions of law. 

17. Timely submit statements required in Section VI. Compliance and Control Measures, subsections B and C. 

18. A Requesting Party who has not previously received records from the Providing Agency shall utilize web services currently offered by the Providing Agency rather than batch/FTP/SFTP processes. Also, any Requesting Party using the FTP/SFTP processes agrees to transition to web services, where available, within six months (6) months of the Providing Agency's request. 

Data Exchange MOU (Rev. 05/2017) 
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The Parties shall access, disseminate, use and maintain all information received under this MOU in a manner that ensures its confidentiality and proper utilization in accordance with Chapter 119, Florida Statutes, and DPPA. Information obtained under this MOU shall only be disclosed to persons to whom disclosure is authorized under Florida law and federal laws. Any disclosure of information shall be in 
accordance with 18 U.S.C. §2721 (c). In the event of a security breach, the Requesting Party agrees to comply with the provisions of Section 501.171, Florida Statutes. 

Any person who knowingly violates any of the provisions of this section may be subject to criminal punishment and civil liability, as provided in Sections 119.10 and 775.083, Florida Statutes. In addition, any person who knowingly discloses any information in violation of DPPA may be subject to criminal sanctions, including fines, and civil liability. 

In an effort to ensure information is only used in accordance with Chapter 119, Florida Statutes, and DPPA, the Providing Agency may include control records in the data provided in an effort to identify misuse of 
the data. 

The Requesting Party shall notify the Providing Agency of any of the following within five (5) business days: 
A. Termination of any agreement/contract between the Requesting Party and any other State/State 

Agency due to non-compliance with DPPA, data breaches, or any state laws relating to the protection 
of driver privacy. The Requesting Party shall also notify the Providing Agency if any State/State 
Agency declines to enter into an agreement/contract with the Requesting Party to provide DPPA 
protected data. 

B. Any pending litigation alleging DPPA violations or under any state law relating to the protection of 
driver privacy. 

C. Any instance where the Requesting Party is found guilty or liable by a court of competent jurisdiction 
for misuse of data under DPPA or under any state law relating to the protection of driver privacy. 

D. Any instance where the owner, officer, or control person of the Requesting Party owned a majority 
interest in, or acted as a control person of, an entity that was found guilty or liable by a court of 
competent jurisdiction for misuse of data under DPPA or under any state law relating to the protection 
of driver privacy. 

E. A breach of security as ·defined by Section 501.171, Florida Statutes. 

The Parties mutually agree to the following: 

A. Information exchanged will not be used for any purposes not specifically authorized by this MOU and its attachments. Unauthorized use includes, but is not limited to, queries not related to a legitimate business purpose, personal use, and the dissemination, sharing, copying or passing of this or any unauthorized information to unauthorized persons. 

B. The Requesting Party shall not indemnify and shall not be liable to the Providing Agency for any driver license or motor vehicle information lost, damaged, or destroyed as a result of the electronic exchange of data pursuant to this MOU, except as otherwise provided in Section 768.28, Florida Statutes. 

C. Information obtained from the Providing Agency will be stored in a location that is physically and logically secure from access by unauthorized persons. 

D. The Requesting Party shall develop security requirements and standards consistent with Section 282.318, Florida Statutes, Florida Administrative Code Rule 7 4-2, and the Providing Data Exchange MOU (Rev. 05/2017) Page 6 of 13 
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Agency's security policies; and employ adequate security measures to protect Providing Agency's information, applications, data, resources, and services. The applicable Providing Agency security policies are set forth in Attachment Ill. 

E. Access to the information received from the Providing Agency will be protected in such a way that unauthorized persons cannot view, retrieve, or print the information. 

F. All personnel with access to the information exchanged under the terms of this MOU will be instructed of, and acknowledge their understanding of, the confidential nature of the information. These acknowledgements must be maintained in a current status by the Requesting Party and provided to the Providing Agency within ten (10) business days of a request. 

G. All personnel with access to the information will be instructed of, and acknowledge their understanding of the c iv i I and criminal sanctions specified in state and Feder a I law for unauthorized use of the data. These acknowledgements must be maintained in a current status by the Requesting Party and provided to the Providing Agency within ten (10) business days of a request. 

H. All access to the information must be monitored on an ongoing basis by the Requesting Party. In addition, the Requesting Party must complete an Annual Certification Statement to ensure proper and authorized use and dissemination of information and provide it to the Providing Agency pursuant to Section VI. B below. 

I. All data received from the Providing Agency shall be encrypted during transmission to Third Party End Users using Transport Layer Security (TLS) version 1.2 or higher encryption protocols. Alternate encryption protocols are acceptable only upon prior written approval by the Providing Agency. 

J. By signing the MOU, the representatives of the Providing Agency and Requesting Party, on behalf of the respective Parties, attest and ensure that the confidentiality of the information exchanged will be maintained. 

Compliance and Control Measures 

A. Internal Control and Data Security Audit - This MOU is contingent upon the Requesting Party 
having appropriate internal controls in place at all times that data is being provided/received pursuant 
to this MOU to ensure that the data is protected from unauthorized access, distribution, use, 
modification, or disclosure. The Requesting Party must submit an Internal Control and Data Security 
Audit from a currently licensed Certified Public Accountant, on or before the first anniversary of the 
execution date of this MOU or within one hundred twenty (120) days from receipt of a request from 
the Providing Agency. Government agencies may submit the Internal Control and Data Security Audit 
from their Agency's Internal Auditor or Inspector General. The audit shall indicate that the internal 
controls governing the use and dissemination of personal data have been evaluated in light of the 
requirements of this MOU, and applicable laws and are adequate to protect the personal data from 
unauthorized access, distribution, use, modification, or disclosure. This includes both 
policies/procedures in place for personnel to follow and data security procedures/policies in place to 
protect personal data. The audit shall certify that the data security procedures/policies have been 
approved by a Risk Management IT Security Professional. The audit shall also certify that any and all 
deficiencies/issues found during the audit have been corrected and measures enacted to prevent 
recurrence. The audit must have an original signature of the CPA and the Requesting Party's agency 
head, owner, officer, or control person designated by Letter of Delegation to execute 
contracts/agreements on their behalf. The audit shall be sent via Certified U.S. Mail to the Providing 
Agency as set forth in Section XI, Notices. 

B. Annual Certification Statement - The Requesting Party shall submit to the Providing Agency an 
annual statement indicating that the Requesting Party has evaluated and certifies that it has adequate Data Exchange MOU (Rev. 05/2017) Page 7 of 13 
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controls in place to protect the personal data from unauthorized access, distribution, use, 
modification, or disclosure, and is in full compliance with the requirements of this MOU and applicable 
laws. The Requesting Party shall submit this statement annually, within fifteen (15) business days 
after the anniversary of the execution date of this MOU. (NOTE: During any year in which an Internal 
Control and Data Security Audit is conducted, submission of the Internal Control and Data Security 
Audit may satisfy the requirement to submit an Annual Certification Statement.) Failure to timely 
submit the certification statement may result in an immediate termination of this MOU. 

In addition, prior to expiration of this MOU, if the Requesting Party intends to enter into a new MOU, a 
certification statement attesting that appropriate controls remained in place during the final year of the 
MOU and are currently in place shall be required to be submitted to the Providing Agency prior to 
issuance of a new MOU. 

C. Misuse of Personal Information - The Requesting Party must notify the Providing Agency in writing 
of any incident where it is suspected or confirmed that personal information has been compromised 
as a result of unauthorized access, distribution, use, modification, or disclosure, by any means, within 
five (5) business days of such discovery. The statement must be provided on the Requesting Party's 
letterhead and include each of the following: a brief summary of the incident; the outcome of the 
review; the date of the occurrence(s); the number of records compromised; the name or names of 
personnel responsible; whether disciplinary action or termination was rendered; and whether or not 
the persons whose personal information was compromised were notified. The statement shall also 
indicate the steps taken, or to be taken, by the Requesting Party to ensure that misuse of data does 
not continue or recur. This statement shall be mailed to the Providing Agency Bureau Chief of 
Records at the address indicated in XI, Notices A, above. (NOTE: If an incident involving breach of 
personal information did occur and the Requesting Party did not notify the owner(s) of the 
compromised records, the Requesting Party must indicate why notice was not provided. 

In addition, the Requesting Party shall comply with the applicable provisions of Section 501.171, 
Florida Statutes, regarding data security and security breaches, and shall strictly comply and be 
solely responsible for adhering to the provisions regarding notice provided therein. 

D. Consumer Complaints - The Requesting Party shall provide a point of contact for consumer 
complaints. In the event the Providing Agency receives a consumer complaint regarding misuse of 
DPPA protected information, the Requesting Party shall review and investigate the complaint. The 
Requesting Party shall provide its findings to the Providing Agency within fifteen (15) business days 
from the date they were notified by the Providing Agency. 

Consumer Complaint Point of Contact Information: 

Name: Jean A. Heald 
Email: jheald1@pbcgov.org 

Phone Number: 561 -233-5432 

E. Control Records - In the event a control record inserted into data received by the Requesting Party 
is used in a manner that does not comply with DPPA or state law, the Requesting Party shall conduct 
an investigation of any Third Party End Users who obtained the record from the Requesting Party. As 
part of this provision, the Requesting Party shall also retain the authority to require Third Party End 
Users to investigate the Downstream Entities' handling and distribution of data subject to DPPA 
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protection and to provide the results of the investigation to the Requesting Party. The Requesting 
party shall provide the results of the investigation(s) and the documents and information collected 
therein to the Providing Agency within fifteen (15) business days. 

Liquidated Damages 

The Providing Agency reserves the right to impose liquidated damages upon the Requesting Party. 

Failure by the Requesting Party to meet the established requirements of this MOU · may result in the 
Providing Agency finding the Requesting Party to be out of compliance, and, all remedies provided in this 
MOU and under law, shall become available to the Providing Agency. 

A. General Liquidated Damages 

In the case of a breach or misuse of data due to non-compliance with DPPA, Sections 119.0712(2) and 
501.171, Florida Statutes, or any other state laws designed to protect a driver's privacy and motor vehicle 
information, the Providing Agency may impose upon the Requesting Party liquidated damages of up to 
$25.00 per record. 

In imposing liquidated damages, the Providing Agency will consider various circumstances including, but 
not limited to: 

1. The Requesting Party's history with complying with DPPA, Sections 119.0712(2) and 501.171, 
Florida Statutes, or any other state laws designed to protect a driver's privacy; 

2. Whether the Requesting Party self-reported violations of this MOU to the Providing Agency prior 
to discovery by the Providing Agency; 

3. Whether the Requesting Party violated this MOU over an extended period of time; 

4. Whether the Requesting Party's violation of this MOU directly or indirectly resulted in injury, and 
the nature and extent of the injury; 

5. The number of records involved or impacted by the violation of this MOU; 

6. Whether, at the time of the violation, the Requesting Party had controls and procedures that were 
implemented and reasonably designed to prevent or detect violations of this MOU; and, 

7. Whether the Requesting Party voluntarily made restitution or otherwise remedied or mitigated the 
harm caused by the violation of this MOU. 

B. Corrective Action Plan (CAP) 

1. If the Providing Agency determines that the Requesting Party is out of compliance with any of the provisions of this MOU and requires the Requesting Party to submit a CAP, the Providing Agency may require the Requesting Party to submit a Corrective Action Plan (CAP) within a specified timeframe. The CAP shall provide an opportunity for the Requesting Party to resolve deficiencies without the Providing Agency invoking more serious remedies, up to and including MOU termination. 

2. In the event the Providing Agency identifies a violation of this MOU, or other non-compliance with 
this MOU, the Providing Agency shall notify the Requesting Party of the occurrence in 
writing. The Providing Agency shall provide the Requesting Party with a timeframe for corrections 
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3. The Requesting Party shall respond by providing a CAP to the Providing Agency within the timeframe specified by the Providing Agency. 

4. The Requesting Party shall implement the CAP only after the Providing Agency's approval. 

5. The Providing Agency may require changes or a complete rewrite of the CAP and provide a specific deadline. 

6. If the Requesting Party does not meet the standards established in the CAP within the agreed upon timeframe, the Requesting Party shall be in violation of the provisions of this MOU and shall be subject to liquidated damages and other remedies including termination of the MOU. 

Except where otherwise specified, liquidated damages of $25.00 per day may be imposed on the 
Requesting Party for each calendar day that the approved CAP is not implemented to the satisfaction of the Providing Agency. 

VIII. Agreement Term 

This MOU shall take effect upon the date of last signature by the Parties and shall remain in effect for three (3) years from this date unless terminated or cancelled in accordance with Section X, Termination and Suspension. Once executed, this MOU supersedes all previous agreements between the parties regarding the same subject matter. 

IX. Amendments 

X. 

This MOU incorporates all negotiations, interpretations, and understandings between the Parties regarding the same subject matter, and serves as the full and final expression of their agreement. This MOU may be amended by written agreement executed by and between both Parties. Any change, alteration, deletion, or addition to the terms set forth in this MOU, including to any of its attachments, must be by written agreement executed by the Parties in the same manner as this MOU was initially executed. If there are any conflicts in the amendments to this MOU, the last-executed amendment shall prevail. All provisions not in conflict with the amendment(s) shall remain in effect and are to be performed as specified in this MOU. 

Termination and Suspension 

A. This MOU may be unilaterally terminated for cause by either party upon finding that the terms and conditions contained herein have been breached by the other party. Written notice of termination 
shall be provided to the breaching party; however, prior-written notice is not required and notice may be provided upon cessation of work under the agreement by the non-breaching party. 

B. In addition, this MOU is subject to unilateral suspension or termination by the Providing Agency without notice to the Requesting Party for failure of the Requesting Party to comply with any of the requirements of this MOU, or with any applicable state or federal laws, rules, or regulations, including, but not limited to, DPPA, Sections 119.0712(2) and 501.171, Florida Statutes, or any laws designed to protect driver privacy. 

C. This MOU may also be cancelled by either party, without penalty, upon thirty (30) business days advanced written notice to the other party. All obligations of either party under the MOU will remain in full force and effect during the thirty (30) business day notice period. 
Data Exchange MOU (Rev. 05/2017) Page 10 of 13 



ATTACHMENT 1 
PAGE440F75 

D. This MOU may be terminated by the Providing Agency if the Requesting Party, or any of its 
majority owners, officers or control persons are found by a court of competent jurisdiction to have 
violated any provision of any state or federal law governing the privacy and disclosure of personal 
information. This MOU may be terminated in the event any agreement/contract between the 
Requesting Party and any other state/state agency is terminated due to non-compliance with 
DPPA or data breaches, or any state laws designed to protect driver privacy. The Requesting Party 
will have 10 days from any action described above to provide mitigating information to the 
Providing Agency. If submitted timely, the Providing Agency will take the mitigation into account 
when determining whether termination of the MOU is warranted. 

XI. Notices 

Any notices required to be provided under this MOU shall be sent via Certified U.S. Mail and email to 
the following individuals: 

For the Providing Agency: 

Chief, Bureau of Records 
2900 Apalachee Parkway 
Tallahassee, Florida 32399 
Tel: (850) 617-2702 
Fax: (850) 617-5168 
E-mail: DataListinqUnit@flhsmv.gov 

For the Requesting Party: 

Requesting Party Point-of-Contact listed on the signature page. 

XII. Additional Database Access/Subsequent MOU's 

The Parties understand and acknowledge that this MOU entitles the Requesting Party to specific 
information included within the scope of this MOU. Should the Requesting Party wish to obtain access to 
other personal information not provided hereunder, the Requesting Party will be required to execute a 
subsequent MOU with the Providing Agency specific to the additional information requested. All MOU's 
granting access to personal information will contain the same clauses as are contained herein regarding 
audits, report submission, and the submission of Certification statements. 

The Providing Agency is mindful of the costs that would be incurred if the Requesting Party was required to 
undergo multiple audits and to submit separate certifications, audits, and reports for each executed MOU. 
Accordingly, should the Requesting Party execute any subsequent MOU's with the Providing Agency for 
access to personal information while the instant MOU remains in effect, the Requesting Party may submit 
a written request, subject to Providing Agency approval, to submit one of each of the following covering all 
executed MOU's: Certification; Audit; and/or to have conducted one comprehensive audit addressing 
internal controls for all executed MOU's. The Providing Agency shall have the sole discretion to approve or 
deny such request in whole or in part or to subsequently rescind an approved request based upon the 
Requesting Party's compliance with this MOU and/or any negative audit findings. 
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The Requesting Party agrees to comply with the following requirements of Florida's public records laws: 

1. Keep and maintain public records required by the Providing Agency to perform the service. 
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2. Upon request from the Providing Agency's custodian of public records, provide the Providing Agency with a copy of the requested records or allow the records to be inspected or copied within a reasonable time at a cost that does not exceed the cost provided in Chapter 119, Florida 
Statutes, or as otherwise provided by law. 

3. Ensure that public records that are exempt or confidential and exempt from public records 
disclosure requirements are not disclosed except as authorized by law for the duration of the 
contract term and following completion of the contract if the Requesting Party does not transfer the records to the Providing Agency. 

4. Upon termination or expiration of the MOU, the Requesting Party agrees they shall cease 
disclosure or distribution of all data provided by the Providing Agency. In addition, the Requesting Party agrees that all data provided by the Providing Agency remains subject to the provisions contained in DPPA and Sections 119.0712 and 501.171, Florida Statutes. 

IF THE REQUESTING PARTY HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO THE REQUESTING PARTY'S DUTY TO PROVIDE PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT (850) 617-3101, OGCFilinq@flhsmv.gov, OFFICE OF GENERAL COUNSEL, 2900 APALACHEE PARKWAY, and STE. A432, TALLAHASSEE, FL 32399-0504. 

REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK 
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IN WITNESS HEREOF, the Parties hereto, have executed this MOU by their duly authorized officials on the date(s) indicated 
below. 

REQUESTING PARTY: 

FA UIVl Bt?AfH eo u ivry B occ... 
ReAuesting Party Name c/o ;'2 IS(<'... {d..r,4-,J,J At,Gv'tAedl 
!OD A-JS,vLi4-il ~ A-vf · 

Street Address 

Suite 

w e=sr tALl!Y\ 1?0t.1.n-1- , ft- -=rs Lf {) i 
City State Zip C~de 

Approved as to Terms 
and Conditions: 
Risk Man 

t Director 

BUSINESS POINT-OF-CONTACT: 

Jean A. Heald 
Printed/Typed Name 

jheald1@pbcgov.org 
Official Requesting Party Email Address 

5612335432 I 561233-5420 

Phone Number Fax Number 

PROVIDING AGENCY: 

Florida Department of Highway Safety 
and Motor Vehicles 
Providing Agency Name 

2900 Apalachee Parkway 
Street Address 

Suite 

Tallahassee, Florida 32399 
City State Zip Code 

Data Exchange MOU (Rev. 05/2017) 

Ql.ehs~n1[_[uJ)~ 
Signature of Authorized Official U 

Meliirna McKinlay 
Printed/Typed Name 

Mayor 

Official Requesting Party Email Address 

Phone Number 

TECHNICAL POINT-OF-CONTACT: 

Yunus Kazi 
Printed/Typed Name 

ykazi@pbcgov.org 
Official Requesting Party Email Address 

5613553409 /5612427534 

Phone Number Fax Number 

BY: 

Signature of Authorized Official 

Printed/Typed Name 

Title 

Date 

Official Providing Agency Email Address 

Phone Number 

APPROVED AS TO FORM 
D LEGAL SUFFIC NCY 
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ATTACHMENT I 

FLORIDA DEPARTl\iENT OF HIGH\VAY SAFETY AND l\.iJOTOR VEHICLES Requt\st For 
Exempt Personal Informntion In A Motor V ,ehide/Ddver Ucense Record 

The Driver's Privacy Protection Act, 18 United States Code sections 272l('"'DPPA"') makes personcl inforrn1atfon-com.a1ned 
in motor vehnde or driver license recor.ds c-onfi.dehtial and exempt from rlisdosure. Personal information in .a motor vehicle 
or d.dv,er license rec-0rd includes, but is not fimited to, an individual's socfal security number. driver ikense -or identification 
number, name, address and, medical or disability informatimL Persona] infonnation does not hldude information related to 
driving vio1mions and driver status. Persona) informa.timt from these records may only be released to 1nd1vidua.ls or 
orgam.za:rions mat qualif}•' under on-e of the exemption.s provided in DPP A '1.Vhich are fisted on the back of this form. 

In Heu of completing this form, a request for informati.on: may be made in letter fon:n (on company1'agency letterhead, if 
appropriate) stating the type ofinfonnation being requested, the DPPA exemption(s) urHier which the re-quest is being made, 
a detailed description of the ho\V the information \Vill be used, and a statement that the information wm not be used or 
redisclosed except as provided in DPPA If the information is provided on letterhead it must include a statement that the 
information provided is tme aa<l correct, signed by the authorized official under penalty of petjury, and notarized. 

I .mu a representative -of an organization requesting personal information for one or more r.ecords as des.cribed hclmv. I 
tle-chtre that nay •Drganiz.afron is qualified to obtain personal information under exemptfon number(s) 
____________ , as listed on page 3 of this form. 

I understand that I shrul not use or redisclose this personal information except as provided in DPPA and that .any use or 
rediscfosure in vfolatiorr of these statutes may subj,ect me to .cdmin.al sanctions .and dvB H.abiHty. 

Complete the foUDwing for each DPPA exemption being daimetl. {attached .adtlitionru p.a.b:i:e, if nec,ess.ary): 

DPPA 
Exemption 
Claimed 

1 

Page 1 of3 
(01/2017) 

Description of How Requesting Party 
Qualifies for Exemption: 

As a Government Agency carrying out its 
functions 

Description of how Data will be used: 

For determining eligibility of driver 
license of current and prospective new 
hires operating government vehicles. 
Status checks will be provided through 
program DSS600, Batch/FTP process. 
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Obtaining petsmliil iEtforn1atkm ttnder false ptetet1ses is a !siate and fe.der.al cI'ime. Under penalties ofpcrjtuy, I dedare 
tha:1r I have re.aid the foregoi r1g Reqc.1:t~st Por Exernpt Pet sorta] lrlfoii·tnatfon in A l\.foror Vehi ck.1Drive&· License Record a.nd 

;:;::: ~;:L __ M_a ..... v_o_r ________ _ 
Signature of Authorized Officio Title 

Melissa McKinlay 
Printed Name 

STATE OF Florida 
COUNTY OF Palm Beach 

Palm Beach County 
Narne of Agency/Entity 

S\vorn to (or affirmed) and subscribed before rne this _1,~ day of ~O.J~r~)--~ 20--1£ by 
~ h_c;sg__ ~le \< '"'la.b . 

Persona.Hy Known / OR ~-klem#k·ation ---
Type~t-ifi-em-Tutt P1 oduceo ______________________ _ 

Page 2 of3 
(01/2017) 

~-1\J\~.S~J 
NOTA~ PUBLlC (sign name) 
My Commission Expires; :S_~e.. \~ ZrJ 1._i) 
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Pm,rnant to section 119.0712(21. F. S .. personal information in motor vehicle and d1iver license record-; can be rdeascd for the follmving 

purposes. as outlined in 18 United States Code. section 2721. 

Pcrs(1nal information reforred to in :·mb;;;.:ction ! at shall he disclosed for use in connection ,,-ith matters of mntM vehicle or driYcr safotv 

~nd theft nwtor vehicle emissions. motor \"Chicle product alteraitions. recalls. N ad,isorics. performance monitoring of motor n::hick; and 

dealers by motor vehicle manufacturer;;. and rermwal of mm .. mvncr record-; fmrn the original 01,vncr records of motor vehicle 

manufacturers to carry put the :purposes of titles I and IV of the Anti Car Thdt Act of 1992. the Automobile Infurmation Disclosure Act 

J 15 U.S.C. 1231 et seq.}, thcClcan Air Acti42 U.S.C 7401 ct seq.), and chapters 30L 305. and32) .. 33 I oftitk49, and, subject to 

~ubsection (a}( 21. may he disclosed as follows. -

I. For use hy any government agency. including any court or la,v enforcement agency. in carrying out its functions. or any private per,;011 

or entity acting on bdialf of a Federal. Stati.:-, or local agency in 1ca1Tying out its functi(,ns. 

:2. Frir use in connection with ma11crs of motor vehicle or driver satcty and theft; motor vehicle emissions: motor vd1iclc pnl<luct 

alteration:-., recalls. or advi,mries; performance monitoring of motor vchicks, motor vehicle parts and <leak.rs: motm whick market 

rL>sc-arch activities. including survey research: and removal of non- m1,,11cr records from the ('riginal ('YNncr rcc,,1\is; of motm \·chicle 

manufacturci,;. 

3. For use in the rormal C("UTSe of business by a legitimate business or its agents. employees. or c0ntrnctors. hut only -

( a) t(, verify 1hc accuracy of personal infonnation su'bm ittcd by the indi\idual t(, the husincss or it-; agcn1s.. employees. or contractors: and 

(bl ifsnch information as so ,m1brnit1ed is not correct or is no lC'<nger correct. to o!htain the correct information. hu1 only for tlic purposes of 

preventing fraud hy, pursuing legal remedies against, 0r recovering 0n a debt or security interest against. the individual. 

4. For use in conncctirin with any civil. criminal. admiuistrativc. or a:rhitrnl pwccec!ing in auy Federal. State. or local court or agency 0r 

h1;,•forc any self-regulatory body. including the service ofpmcess. investigation in anticipation of litigation. and the execution or 

enforcement of }udgrnents and Nders. or pursuant to an order of a Fcdcrnl. State. or loc2l court. 

5. For use in n .. -scarch adivitics. and for use in prnducing statistical report~. so kmg as the personal infrmmtion is not published. 

rcdisclosed. or used to contEct individmils. 

<i. Fm use hy any in~urcr or insurance support organiwtion. or hy a self insured entity. or its agents, employees, or c0ntractors. in 

connection with claim,; invcstig.i.tion activities. anti fraud activities, rating or undc1wriling. 

7. For use in prnvi<ling notice to ihc m\-ners of towed or impmm<loo vehicles. 

K For use hy any licensed private im·cstigativc agency or licensed security service for any purp0sc permitted under this subsection. 

9. Fornse hy an employer or its agent or insurer to obtain or vcrif~, infr•m1atio11 relating tt1 a hokier ofa commercial drin:r's license that is 

required under chapter 313 oftitk -49. 

10. FN use in conncctim1 ,vith the operation of private toll lrnnspmlation facilities. 

11. Fm any other use in response ·tt' requests for individual motor \'chicle rewrds if the S1ate has ob1aine<l 1ho.: express consent of the 

person to ,vlmm such pi:.-rscmal information pertains. 

12. F0r hulk dis:trihution for sun;cys. marketing or solicitations if the State has obtained the express em1se11t of the p::r.-;on. to whom such 

personal information pertains. 

l3. For u~,;= hy any requester. if the requester demonstrates it lms obtained the \\Tittcn consent of the individual to whom the infonnation 

pcrt::i!ins. 

14. For any other use sp::cific,tlly authorized under the hw of the State that holds the record. if such me is related to the operation of a 

motor vehicle or public safoty. 

Page 3 of3 
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Mode of Access 

Batch/Email/CD* X 

Driver Transcript 
Web Service 

X 

Public Access 
Web Service 

Web Service/ Batch 
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DATA ACCESS SPECIFICATIONS 
ATTACHMENT II -Jobs and Processes Selected 

Type of Data Requested 
Statutory Fees (subject to change by the 

Legislature) 

DL data $0.01/record, per S 322.20, F. S. 
MV data $0.01/record, per S 320.05, F.S. 

DL Status $0.01, $0.50, $2.00/record, 
per S 320.05, F.S. 

MV Status/MV Record $0.01, $0.50, $2.00/record, per S 320.05, F.S. 

DL Record Search with Transcript 
$0.01, $8.00, $10.00, $2.00/record, 
per S 322.20, F.S. 

DL Transcript (3 year) $8.00/record, per s. 322.20, F.S. 
DL Transcript (7 Year or Complete) $10.00/record, per s. 322.20, F.S. 

X No charge 
IP Address(es) Please See Attachment 

DL Transcript (3 year) $8.00/record, per s. 322.20, F.S. 

DL Transcript (7 Year or Complete) $10.00/record, per s. 322.20, F.S. 

No charge 
DL Status $0.50/record, per s. 320.05, F.S. 
MV Record $0.50/record, per s. 320.05, F.S. 
Insurance Record $0.50/record, per s. 320.05, F.S. 
Parking Permit Record $0.50/record, per s. 320.05, F.S. 

X No charge 

Residency Verification No charge 



DATA ACCESS SPECIFICATIONS 

ATTACHMENT 11-iobs and Processes Selected 

IP Address (es): 

151.132.206.26 
151.132.206.250 
151.132.106.25 
151.132.106.250 
151.132.200.6 
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Terry L. Rhodes 
Executive Director 

2900 Apalachee Parkway 
Tallahassee, Florida 32399-0500 
www.flhsmv.gov 

FLORitii 
HIGHWAY SAFETY AND MOTOR VEHICLES 

Data Access Application 

ATTACHMENT 1 
PAGE52 OF75 

Rick Scott 
Governor 

Pam Bondi 
Attorney General 

Jeff Atwater 
Chief Financial Officer 

Adam Putnam 
Commissioner of Agriculture 

Prior to executing the Memorandum of Understanding (MOU) for Driver License and/or Motor Vehicle Data Exchange, 
the Requesting Party is required to complete this application. Please use additional pages as necessary. 

1. In the last ten (10) years, has any agreement/contract between the Requesting Party and any other State/State 
Agency been terminated due to non-com}2!W1ce with DPP A, data breaches, or any state laws relating to the 
protection of driver privacy? YesONo_~_ I If yes, please explain and supply certified copies of the pertinent 
documents: 

2. In the last ten (10) years, has any State/State Agency declined to e¢er into an agreement/contract with the 
Requesting Party to provide DPPA protected data? YesD No_[l]_ J If yes, please explain: 

3. Is there any pending litigation against the Reqleviig Party alleging violations ofDPPA or any state law relating 
to the protection of driver privacy? YesDNo If yes, please explain and provide a certified copy of the 
pertinent court documents: 

4. In the last ten (10) years, has there been~ny in tance where the Requesting Party has been found guilty or liable 
by a court of competent jurisdiction for mis of data under DPP A or under any state law relating to the 
protection of driver privacy? Y esD N If yes, please explain and provide certified copies of the pertinent 
documents: 

(01/2017) 
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5. In the last ten (10) years, has there been any instance where an owner, officer, or control person1 of the 
Requesting Party who owned a majority interest in, or acted as a control person of, an entity that was found guilty 
or liable by a court of competent osdic@for misuse of data under DPP A or under any state law relating to the 
protection of driver privacy? Yes No If yes, please explain and provide certified copies of the pertinent 
documents: 

6. In t~st t~0) years, has there been any breach of security as defined by Section 501.171, Florida Statutes? 
YesLJNo.L!.J If yes, provide details of each breach and discuss all safeguards implemented as a result of the 
breach of security: 

7. How you will ensure that all personnel with access to the information exchanged under the terms of the MOU are 
instructed of, and acknowledge their understanding of, the confidential nature of the information? 

&RA;>hyees rAd /JCUJclle- wn-frde11l-/a/ c:/a/4.., aa:. /'7f v/red 
fa t:0114f'lek £./h1Ls UJ111/l/cu1ce- a;1c/ IIIl:1A lra/h/±J, 

8. Please provide the URL to your company or agency's website that will be used to provide access to the data being 
requested:]); scov e. r; Pbc3ov, ac., o 

In addition, the following documents are required: 

• A copy of your business license. 
• A copy of your State of Florida corporation Ii censure or certification. 
• If providing services on behalf of a government entity, provide the supporting documentation to show or prove 

you are entitled to the DPPA exemption claimed. For example, a letter from each entity confirming the type of 
service being provided and/or an agreement with an entity authorizing you to conduct services. 

Page 3 of3 

1 Control Person, for these purposes, means the power, directly or indirectly, to direct the management or policies of a company, 
whether through the ownership of securities, by contract, or otherwise. Any person that (i) is a director, general partner, or officer 
exercising executive responsibility (or having similar status or functions); (ii) directly or indirectly has the right to vote 25% or more 
of a class of a voting security or has the power to sell or direct the sale of 25% or more of a class of voting securities; or (iii) in the 
case of a partnership, has the right to receive upon dissolution, or has contributed, 25% or more of the capital, is presumed to control 
that company. 



Under penalty of perjury, I affirm that the information provided in this document is true and correct. 

Melissa McKinlay 
Printed/Typed Name 

Mayor 
Title 

Palm Beach County 

NAME OF AGENCY/ENTITY 

STATE OF Florida 
COUNTY OF Palm Beach 

Sworn to ( or affirmed) and subscribed before me this \7th. day of ~"'0 c,.r J 
f<\c \\~St+ Y\ C Kw1 l°:J . 

, 20J&:., by 

Personally Known ~ OR Produced ldent1hcat10n __ _ 
Type of ldea-tifieation Ptoduced ___________________ _ 

c~ M ~lAevJM'-- t::: 
NOTAR\i}PUBLIC (print name) 

()gf in ~:\u,uJ-N04'ARY PUBLIC (sign name) 
My Commission Expires:~ e ,s Jo 2 c) 

\ 
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Terry L. Rhodes 
Executive Director 
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Rick Scott 
Governor 

Pam.Bondi 
Attorney General 

Jeff Atwater 
Chief Financial Officer 2900 Apalachee Parkway 

Tallahassee, Florida 32399-0500 
www.flhsmv.gov 

Adam.Putnam 
Commissioner of Agriculture 

CERTIFICATION STATEMENT 

Under penalty of perjury I have read the requirements contained in the Memorandum of Understanding, Florida 
Administrative Code 74-2, and the Department of Highway Safety and Motor Vehicles Vendor IT Security 
Policy and declare that the following is true: 

The Requesting Party Palm Beach County Board Of County Commissioners hereby certifies that the Requesting Party has 
appropriate internal controls in place at all times to ensure that the data is protected from unauthorized access, 
distribution, use, modification, or disclosure. This includes policies/procedures in place for both personnel to 
follow and data security procedures/policies to protect personal data. The data security procedures/policies 
have been approved by a Risk Management IT Security Professional. 

STATE OF Florida 
COUNTY OF Palm Beach 

Sworn to ( or affirmed) and subscribed before me this ~ day of :.1'a t\ u a rj 
t"\e\\.~&GL \vie. \<,"\a~ . 

, 20_1[_, by 

Personally Known ✓ OR Produced Identificat1off _________ _ 
Type of Identifi,catioo-Produced ___________________ _ 

(' ~ :m . &-lfM.1o,1. {-
Neri~ PUBLIC (print name) 

~~s&-fllJC) 
Signature 

Melissa McKinlay 

Printed Name 

Mayor 
Title 

Palm Beach County 
NAME OF AGENCY 

c~ ~ ~~J 
NOTARY PUBLIC (sign name) 
My Commission Expires:~~ l \' (C, eel 

{ 

------------------------------------------------------------------------------------------
• Service • Integrity • Courtesy • Professionalism • Innovation • Excellence • 

An Equal Opportunity Employer 



74-2.001 
74-2.002 
74-2.003 
74-2.004 
74-2.005 
74-2.006 

CHAPTER 74-2 
INFORMATION TECHNOLOGY SECURITY 

Purpose and Applicability; Definitions 
Identify 
Protect 
Detect 
Respond 
Recover 

74-2.001 Purpose and Applicability; Definitions 
(I) Purpose and Applicability. 
(a) Rules 74-2.001 through 74-2.006, F.A.C., will be known as the Florida Cybersecurity Standards (FCS). 
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(b) This rule establishes cybersecurity standards for information technology (IT) resources. These standards are documented in Rules 74-2.001 through 74-2.006, F.A.C. State Agencies must comply with these standards in the management and operation of state IT resources. This rule is modeled after the National Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity, Februal)1 12, 2014, and the Federal Information Security Management Act of 2002 (44 U.S.C. §3541, et seq.). For the convenience of the reader cross-references to these documents and Special Publications issued by the NIST are provided throughout the FCS as they may be helpful to agencies when drafting their security procedures. The Florida Cybersecurity Standards: 
1. Establish minimum standards to be used by state agencies to secure IT resources. The FCS consist of five high-level functions: Identify, Protect, Detect, Respond, and Recover. These functions support lifecycle management of IT risk. The functions identify underlying key categories and subcategories for each function. Subcategories contain specific IT controls. The FCS is visually represented as follows: 

Function Unique Identifier Function Category Unique Category 
Identifier 

ID.AM Asset Management 
ID.BE Business Environment 

1D Identify ID.GV Governance 
ID.RA Risk Assessment 
ID.R.rvi Risk Management Strategy 
PR.AC Access Control 
PR.AT Awareness & Training 

PR Protect 
PR.DS Data Security 
PR.IP Information Protection Processes & Procedures 
PR.MA Maintenance 
PR.PT Protective Technology 
DE.AE Anomalies & Events 

DE Detect DE.CM Security Continuous Monitoring 
DE.DP Detection Processes 
RS.RP Response Planning 
RS.CO Communications 

RS Respond RS.AN Analysis 
RS.MI Mitigation 
RS.IM Improvements 
RC.RP Recovery Plannin,r 

RC Recover RCJM Improvements 
RC.CO Communications 
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Category Unique Identifier subcategory references are detailed in Rules 74-2.002 - 74-2.006. F.A.C., and are used throughout the FCS as applicable. 
2. Define minimum management~ operational, and technical security controls to be used by state agencies to secure 1T resources. 
3. Allow authorizing officials to employ compensating security controls or deviate from minimum standards when the agency is unable to implement a security standard or the standard is not cost-effective due to the specific nature of a system or its environment. The agency shall document the reasons why the minimum standards cannot be satisfied and the compensating controls to be employed. After the agency analyzes the issue and related risk a compensating security control or deviation may be employed if the agency documents the analysis and risk steering workgroup accepts the associated risk. This documentation is exempt from Section 119.07(1), F.S., pursuant to Sections 282.318 (4)(d) and (4)(:f), F.S.; and, shall be securely submitted to AST upon acceptance. (2) Each agency sha1I: 

(a) Perform an assessment that documents the gaps between requirements of this rule and controls that are in place. (b) Submit the assessment to AST with the agency's strategic and operational plan. (c) Annually update the assessment to reflect progress toward compliance with this rule. (3) Definitions. 
(a) The following terms are defined: 
I. Agency ---· shaJl have the same meaning as state agency, as provided in Section 282.0041, F.S .• except that, per Section 282.318(2), F.S., the term also includes the Department of Legal Affairs, the Department of Agriculture and Consumer Services, and the Department of Financial Services. 

2. Agency-owned (also agency-managed) - any device, service, or technology owned, leased, or managed by the agency for which an agency through ownership, configuration management, or contract has established the right to manage security configurations, including provisioning, access control, and data management. 
3. Breach- see Section 282.0041(2), F.S. 
4. Compensating security controls - a management, operational, and/or technical control (i.e., safeguard or countermeasure) employed by an organization in lieu of a required security control in the low, moderate, or high baselines that provides equivalent or comparable protection for an IT resource. 
5. Confidential infonnation - records that, pursuant to Florida's public records laws or other controlling law, are exempt from public disclosure. 
6. Critical infrastructure - the physical and cyber systems and assets so vital to Florida that their incapacity or destruction would have a debilitating effect on security, state economic security! state public health or safety, or any combination thereof. 7. Critical process - a process that is susceptible to fraud, cyberattack, unauthorized activity, or serious]y impacting an agency's mission. 
8. Customer - an entity in receipt of services or information rendered by a state agency. This term does not include state agencies with regard to information sharing activities. 
9. Data-at-rest - stationary data which is stored physically in any digital fom1. 10. External partners - non~state agency entities doing business with a state agency, :including other governmental entities, third parties, contractors, vendors, suppliers and partners. External partners does not include customers. I 1. Infonnation Security Manager (ISM)- the.person appointed pursuant to Section 282.318(4)(a), F.S. 12. Information system 0"'ller - the agency official responsible for the overall procurement, development, integration, modification.; or operation and maintertance of the infonnation system. ·n. Industry sector(s) - the following major program areas of state government: Health and Human Services, Education, Government Operations, Criminal and Civil Justice, Agriculture and Natural Resources, and Transportation and Economic Development. 

14. Information technology resources (IT resources)- see Section 282.0041 (13), F.S. 15. Legacy applications - programs or applications inherited from languages, platforms, and techniques earlier than current technology, These applications may be at or near the end of their useful life, but are stil1 required to meet mission objectives or fulfi11 program area requirements. 
16. Personal information- see Sections 501.171(I)(g)1. and 817.568, F.S. 
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17. Separation of Duties - an internal control concept of lrnving more than one person required to complete a critical process. This is an internal control intended to prevent fraud, abuse, and errors. 
18. Stakeholder - a person~ group, organization, or state agency involved in or affected by a course of action related to state agency-owned IT resources. 
19. User-· a worker or non-worker who has been provided access to a system or data. 
20. Workforce - employees, contractors1 volunteers, trainees, and other persons whose conduct in the perfom1ance of work for the agency, 1s under the direct control of the agency, whether or not they are paid by the agency (see User; Worker). 21. Worker -· a member of the workforce. A worker may or may not use IT resources. This includes employees, contractors} volunteers, trainees, and other persons whose conduct, in the performance of work for the agency, is under the direct control of the agency, whether or not they are paid by the agency. 
(b) With the exception of the terms identified in subparagraphs 1.-4., the NIST Glossary of Key Information Security Tenns, Revision 2, National Institute of Standards and Technologyf U.S. Department of Commerce (May 2013), maintained at: http://nvlpubs.n.ist.gov/nistpubs/ir/2013/NJSTJR. 7298r2.pdf, is hereby incorporated by reference into this rule: http://~,rvrw.flruJes.org/Gateway/reference.asp?No=Ref-06494. 
1. Risk assessment - see Section 282.0041 (18)1 F.S. 
2. Continuity Of Operations Plan (COOP)- disaster-preparedness plans created pursuant to Section 252.365(3), F.S. 3. Incident- see Section 282.0041(10), F.S. 
4. Threat- see Section 282.0041(26), F.S. 

Rulemaking Authority 282318(5) FS. Law Implemented 282.318(3) FS. History .. ]Ve1-t· 3-10-16. 

74-2.002 Identify. 
The identify function of the FCS is visually represented as such: 

Function Catei!OrY Subcate2;ory 
ID.A.1\1-1: Inventory agency physical devices and systems 
ID.AM-2: Inventory agency sofuvare platfonns and applications 

Asset ID.AM-3: Map agency communication and data flows 
Management JD.AM-4: Catalog interdependent external information systems 

(AM) ID.A.Ivf-5: Prioritize IT resources based on classification, criticality, and business value 
ID.AM-6: Establish cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders 
ID.BE- I: Identify and communicate the agency's role in the business mission/processes 

Business 
ID.BE-2: Identify and communicate the agency's place in critical infrastructure and its industry sector to workers Environment 
ID.BE-3: Establish and communicate priorities for agency mission, objectives, and activities (BE) 
ID.BE-4: Identify dependencies and critical functions for delivery of critical services Identify (ID) ID.BE-5: Implement resiliency requirements to support the deliverv of critical services 
ID.GV-1: Establish an organizational information security policy 
ID.GV-2: Coordinate and align information security roles & responsibilities with internal roles Governance and external partners 

(GV) ID.GV-3: Understand and manage legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations 
ID.GV-4: Ensure that governance and risk management processes address cvbersecurity risks ID.RA-I: Identify and document asset vulnerabilities 
ID.RA-2: Receive threat and vulnerability information from information sharing forums and Risk Assessment sources 

(RA) ID.RA.-3: Identify and document threats, both internal and external 
ID .RA-4: Identify potential business impacts and likelihoods 
ID.RA-5: Use threats, vulnerabilities, likelihoods, and impacts to determine risk 



ID.RA-6: Identify and prioritize risk responses 
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Risk 
ID.RM-1: Establish. manage, and ensure organizational stakeholders understand the approach 
to be employed via the risk management processes Management 
ID.RM-2: Determine and clearly express organizational risk tolerance Strategy 
ID.RM-3: Ensure that the organization's determination of risk tolerance is informed by its role (RM) 
in critical infrastructure and sector specific risk analysis 

(I) Asset Management. Each agency shall ensure that IT resources are identified and managed. Identification and management shall be consistent with the IT resource's relative importance to business objectives and the organization's risk strategy. Specifically, each agency shall: 
(a) Ensure that physical devices and systems within the organization are inventoried and managed (rD.Al\1-1). 
(b) Ensure that software platforms and applications ,vithin the organiz_ation are inventoried and managed (lD.AM-2). (c) Ensure that organizational communication and data flows are mapped and systems are designed or configured to regulate infonnation flow based on data classification (ID.AM-3). Each agency shall: 
1. Establish procedures that ensure only agency-owned or approved IT resources are connected to the agency internal network and resources. 
2. Design and document its information security architecture using a defense-in-breadth approach. Design and documentation shall be assessed and updated periodically based on an agency-defined, risk~driven frequency that considers potential threat vectors (i.e., paths or tools that a threat actor may use to attack a target). 
3. Consider diverse suppliers when designing the information security architecture. 
(d) Each agency shall ensure that interdependent external information systems are catalogued (ID.AM-4). Agencies shall: 1. Verify or enforce required security controls on interconnected external IT resources in accordance with the information security policy or security pJan. 
2. Implement service level agreements for non-agency provided technology services to ensure appropriate security controls are established and maintained. 
3. For non-interdependent external IT resources; execute information sharing or processing agreements with the entity receiving the shared infonnation or hosting the external system in receipt of shared information. 
4. Restrict or prohibit portable storage devices either by policy or a technology that enforces security controls for such devices. 5. Authorize and document inter-agency system connections. 
6. Require (e.g., contractually) external service providers adhere to agency security policies. 
7. Document agency oversight expectations~ and periodically monitor provider compliance. 
(e) Eacll agency shall ensure that IT resources (hardware. devices and software) are categorized, prioritized, and documented based on their classification; criticality, and business value (ID.AM-5). Agencies shall: 
I. Perform a criticality analysis for each categorized IT resource and document the findings of the analysis conducted. 2. Designate an authorizing official for each categorized IT resource and document the authorizing official's approval of the security categorization. 
3. Create a contingency plan for each categorized IT resource. The contingency plan shall be based on resource classification and identify related cybersecurity ro]es and responsibilities. 
4. Identify and maintain a reference list of exempt. and confidential and exempt agency information or soft\.vare and the associated applicable state and federal statutes and rules. 
(f) Establish cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (ID.AM-6), Each agency is responsible for: 
I. Informing workers that they are responsible for safeguarding their passwords and other authentication methods. 2. Informing workers that they shall not share their agency accounts, passwords, personal identification numbers, security tokens, smart cards, identification badges, or other devices used for identification and authentication purposes. 
3. Infonning workers that use, or oversee or manage workers that use, IT equipment that they shall immediately report suspected unauthorized activity, in accordance with agency-established incident reporting procedures. 
4. Informing users that they shall take precautions that are appropriate to protect IT resources in their possession from loss, theft, tampering, unauthorized access, and damage. Consideration will be given to the impact that may result if the IT resource is lost, and safety issues relevant to protections identified in this subsection. 



5. Inforn1ing users of the extent that they wiIJ be held accountable for their activities. 
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6. Informing workers tl1at they have no reasonable expectation of privacy with respe~t to agency-owned or agency-managed IT resources. 
7. Ensuring that monitoring, network sniffing, and related security activities are only to be perfonned by workers who have been assigned security-related responsibilities either via their approved position descriptions or tasks assigned to them. 8. Appointing an Information Secµrity Manager (ISM). Agency responsibilities related to ISMs include: a. Notifying the Agency for State Technology (AST) ofISM appointments and reappointments. b. Specifying ISM responsibilities in the ISM's position description. 
c. Establishing an infom1ation security program that includes infonnation security policies, procedures, standards, and guidelines; an infonnation security awareness program; an information security risk management process, including the comprehensive risk assessment required by Section 282.318, F.S.; a Computer Security Incident Response Team; and a disaster recovery program that aligns with the agency's Continuity of Operations (COOP) Plan. 
d. Each agency ISM shall be responsible for the infonnation security program plan. 
9. Performing background checks and ensuring that a background investigation is performed on all individuals hired as IT workers with access to information processing facilities, or v.rho have system, database1 developer. network, or otl1er administrative capabilities for systems, applications, or servers with risk categorization of moderate~impact or higher. See paragraph 74-2.002(4)(a), F.A.C. These positions often; if not aforays, have privileged access. As such, in addition to agency-required background screening, background checks conducted by agencies shall include a federal criminal history check that screens for felony convictions that concern or involve the following: 

a. Computer related or IT crimes; 
b. Identity theft crimes; 
c. Financially-related crimes, such as: fraudulent practices, false pretenses and frauds, credit card crimes; d. Forgery and counterfeiting: 
e. Violations involving checks and drafts; 
f. Misuse of medical or personnel records; and, 
g. Theft. 

Each agency shall establish appointment selection disqualifying criteria for individuals hired as 1T workers that will have access to infom1ation processing facilities, or who have system, database, developer, network, or other administrative capabilities for systems, applications, or servers with risk categorization of moderate-impact or higher. 
(2) Business Environment. Each agency's cybersecurity roles, responsibilities, and IT risk management decisions shal1 align with the agencf s mission, objectives, and activities. To accomplish this, agencies shall: 
(a) Identify and communicate the agency's role in the business mission of the state (ID.BE-I). (b) Identify and communicate the agency's place in critical infrastructure and its industry sector to inform intema] stakeholders of IT strategy and direction (ID.BE-2). 
(c) Establish and communicate priorities for agency mission, objectives. and activities (ID.BE-3). (d) Identify system dependencies and critical functions for delivery of critical services (ID.BE-4). {e) Implement information resilience requirements to support the delivery of critical services (ID.BE-5). (3) Governance. Each agency shall establish policies, procedures, and processes to manage and monitor the agency's regulatory, legal, risk, environmental, and operational IT requirements. Procedures shall address providing timely notification to management of cybersecurity risks. Agencies shall also: 
(a) Establish or adopt a comprehensive information security policy (ID.GV~I). 
(b) Coordinate and align information security roles and responsibilities with internal roles and external partners (ID.GV-2). (c) Document and manage legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations (ID.GV~3), 
(d) Ensure governance and risk management processes address cybersecurity risks (ID.GV-4). 
(4) Risk Assessment. 
(a) Approach. Each agency shall identify and manage the cybersecurity risk to agency operations (including mission, functions, image, or reputation), agency assets. and individuals using the following approach, that derives from the NIST Risk Management Framework (RMF) which is hereby incorporated by reference and may be found at: 
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http://csrc.nist.gov/groups/SMA/fisma/framework.htmL The Risk Assessment steps provided in the table below must be followed: however, agencies may identify and, based on the risk to be managed, consider other risk assessment security control requirements and frequency of activities necessary to manage the risk at issue. 

Risk Assessments 
Categorize: 

Categorize information systems and the infonnation processed, stored, and transmitted by that system based on a security impact analysis. 

Select: 
Select baseline security for infonnation systems based on the security categorization; tailoring and supplementing the security baseline as needed based on organization assessment of risk and local conditions. 

Implement: 
Implement the selected baseline security and document how the controls are deployed within infom1ation systems and environment of operation. 
Assess the baselme security using appropriate procedures to determine the extent to which t11e controls are Assess: implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for systems. 
Authorize information system operation based upon a detem1ination of the risk to organizational operations and Authorize: assets, individuals, other organizations and the state resulting from the operation of the infoimation system and the decision that this risk is acceptable. 
Monitor and asseE:s selected baseline security in inforn1ation systems on an ongoing basis including assessing Monitor: control effectiveness, documenting changes to the system or environment of operation, conducting security impact analyses of the associated changes. and reporting the security state of systems to appropriate agency officials. 

Agencies are required to consider the fo11owing security objectives when assessing risk and determining what kind of assessment is required and when or how often an assessment is to occur: confidentiality, integrity and availability. When detennining the potential impact to these security objectives agencies will use the fo11owing table, taken from the Federal Information Processing Standards (FIPS) Publication No. 199 (February 2004), which is hereby incorporated into this rule by reference and may be found at: http://'\.vww.flrules.org/Gatewav/reference.asp?No=Ref~06498. 

POTENTIAL IMPACT 
Security Objectives: LOW MODERATE HIGH Confidentiality The unauthorized disclosure of The unauthorized disclosure The unauthorized disclosure of Preserving authorized information could be expected of inforniation could be information could be expected to restrictions on information to have a limited adverse expected to have a serious have a severe or catastrophic access and disclosure, effect on organizational adverse effect on adverse effect on organizational including means for operations, organizational organizational operations, operations, organizational assets, protecting personal privacy assets, or individuals. organizational assets, or or individuals. and proprietary information. individuals. 

Integrity The unauthorized modification The unauthorized The unauthorized modification Guarding against improper or destruction of inforn1ation modification or destruction of or destruction of information .information modification or could be expected to have a infonnation could be could be expected to have a destruction, and includes limited adverse effect on expected to have a serious severe or catastrophic adverse ensuring information non- organizational operations, adverse effect on effect on organizational repudiation and authenticity. organizational assets, or organizational operations. operations, organizational assets, individuals. organizational assets, or or individuals. 
individuals. 

Availability The disruption of access to or The disruption of access to or The disruption of access to or Ensuring timely and reliable use of information or an use of information or an use of information or an access to and use of information system could be information system could be information system could be .infom1ation. expected to have a limited expected to have a serious expected to have a severe or adverse effect on adverse effect on catastrophic adverse effect on organizational operations, organizational operations, organizational operations, 



organizational assets, or 
individuals. 

organizational assets, or 
individuals. 

organizational assets, or 
individuals. 
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In accordance with Section 282.318(4)(c), F.S., each agency shall complete and submit to AST no later than July 31, 2017, and every three years thereafter, the Florida Enterprise Information Security Risk Assessment Survey (Form #AST-I 00), which is hereby incorporated by reference and maintained at: https://www.flrules.org/Gateway/reference.asp?No=Ref-06533. In completing the AST 100 fonn, agencies shall follow the six-step process ("Conducting the Risk Assessment") outlined in Section 3.2 of NIST Special Publication 800-30, utilizing the exemplary tables provided tberein as applicable to address the particular agency's threat situation. NIST Special Publication 800-30, Guide for Conducting Risk Assessments, Revision I (September 2012) is hereby incorporated by reference and may be found at: http://\:vwv,,.flru}es.org/Gateway/reference.asp?No=Ref-06499. When establishing risk management processes may be helpful for agencies to review NIST RFM Special Publications - they can be do\mloaded from the following website: http://csrc.nist.gov/publications/PubSPs.btmI. When assessing risk agencies shall estimate the magnitude of harm resulting from unauthorized access, unauthorized modification or de.struction, or Joss of availability of a resource. Estimates sha11 be documented as low-impact, moderate-impact. or high-impact relative to the security objectives of confidentiality, integrity. and availability. 
(b) Other agency risk management activities that agencies shall perfonn: 
L Identify and document asset vulnerabilities (ID.RA-I), business processes and protection requirements. Establish procedures to analyze systems and applications to ensure security controls are effective and appropriate. 
2. Receive and manage threat and vulnerability information from information sharing forums and sources that contain infonnation relevant to the risks or threats (ID.RA-2). 
3. Identify and document internal and external threats (ID.RA-3). 
4. Identify potential business impacts and likelihoods (ID.RA-4). 
5. Use threats~ vulnerabilities, likelihoods, and impacts to detennine risk (ID.RA-5). 
6. Identify and prioritize risk responses, implement risk mitigation plans, and monitor and document plan implementation (ID.RA-6). 
(5) Risk Management. Each agency shall ensure that the organization's priorities, constraints, risk tolerances, and assumptions are established and used to support operational risk decisions. Each agency shall: 
(a) Establish risk management processes that are managed and agreed to by agency stakeholders and the agency head (ID.RM­I). 

I. Establish a risk management team that ensures that risk management processes are authorized by agency stakeholders. The risk management team must include a member of.the agency IT unit~ and shall determine the appropriate meeting frequency and agency stakeholders. 
(b) Identify and clearly document organizational risk tolerance based on the confidential and exempt nature of the data created. received, maintained, or transmitted by the agency; by the agency's role in critical infrastructure and sector specific analysis (ID.RM-2). 
(c) Determine risk tolerance as necessary, based upon: their analysis of sector specific risks; the agency's industry sector; agency-specific risks ( e.g.1 Health Information Portability Accountability Act of I 996 compliance for agencies that maintain this information); and the agency's role in the state's mission (ID.RM-3). 
( d) Establish parameters for IT staff participation in procurement activities. 
(e) Identify the IT issues IT staff must address during procurement activities (e.g., system hardening, Jogging, performance~ service availability, incident notification. and recovery expectations). 
(f) Implement appropriate security controls for software applications obtained, purchased, leased, or developed to minimize risks to the confidentiality, integrity, and availability of the application, its data, and other IT resources. (g) Prior to introducing new IT resources or modifying current IT resources, perform an impact analysis. The purpose of this analysis is to assess the effects of the technology or modifications on the existing environment. Validate that IT resources conform to agency standard configurations prior to implementation into the production environment. 

Rulemaking Authority 2 82. 318(5) FS. Lm-i: Implemented 2 82. 318( 3) FS. History-New 3- l 6-16. 
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The protect function of the FCS is visuaIJy represented as such: 

Function Cateeorv Subcate£ory 
PR.AC- I : Manage identities and credentials for authorized devices and users 
PR.AC-2: Manage and protect physical access to assets 

Access PR.AC-3: Manage remote access 
Control (AC) PR.AC-4: Manage access permissions, incorporate the principles of least privilege and separation of duties 

PR.AC-5: Protect network integrity, incorporate network segregation where appropriate 
PR.AT-I: Inform and train all users 

Awareness 
PR.AT-2: Ensure that privileged users understand roles and responsibilities 
PR.AT-3: Ensure that third-party stakeholders understand roles and responsibilities and Training 
PR.A T-4: Ensure that senior executives understand roles and responsibilities (AT) 
PR.AT-5: Ensure that physical and infonnation security personnel understand roles & responsibilities 
PR.DS-1: Protect data-at-rest 
PR.DS-2: Protect data-in-transit 
PR.DS-3: Formally manage assets managed throughout removal, transfers, and disposition 

Data Security 
PR.DS-4: Ensure that adequate capacity is maintained to support availability needs 
PR.DS-5: Implement data leak protection measures (DS) 
PR.DS-6: Use integrity checking mechanisms to verify software, firmware, and infonnatfon integrity 
PR.DS-7: Logfoally or physically separate the development and testing environment(s) from the production environment 
PR.IP-I: Create and maintain a baseline configuration of information technology/industrial Protect (PR) control systems 
PRJP-2: Implement a System Development Life Cvcle to manage svstems 
PR.IP-3: Establish configuration change control processes 
PR.IP-4: Conduct, maintain, and periodically test backups of infonnation 
PR.IP-5: Meet policy and regulatory requirements that are relevant to the physical operating 

Infonnation 
environment for organizational assets 
PR.IP-6: Destroy data according to policy Protection 
PR.IP-7: Continuously improve protection processes Processes and 
PR.IP-8: Share effectiveness of protection technologies with stakeholders that should or must Procedures 
receive this information 
PR.TP-9: EstabUsh and manage response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) 
PRJP-10: Test response and recovery plans 
PR.IP-11: Include cybersecurity in human resources practices ( e.g., deprovisioning, personnel screening) 
PR.IP-12: Develop and implement a vulnerability management plan 
PR.MA-1: Perform and log maintenance and repair of organizational assets in a timely manner, Maintenance with aooroved and controlled tools 

(MA) PR.MA-2: Approve, log, and perform remote maintenance of agency assets in a manner that prevents unauthorized access 
Protective PR.PT-I: Determine, document. implement; and review audiUiog records in accordance with Technology policy 
(PT) PR.PT-2: Protect and restrict removable media usage according to policy 
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le of least functionalit 
PR.PT-4: Protect communications and control networks 

( 1) Access Control. Each agency sha11 ensure that access to IT resources is limited to authorized users, processes, or devices, and to authorized activities and transactions. Specifically: 
(a) Each agency shall manage identities and credentials for authorized devices and users (PR.AC-I). Control measures shall, at a minimum: 
1. Require that all agency-owned or approved computing devices, including mobile devices, use unique user authentication. 2. Require users to Jog off or lock their workstations prior to leaving the work area. 
3. Require inactivity timeouts that tenninate or secure sessions with a complex password. 
4. Secure workstations with a password-protected screensaver, set at no more than 15 minutes. 5. Force users to change their pass·words at least every 30-90 days, based on assessed risk of the system. 6. Address responsibilities of information stewards tl1at include administering access to systems and data based on the documented authorizations and faciHtate periodic review of access rights with infonnation owners. Frequency of reviews shall be based on system categorization or assessed risk 
7. Establish access disablement and notification timefrarnes for worker separations. The agency will identify the appropriate person in the IT unit to receive notification. Notification timeframes shall consider risks associated with system access post­separation. 
8. Ensure IT access is removed when the IT resource is no longer required. 
9. Consider the use of multi-factor authentication (MF A) for any application that has a categorization of moderate or contains exempt, or confidential and exempt information. This excludes externally hosted systems designed to deliver services to customers, where MF A is not necessary or viable. 
l 0. Require MFA for any application that has a categorization of high or is administered by remote connection to the internal network 
11. Require MF A for network access to privileged accounts. 
(b) Each agency shall manage and protect physical access to assets (PR.AC-2). In doing so, agency security procedures or controls shaU: 
1. Address protection of IT resources from environmental hazards (e.g., temperature, humidity, air movement, dust, and faulty power) in accordance with manufacturers' specifications. 
2. Implement procedures to manage physical access to IT facilities and/or equipment. 
3. Identify physical controls that are appropriate for the size and criticality of the IT resources. 4. Specify physical access to central information resource facilities and/or equipment that is restricted to authorized personnel. 5, Detail visitor access protocols, including recordation procedures, and in locations housing systems categorized as moderate-impact or high•impact, require that visitors be supervised. 
6. Address how the agency wi11 protect network integrity by incorporating network segregation. (c) Each agency shall manage remote access (PR.AC-3). In doing so, agencies shall: 
I. Address how the agency will securely manage and document remote access. 
2. Specify that only agency-managed, secure remote access methods may be used to remotely connect computing devices to the agency internal network 
3. For systems containing exempt or confidential and exempt data, ensure ,;:vritten agreements and procedures are in place to ensure security for sharing, handling or storing confidential data with entities outside the agency. ( d) Each agency shall ensure that access permissions are managed, incorporating the principles of least privilege and separation of duties (PR.AC-4). In doing so. agencies shaJI: 
1. Execute interconnection security agreements to authorize, documen4 and support continual management of inter-agency connected systems. 
2. Manage access permissions by incorporating the principles of "least privilege" and "separation of duties." 3. Specify that all workers be granted access to agency IT resources based on the principles of "least privilege" and "need to lmow detennination." 
4. Specify that system administrators restrict and tightly control the use of system development utility programs that may be capable of overriding system and application controls. 
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(e) Each agency sha11 ensure that network integrity is protected, incorporating network segregation where appropriate (PR.AC­S). 
(2) Awareness and Training. Agencies shall provide alI their workers cybersecurity a\vareness education and training so as to ensure they perform their infonnation security-related duties and responsibilities consistent with agency policies and procedures. Jn doing so, each agency shall: 
(a) Inform and train all workers (PR.AT-I). 
(b) Ensure that privileged users understand their roles and responsibilities (PR.AT-2). 
(c) Ensure that third-party stakeholders understand their roles and responsibilities (PR.AT-3). 
(d) Ensure that senior executives understand their roles and responsibilities (PR.AT*4). 
(e) E11sure that physical and information security personnel understand their roles and responsibilities (PR.AT-5). (3) For each of the above subsections the follmving shall also be addressed: 
(a) Appoint a \Vorker to coordinate the agency information security awareness program. If an IT security \Vorker does not coordinate the security awareness program, they sha11 be consulted for content development purposes. Agencies will ensure that alJ \VOrkers (including volunteer workers) are clearly notified of applicable obligations. established via agency policies, to maintain compliance with such controls. 
(b) Establish a program that includes, at a minimum. annual security awareness training and on-going education and reinforcement of security practices. 
(c) Provide training to workers within 30 days of start date. 
(d) Include security policy adherence expectations for the following, at a minimum: disciplinary procedures and implications, acceptable use restrictions, data handling (procedures for handling exempt and confidential and exempt information), telework and computer security incident reporting proce.dures. Incident reporting procedures shall: 
1. Establish requirements for \Vorkers to immediately report loss of mobile devices, security tokens, smart cards, identification badges, or other devices used for identification and authentication purposes according to agency reporting procedures. (e) Where technology permits, provide training prior to system access. For specialized agency workers (e.g., Jaw enforcement officers) who are required to receive extended off~site training prior to reporting to their pennanent duty stations~ initial security awareness training sha11 be provided within 30 days of the date they report to their permanent duty .station. (f) Require, prior to access, workers verify ill writing that they \.Vill comply with agency IT security policies and procedures. (g) Document parameters that govern personal use of agency 1T resources and define what constitutes personal use. Personal use, if aJlowed by the agency, shall not interfere with the normal performance of any v-1orker's duties, or consume significant or unreasonable amounts of state IT resources (e.g., bandwidth, storage). 

(h) Infonn workers of what constitutes inappropriate use of IT resources. Inappropriate use shalJ include, but may not be limited to, the following: 
I. Distribution of malware; 
2. Disablement or circumvention of security controls; 
3. Forging headers; 
4. Propagating "chain" letters; 
5. Political campaigning or unauthorized fundraising; 
6. Use for personal profit. benefit or gain; 
7. Offensive, indecent} or obscene access or activities, unless required by job duties; 
8. Harassing, threatening, or abusive activity; 
9. Any activity that leads to performance degradation; 
10. Auto-forwarding to external e-mail addresses; 
11. Unauthorized, non-\vork related access to: chat rooms! political groups, singles clubs or dating services; peer-to-peer file sharing; material relating to gambling, weapons, illegal drugs. illegal drug paraphernalia, hate-speech, or violence; hacker web­site/software; and pornography and sites containing obscene materials. 
(4) Data Security. Each agency shall manage and protect records and data, including data-at-rest, consistent with the organization~s risk strategy to protect the confidentiality, integrity, and availability of information. Agencies shall establish procedures, and develop and maintain agency cryptographic implementations. Key management processes and procedures for cryptographic keys used for encryption of data will be fully documented and will cover key generation. distribution, storage, 
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periodic changes, compromised key processes, and prevention of unauthorized substitution. Also, key management processes must be in place and verified prior to encrypting data at rest, to prevent data loss and support availability. Jn protecting data security, agencies shall: 
( a) Protect data•at-rest by establishing (PR.DS-1): 
1. Procedures that ensure only agency-o\vned or approved IT resources are used to store confidential or exempt infonnation. 
2. Procedures that ensure agency•owned or approved portable IT resources containing confidential or mission critical data are encrypted. 
3. Procedures that ensure agency-mvued or approved portable IT resources that com1ect to the agency internal network use agency-managed security software. 
4. Inform users not to store unique copies of agency data on workstations or mobile devices. 
(b) Protect data-in-transit (PR.DS-2). Each agency shall: 
I. Encrypt confidential and exempt infonnation during transmission, except when the transport medium is owned or managed by the agency and controls are in place to protect the data during transit. 
2. Ensure that wireless transmissions of agency data employ cryptography for authentication and transmission. 
3. Make passwords unreadable during transmission and storage. 
4. Encrypt mobile IT resources that store~ process, or transmit exempt, or confidential and exempt agency data. 
(c) formally manage assets throughout removal, transfer, and disposition (PR.DS-3). 
1. Before equipment is disposed of or released for reuse, sanitize or destroy media in accordance \vith the State of Florida General Records Schedule GS 1-SL for State and Local Government Agencies. 
2. Destruction of confidential or exempt information shaII be conducted such that the information is rendered unusable, unreadable, and indecipherab]e and not subject to retrieval or reconstruction. 
3. Document procedures for sanitization of agency-owned IT resources prior to reassignment or disposal. 
4. Equipment sanitization shalJ be performed such that confidential or exempt information is rendered unusable, unreadable, and indecipherable and not subject to retrieval or reconstruction. File deletion and media formatting are not acceptable methods of sanitization. Acceptable methods of sanitization include using software to oven\•Tite data on computer media, degaussing, or physically destroying media. 
( d) Maintain adequate capacity to ensure system availability and data integrity (PR.DS-4). 
l. Ensure adequate audit/log capacity. 
2. Protect against or limit the effects of denial of service attacks. 
(e) Implement protections against data leaks or unauthorized data disclosures by establishing policies and procedures that address (PR.DS-5): 
1. Appropriate handling and protection of exempt~ and confidential and exempt information. Policies shall be reviewed and acknowledged by a1J workers. 
2. Retention and destruction of confidential and exempt information in accordance with the records retention requirements as provided in the State of Florida General Records Schedule GS 1-SL for State and Local Government Agencies. 
3. Access agreements for agency infom1ation systems. 
4. Boundary protection. 
5. Transmission confidentiality and integrity. 
(f) Employ integrity checking mechanisms to verify software, firmware, and information integrity (PR.DS-6). 
1. Application controls shall be established to ensure the accuracy and completeness of data, including validation and integrity checks, to detect data conuption that may occur through processing errors or deliberate actions. 
(g) Physically or logically separate development and testing environment(s) from the production environment and ensure that production exempt, or confidential and exempt data is not used for development where technology permits. Production exempt, or confidential and exempt data may be used for testing if the data owner authorizes the use and regulatory prohibitions do not exist; the test environment limits access and access is audited; and production exempt. and confidential and exempt data is removed from the system when testing is completed. Data owner authorization shaJl be managed via technical means, to the extent practical (PR.DS-7). 
(5) Infonnation Protection Processes and Procedures. Each agency shall ensure that security policies, processes and procedures are maintained and used to manage protection of information systems and assets. Such policies, processes and procedures shall: 



(a) Include a current baseJine configuration of information systems (PR.IP-I). Baselines shall: 
1. Specify standard hardware and secure standard configurations. 
2. Include documented firewall and router configuration standards. and include a current network diagram. 
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3. Require that vendor default settings, posing security risks, are changed or disabled for agency-owned or managed IT 
resources, including encryption keys, accounts, passwords, and SNMP (Simple Network Management Protocol) community strings, 
and ensure device security settings are enabled where appropriate. 

4. Allow only agency-approved software to be instaJ1ed on agency-owned IT resources. 
(b) Establish a System Development Life Cycle (SDLC) to manage system implementation and maintenance (PR.IP-2). In 

doing so, agencies shall: 
1. Develop and implement processes that include reviews of security requirements and controls to ascertain effectiveness and 

appropriateness relative to new technologies and applicable state and federal regulations. 
2. Ensure security reviews are approved by the ISM and Chief Infom1ation Officer (or designee) before new or modified 

applications or technologies are moved into production. For IT resources housed in a state data center, the security review shall also 
be approved by the data center before the new or modified applications or technologies are moved into production. 

3. The application development team at each agency shall implement appropriate security controls to minimize risks to agency 
IT resources and meet the security requirements of the application owner. Agencies will identify in their policies. processes and 
procedures the security coding guidelines the agency will follow when obtaining, purchasing, leasing or developing software. 

4. Where technology pem1its, the agency shall ensure anti-malware software is maintained on agency IT resources. 
(c) Establish a configuration change control process to manage upgrades and modifications to existing IT resources (PR.IP-3). 

In doing so) agencies shal1: 
1. Detennine types of changes that are configuration-controlled ( e.g. emergency patches, releases, and other out-of-band 

security packages). 
2. Develop a process to review and approve or disapprove proposed changes based on a security impact analysis (e.g .. 

implementation is commensurate with the risk associated with the weakness or ·vulnerability). 
3. Develop a process to docwnent change decisions. 
4. Develop a process to implement approved changes and review implemented changes. 
5. Develop an oversight capability for change control activities. 
6. Develop procedures to ensure security requirements are incorporated into the change control process. 
(d) Ensure bach,7.lps of information are conducted, maintained, and tested periodically (PR.IP-4). 
(e) Establish policy and regulatory expectations for protection of the physical operating environment for agency-owned or 

managed IT resources (PKIP-5). 
(f) Manage and dispose of records/data in accordance with the records retention requirements as provided in the State of Florida 

General Records Schedule GS I-SL for State and Local Government Agencies (PR.IP-6). 
(g) Establish a policy and procedure review process tha1 facilitates continuous improvement to protection processes (PRJP-7). 

Each agency shall: 
l. Ensure system security control selection occurs during the beginning of the SDLC and is documented in final design 

documentation. 
2. Ensure system security plans shall document controls necessary to protect production data in the production environment and 

copies of production data used in non-production environments. 
3. Ensure system security plans are confidential per Section 282.318, F.S., and shall be available to the agency ISM. 
4. Require that each agency application or system with a categorization of moderate-impact or higher have a documented 

system security plan (SSP). For existing production systems that lack a SSP, a risk assessment shall be performed to determine 
prioritization of subsequent documentation efforts. The SSP shall include provisions that: 

(I) Align the system with the agency's enterprise architecture: 
(II) Defme the authorization boundary for the system; 
(Ill) Describe the mission-related business purpose; 
(IV) Provide the security categorization~ including security requirements and rationale (compliance, availability, etc.); 
(V) Describe the operational environment, including relationships, interfaces, or dependencies on external services: 
(VI) Provide an overview of system security requirements; 



(VII) Identify authorizing official or designee1 who reviews and approves prior to implementation. 
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5. Require information system owners (ISOs) to define application security-related business requirements using role-based access controls and rule-based security policies where technology permits. 
6. Require IS Os to establish and authorize the types of privileges and access rights appropriate to system users, both internal and external. 

7. Create procedures to address inspection of content stored, processed or transmitted on agency-owned or managed IT resources, including attached removable media. Inspection shall be performed \Vhere authorization has been provided by stakeholders that should or must receive this .information. 
8. Establish parameters for agency-managed devices that prohibit installation (without worker consent) of clients that allo"w the agency to inspect private partitions or personal data. 
9. Require ISOs ensure segregation of duties when establishing system authorizat1ons. 
I 0. Establish controls that prohibit a single individual from having the ability to complete all steps in a transaction or controJ alJ stages of a critical process. 
11. Require agency infonnation owners to identify exempt, and confidential and exempt information in their systems. (h) Ensure that effectiveness of protection technologies is shared with stakeholders that should or must receive this inforn1ation (PRJP-8). 
(i) Develop, implement and manage response plans ( e.g., Incident Response and Business Continuity) and recovery plans ( e.g., Incident Recovery and Disaster Recovery) (PR.I.P-9). 
(j) Establish a procedure that ensures that agency response and recovery plans are regularly tested (PR.IP-I 0). 
(k) Include cybersecurity in human resources practices (e.g .. de-provisioning, personnel screening) (PR.IP-11). (1) Each agency shall develop and implement a vulnerability management plan (PR.IP-12). 
(6) Maintenance. Each agency shall perform maintenance and repairs of information systems and components consistent with agency-developed policies and procedures. Each agency shall: 
(a) Perfonn and log maintenance and repair of IT resources in a timely manner, with tools that have been approved and are administered by the agency to be used for such activities (PR.MA- I). 
(b) Approve, encrypt. log and perfonn remote maintenance of IT resources in a manner that prevents unauthorized access (PR.MA-2). 
(c) Not engage in new development of cus1om authenticators. Agencies assess the feasibility of replacing agency-developed authenticators in legacy applications. 
(7) Protective Technology. Each agency shall ensure that technical security solutions are managed to ensure the security and resilience of systems and assets, consistent with related policies, procedures, and agreements. Specifically, each agency shall: (a) Determine and document required auditilog records, implement logging of audit records, and protect and review logs in accordance with agency-developed policy. Agency-developed policy shall be based on resource criticality. Where possible, ensure that electronic audit records allow actions of users to be uniquely traced to those users so they can be held accountable for their actions. Maintain logs identifying where access to exempt, or confidential and exempt data was permitted. The logs shall support unique identification of individuals and permit an audit of the logs to trace activities through the system. including the capability to determine the exact confidential or exempt data accessed, acquired, viewed or transmitted by the individual (PR.PT-1). (b) Protect and restrict removable media in accordance with agency-developed infonnation security policy (PR.PT~2). (c) Control access to systems and assets, utilizing the principle ofleast trust (PR.PT-3). 

(d) Protect communications and control networks by establishing perimeter security measures to prevent unauthorized connections to agency IT resources (PR.PT-4). Agencies shall: 
1. Place databases containing mission critical, exempt, or confidential and exempt data in an internal network zone, segregated from the demilitarized zone (DMZ). 
2. Agencies shall require host-based (e.g., a system controlled by a central or main computer) boundary protection on mobile computing devices where technology permits (i.e., detection agent). 

Rulemaking Authority 282.318(5) FS. Law Implemented 282.318(3) FS. History·-New 3-10-16. 

74-2.004 Detect. 
The detect function of the FCS is visually represented as such: 



Function Cate2or.v Subcategory 
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DE.AE-1: Establish and manage a baseline of network operations and expected data flows for 
users and systems 

Anomalies and DE.AE-2: Analyze detected events to understand attack targets and methods 
Events (AE) DE.AE-3: Amffegate and correlate event data from multiple sources and sensors 

DE.AE-4: Detennine the impact of events 
DE.AE-5: Establish incident alert thresholds 
DE.CM-1: Monitor the network to detect potential cybersecurity events 
DE.CM-2: Monitor the physical environment to detect potential cybersecurity events 

Security DE.CM-3: Monitor personnel activity to detect potential cybersecurity events 
Detect (DE) 

Continuous DE.CM-4: Detect malicious code 
Monitoring DE.CM-5: Detect unauthorized mobile code 
(CM) DE.CM-6: Monitor external service provider activity to detect potential cybersecurity events 

DE.CM-7: Monitor for unauthorized personnel, connections, devices, and software 
DE.CM-8: Perform vulnerability scans 
DE.DP-1: Define roles and responsibilities for detection to ensure. accountability 
DE.DP-2: Ensure that detection activities comply with all applicable requirements 

Detection DE.DP-3: Test detection processes 
Processes (DP) DE.DP-4: Communicate event detection information to stakeholders that should or must 

receive this information 
DE.DP-5: Continuously improve detection processes 

(I) Anomalies and Events. Each agency shall develop policies and procedures that will facilitate detection of anomalous activity in a timely manner and that will allow the agency to understand the potential impact of events. Such policies and procedures shall: (a) Establish and manage a baseline of network operations and expected data flows for users and systems (DE.AE-1 ). (b) Detect and analyze anomalous events to determine attack targets and methods (DE.AE-2). 
I. Monitor unauthorized wireless access points when connected to the agency internal network, and immediately remove them upon detection. 

2. Implement procedures to establish accountability for accessing and modifying exempt, or confidential and exempt data stores to ensure inappropriate access or modification is detectable. 
(c) Aggregate and correlate event data from multiple sources and sensors (DE.AE-3). 
(d) Determine the impact of events (DE.AE-4). 
(e) Establish incident alert thresholds (DE.AE-5). 
(2) Security Continuous Monitoring. Each agency shall determine the appropriate level of monitoring that ·wm occur regarding IT resources necessary to identify cybersecurity events and verify the effectiveness of protective measures. Such activities shaII include: 
(a) Monitoring the network to detect potential cybersecurity events (DE.CM-1 ). 
(b) Monitoring for unauthorized IT resource connections to the internal agency network. 
(c) Monitoring the physical environment to detect potential cybersecurity events (DE.CM-2). 
(d) Monitoring user activity to detect potential cybersecurity events (DE.CM-3). 
(e) Monitoring for malicious code (DE.CM-4). 
(f) Monitoring for unauthorized mobile code (DE.CM-5). 
(g) Monitoring external service provider activity to detect potential cybersecurity events (DE.CM-6). (h) Monitoring for unauthorized personnel, connections, devices, and software (DE.CM-7). 
(i) Perfonning vulnerability scans (DE.CM-8). These shall be a part of the SDLC. 
(3) Detection Processes. Each agency shall maintain and test detection processes and procedures to ensure timely and adequate awareness of anomalous events. These procedures shall be based on assigned risk and include the following: (a) Defining roles and responsibilities for detection to ensure accountability (DE.DP-1 ). 
(b) Ensuring that detection activities comply \Vith alJ applicable requirements (DE.DP-2). 



(c) Testing detection processes (DE.DP-3). 
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(d) Communicating event detection infom1ation to stakeholders that should or must receive this information (DE.DP-4). 
(e) Continuously improving detection processes (DE.DP-5). 

RulemaJ..'ing Authority 282.318(5) FS. Law Implemented 282.318(3) FS. History---,\'ew 3--10-16. 

74-2.005 Respond. 
The respond function of the FCS is visually represented as such: 

Function Cate~ory Subcategory 
Response Planning (RP) RS.RP-I: Execute response plan durin}1; or after an event 

RS.CO-I: Ensure that personnel know their roles and order of operations when a 
response is needed 
RS.CO-2: Report events consistent with established criteria 

Communications (CO) RS.CO-3: Share information consistent with response plans 
RS.CO-4: Coordinate with stakeholders consistent with response plans 
RS.CO-5: Engage in voluntary information sharing with external stakeholders to 

Respond 
achieve broader cybersecurity situational awareness 
RS.AN-I: Investigate notifications from detection systems (RS) 
RS.AN-2: Understand the impact of incidents Analysis (AN) 
RS.AN-3: Perform forensic analysis 
RS.AN-4: Cate~orize incidents consistent with response plans 
RS.MI-I: Contain incidents 

Mitigation (MI) RS.MI-2: Mitigate incidents 
RS.MI-3: Mitigate newly identified vulnerabilities or document accepted risks 

Improvements (IM) 
RS .IM- I : Incorporate lessons learned in response plans 
RS.IM-2: Periodically update response strategies 

(I) Response Planning. Each agency shall establish and maintain response processes and procedures and validate execution 
capability to ensure timely agency .response for detected cybersecurity events. Each agency shall execute a response plan during or 
after an event (RS.RP-I). 

(a) Agencies shall establish a Computer Security Incident Response Team (CSIRT) to respond to suspected computer security 
incidents. CSIRT members shaU convene immediately, upon notice of suspected computer security incidents. Responsibilities of 
CSIRT members include: 

1. Convening at least quarterly to revie\v, at a minimum, established processes and escalation protocols. 
2. Receiving training at least annually on cybersecurity threats, trends. and evolving practices. Training shall be coordinated as a 

part of the infom1ation security program. 
3. CSIRT membership shall include, at a minimum, a member from the information security team, the CIO (or designee), and a 

member from the Inspector General's Office. For agencies that are Health Information Portability and Accountability Act (HIPAA) 
covered entities as defined by 45 CFR 164.103, CSIRT membership shall also include the agency's designated HIPAA privacy 
official or their designee. The CSIRT team shall report findings to agency management. 

4. The CSIRT shall determine the appropriate response required for each suspected computer security incident. 
5. The agency security incident reporting process must include notification procedures, established pursuant to Section 50 I. 17], 

F.S., Section 282.318, F.S., and as specified in executed agreements with external parties. For reporting incidents to AST and the 
Cybercrime Office (as established within the Florida Department of Law Enforcement via Section 943.0415, F.S.), the following 
reporting timeframes shall be followed: 

Ratin~ Initial Notification Definition of Effect Ratin2 
Minimal Monthly a2:gregate Effect on IT resources managed by internal processes 
Low Weekly Minimal effect on IT resources 
Medium One business day Moderate effect on IT resources 



Hi h Within 4 hours Severe effect on IT resources or delivery of services 
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Critical Inunediatel f encies or delive of services 
(2) Communications. Each agency shall coordinate response activities with internal and external stakeholders, as appropriate, to 

include external support from Jaw enforcement agencies. Each agency shall: 
(a) Inform workers of their roles and order of operations when a response is needed (RS.CO-I). 
(b) Require that events be reported consistent with established criteria and in accordance with agency incident reporting 

procedures. Criteria shal] require immediate reporting, inc.luding instances of Jost identification and authentication resources 
(RS.C0-2). 

(c) Share information, consistent with response plans (RS.C0-3). 
(d) Coordinate with stakeholders, consistent with response plans (RS.C0-4). 
(e) Establish communications with external stakeholders to share and receive infonnation to achieve broader cybersecurity 

situational awareness (RS.C0-5). Where technology permits, enable automated security alerts. Establish processes to receive, assess, 
and act upon security advisories. 

(3) Analysis. Each agency shall conduct analysis to adequately respond and support recovery activities. Related activities 
include: 

(a) Each agency shall establish notification thresholds and investigate notifications from detection systems (RS.AN-1 ). 
(b) Each agency shall assess and identify the impact of the incident (RS.AN-2). 
(c) Each agency shall perform forensics, where deemed appropriate (RS.AN-3). 
( d) Each agency shall categorize incidents, consistent with response plans (RS .A.N-4). Each incident report and analysis, 

including findings and corrective actions, shall be documented. 
(4) Mitigation. Each agency shall perform incident mitigation activities. The objective of incident mitigation activities shaII be 

to: attempt to contain and prevent recurrence of incidents (RS.Ml-I); mitigate incident effects and eradicate the incident (RS.MI-2); 
and address vulnerabilities or document as accepted risks. 

(5) Improvements. Each agency shall improve organizational response activities by incorporating lessons ]earned from current 
and previous detection/response activities into response plans (RS.IM-I). Agencies shall update response strategies in accordance 
with agency-established policy (RS.IM-2). 

Rulemaking Authority 282.318(5) FS. law Implemented 282.318(3) FS. History---New 3-10-16. 

74-2.006 Recover. 
The recover function of the FCS is visually represented as such: 

Function Category Subcategory 
Recovery PlanninJ;?; (RP) RC.RP-I: Execute recovery plan during or after an event 

Improvements (IM) 
RC.IM~ I: Incorporate lessons learned in recovery plans 
RC.IM-2: Periodically update recovery strategies 

Recover (RC) RC.CO-I: Manage public relations 

Communications (CO) 
RC.C0-2: Repair reputation after an event 
RC.C0-3: Communicate recovery activities to internal stakeholders and 
executive and management teams 

(1) Recovery Planning. Each agency shall execute and maintain recovery processes and procedures to ensure timely restoration 
of systems or assets affected by cybersecurity events. Each agency shall: 

(a) Execute a recovery plan during or after an event (RC.RP-I). 
(b) Mirror data and soft,vare, essential to the continued operation of critical agency functions, to an off-site location or regularly 

back up a current copy and store at an off-site location, 
(c) Develop procedures to prevent loss of data~ and ensure that agency data, including unique copies, are backed up. 
( d) Document disaster recovery plans that address protection of critical IT resources and provide for the continuation of critical 

agency functions in the event of a disaster. Plans shall address shared resource systems. which require special consideration, \vhen 
interdependencies may affect continuity of critical agency functions. 
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(e) IT disaster recovery plans shall be tested at least annually: results of the annual exercise shall document plan procedures that 
were successful and specify any modifications required to improve the plan. 

{2) Improvements. Each agency shall improve recovery planning and processes by incorporating lessons learned into future 
activities. Such activities shall include: 

(a) Incorporating lessons learned in recovery plans (RC.IM~ I). 
(b) Updating recovery strategies (RC.IM-2). 
(3) Communications. Each agency shall coordinate restoration activities with internal and external parties, such as coordinating 

centers, Internet Senrice Providers, owners of attacking systems, victims, other CSIR Ts, and vendors. Such activities shaJI include: 
(a) Managing public relations (RC.CO-I). 
(b) Attempts to repair reputation after an event, if applicable (RC.C0-2). 
{c) Communicating recovery activities to stakeholders, internal and external where appropriate (RC.C0-3). 

RulemakingAutho1ity 282318(5) FS. Law Implemented 282.318(3) FS. History-New 3-10-16. 



ATTACHMENT 1 
PAGE 73 OF 75 

Terry L. Rhodes 
Executive Director 

FLORIDi 
Rick Scott 

Governor 

- - - - - - - - -! - - ,. - - - - - - - - - - -

Pam.Bondi 
Attorney General 

2900 Apalachee Parkway 
Tallahassee, Florida 32399-0500 
www.flhsmv.gov 

HIGHWAY SAFETY .AND MOTOR VEHICLES 

Jeff Atwater 
Chief Financial Officer 

Adam Putnam 
Commissioner of Agriculture 

I. 

II. 

Data Access Technical Specifications Questionnaire 

Agency: Palm Beach County Board of County Commissioners 

Access Method or Condition. The Requesting Party shall attest to their respective statutory eligibility by completing 

the Florida Department of Highway Safety and Motor Vehicles Request for Exempt Personal information in a Driver 

License/Motor Vehicle Record form. 

Access Specifications. Please provide a description of the specific data being requested, the statutory authority/DPPA 

exemption, and which method of receiving the data is being requested in the space below: 

Description of specific data needed 
Description of specific use of data, to include statutory 

and/or DPPA authority to receive data. 

1. Drivers license eligibility check For determining the eligibility of driver 
(Batch process) license of current and prospective new hires 

operating government vehicles. Status 
checks will be provided through the 
DSS600, Batch/FTP process. 

2. Drivers license eligibility check For validating Palm Tran's bus operator and 
(Web Access) Paratransit driver licenses via the Public 

Access webservice. 

Ill. Method of receiving/accessing data: 

Public Access / Web service: This service provides basic driver information and eligibility. It also provides motor vehicle 

information. This service is available to private agencies for $0.50 per record search and is at no charge for governmental 

agencies. 

Driver Transcript/ Web Service: 3 year, 7 year and complete driver license transcripts are available through this service. 

This service is available to private, city and county agencies for $8.00 for a 3 year transcript and $10.00 for a 7 year or 

complete transcript per record. Transcripts are provided at no charge to law enforcement agency, federal and state 

agencies. 

------------------------------------------------------------------------------------------
• Service • Integrity • Courtesy • Professionalism • Innovation • Excellence • 

An Equal Opportunity Employer 
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The requestor's software communicates with our software over the Internet; The API specification for the driver transcripts 
and public access web service can be found within the following URL: https://betaservices.flhsmv.gov/transcripts/ and URL: 
https://betaservices.flhsmv.gov/PublicAccess/. Access is by a user id and a password. There is no web page, as such, for the 
user. 

Batch/FTP: The requestor submits a file with multiple records that they want matched through a standard file transfer 
protocol (SFTP) from their server to one of ours. Our processes pulls the file, run a program or series of programs, and 
return matching records or records meeting established criteria by FTP for the requestor to pick up. Driver license 
transcripts, DL status check, motor vehicle records, can be provided in this process also. Note: the requesting party must 
transition to web services as they become available for these processes. 

We have different kinds of FTP processes to suit your various needs. A few are listed below. 

DMS485 - This program provides a driver transcript. This program reviews each record and returns transcripts for only 
those driver records who have had a sanction or a conviction added onto their record within the past 1, 3, 6,12 24 or 
36 month (lookback) period. A transcript will NOT be returned on those drivers who do not meet the above criteria. 
Transcripts requested can be ($8.00) 3 year, ($10.00) 7 year or ($10.00) complete; $2.00 for record not found and $0.01 for 
a DL# not meeting the criteria. 

D5S600/605 - This does not provide a driver transcript but will provide pertinent information only on those drivers whose 
status is ineligible. You will receive such information as the type of sanction, reason, and effective date. A response will 
not be given on eligible drivers. License type is NOT provided in the output file. A fee of .50 for each inquiry whose status is 
ineligible and a fee of .01 for all drivers whose status is eligible. This service is free to all government agencies. 

DTR060 - Driver license transcript programs/ Returns transcripts on all DL# provided, no criteria set. This service is available 
to private entities, city, county and governmental agencies for $8.00 for a 3 year transcript and $10.00 for a 7 year or 
complete transcript per record. Transcripts are at no charge to LEA, federal and state agencies. 

DL/MV database - We also provide a Driver License and Motor Vehicle Database for $0.01 per record, with weekly or 
monthly updates. 

Payment process: Automatic debits to your bank account will be made whenever the services are utilized. Prior to setup 
for above services, a debit authorization form should be completed by you and your banking institution and returned to us. 
This will allow DHSMV to debit your account. Please note that there is no other method of payment when utilizing the 
above services for a charge. 



Entity or Agency name: 

Palm Beach Board of County Commissioners 

Entity or Agency Address: 

301 N Olive Ave 
City, State, Zip: 

West Palm Beach, FL 33401 

Printed/Typed Name 

Signature of Autho:ized Official _.,, n 
011L5Stc ~ a 

Melissa McKinlay 

Title 

Mayor 

E-Mail Address 

MMcKinlay@pbcgov.org 

Phone Number 

561-355-2206 

Web Application Access 
Contact information of the person and serves as liaison for DHSMV 

Printed/typed Name 

Yunus Kazi 

E-Mail Address 

ykazi@pbcgov.org 

Phone Number 

561-335-3409 

APPROVED AS TO FORM 
AND LEGAL SUFF . \ENCY 
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If you are not a governmental agency, please include the company's articles of incorporation or certificate with the Florida Division of 
Corporations along with FEIN number 

FEIN Number 


