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Agenda ltem #: 3U-2
PALM BEACH COUNTY
BOARD OF COUNTY COMMISSIONERS
AGENDA ITEM SUMMARY

Meeting Date: October 7, 2025 [x] Consent [ TRegular
[ ]1Public Hearing [ ] Workshop
Department: Information Systems Services (1SS)
Submitted by: Information Systems Services
Submitted for: Information Systems Services
. EXECUTIVE BRIEF

Motion and Title: Staff recommends motion to:
A) rescind Interlocal Agreement (IA) R2019-1395;

B) approve the replacement IA for hosting services with the Children Services Council
of Palm Beach County (CSC) for an annual revenue of $44,910; and

C) delegate authority to the County Administrator or designee to approve and execute
Task Orders associated with these services, up to a maximum dollar value of $50,000

per Task Order, that do not substantiaily change the scope of work, terms or conditions
of the IA.

Summary: CSC has an existing |A with Palm Beach County (R2019-1395) for hosting
services. The County recommends rescinding the existing IA and replacing it with an 1A
for a period of one (1) year with four (4) automatic one (1)-year renewals unless notice is
given by either party. This new IA which includes updated contract terms, language, and
increased data storage, resulting in small changes in monthly charges fee on annual
revenue of $44,910. The Florida LambdaRail, LLC has approved connection of CSC to
the Florida LambdaRail network. District 3 (DB)

Background and Justification: This |A provides CSC updated contract terms,
language, and increased various data storage.

Attachments:

1. Interlocal Agreement with the Children Services Council of Palm Beach County (3)

2. Copy of Interlocal Agreement R2019-1395, dated September 10, 2019

3. Agreement with Florida LambdaRail LLC for the connection of the Children Services
Council of Palm Beach County to the Florida LambdaRail network

Recommended by: } 5 7 - 24

Chief Information Officer Date

Approved by: //%/ 7/ /ﬂi/l,s

Deputy €ounty Administrator Date




Il. FISCAL IMPACT ANALYSIS

A. Five Year Summary of Fiscal Impact

Fiscal Years 2026 2027 2028 2029 2030
Capital

Expenditures $0 0 0 0 0
Operating Costs $0 0 0 0 0
External Revenues ($44.910) ($44.910) (344.910) ($44.910) ($44.910)
Program Inc (County) 0 0 0 0 0
In-Kind Match(County) 0 0 0 0 0

NET FISCAL IMPACT ($44.910) ($44.910) ($44.910) ($44,9_10) ($44.910)
# Additional FTE

Positions (Cumulative) ¢} 0 Q 0 0
Is ltem Included in Current Budget? Yes_ X No
Does this item include the use of Federal Funds? Yes No_ X
Does this item include the use of State Funds? Yes No_ X
Revenue Budget Number: Fund 0001 Dept 480 Unit 1300 RevSrc 4900

B. Recommended Sources of Funds / Summary of Fiscal Impact

Assumes a start date of Oct 2025, the FY 2026 revenue of $44,910 is calculated as
follows:

Monthly Total
Rate Months Revenue
Total Production $2,842.50 12 $34,110
Total Disaster Recovery $900 12 $10,800
Total $44,910

C. Department Fiscal Review: @i W G(} 9 .

1. VIE@ bOMMEENS

A. OFMB Fiscal and/or Contract Development & Contrpl Commepts:
) -
L e Tt Gt i
YA

A0 g
OFMB O&’Pr Q\\U Contract Adyjﬁistration 2h 2t 2L
B. Legal Sufficiency:

A alplur

Assistant County Attorney

C: Other Department Review:

Department Director

THIS SUMMARY IS NOT TO BE USED AS A BASIS FOR PAYMENT.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Interlocal Agreement

This Interlocal Agreement (“Agreement”) for information technology (“IT”) services is entered
into this lq'_ﬂj_day of w@bei\’ , 2025, by and between Children’s Services Council of
Palm Beach County (“LOCAL GOVERNMENT”) and Palm Beach County (“COUNTY”) a
political subdivision of the State of Florida. This Agreement rescinds existing Agreement for IT

Services R2019-1395, dated September 10, 2019.

WHEREAS, Section 163.01, Florida Statutes, known as the “Florida Interlocal Cooperation Act
of 1969,” authorizes local governments to make the most efficient use of their powers by enabling
them to cooperate with other localities on a basis of mutual advantage and thereby to provide
services and facilities that will harmonize geographic, economic, population and other factors
influencing the needs and development of local communities; and

WHEREAS, Part I of Chapter 163, Florida Statutes, permits public agencies to enter into
Agreements with each other to jointly exercise any power, privilege, or authority which such
agencies share in common and which each might exercise separately; and

WHEREAS, the LOCAL GOVERNMENT and the COUNTY have recognized the need for the
LOCAL GOVERNMENT to obtain IT services (“IT”) for the purpose of gaining access to IT
resources at a cost savings due to the ability of COUNTY to leverage its resources for the greater
good of citizens of COUNTY, the State of Florida, and any public sector organization that can
benefit from these services; and

WHEREAS, in recognizing these facts, the LOCAL GOVERNMENT and the COUNTY desire
to enter into such an agreement which provides for the joint use of such IT assets and establishes
policies for its use by each organization.

NOW, THEREFORE, in consideration of the mutual covenants herein contained and for other
good and valuable consideration, the parties do mutually agree as follows:

Section 1 Purpose

The purpose of this Agreement is to provide IT services to the LOCAL GOVERNMENT for the
purposes described in the attached Exhibit A.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Section 2 Approval

The COUNTY approves of the LOCAL GOVERNMENT’s participation in the use of the
COUNTY’s IT resources and any other services as specified in the attached Exhibit A.

Section 3 Exhibits

The attached Exhibit A made a part hereof, delineates the services to be provided to the LOCAL
GOVERNMENT by the COUNTY through its Information Systems Services (ISS) Department,
1dentifies the roles and responsibilities of the COUNTY and the LOCAL GOVERNMENT in this
regard, and sets forth an issue, communication, escalation and resolution process, as well as
methodologies for billing and paying the quarterly service charges for IT services.

Section 4 Term

The term of this Agreement including Exhibit A, unless terminated as provided in Section 6 herein,
18 for a period of one (1) year with four (4) automatic one year renewals. The effective date is the
date of approval by the Board of County Commissioners.

Section 5 Resale of IT Services

The LOCAL GOVERNMENT shall not share or resell any portion of the COUNTY’s IT
Infrastructure or Services in any manner not approved of in this Agreement or without explicit
written consent from Palm Beach County, which consent shall not be unreasonably withheld.

Section 6 Termination

COUNTY reserves the right to terminate this Agreement, at any time, for lack of funding, cause
or convenience upon thirty (30) days’ notice to LOCAL GOVERNMENT. LOCAL
GOVERNMENT may terminate this Agreement for lack of funding, cause or convenience upon
thirty (30) days’ notice to COUNTY. The parties acknowledge that LOCAL GOVERNMENT
shall sustain no damages, of any kind or character, as a result of the termination of this Agreement.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Section 7 Indemnification and Hold Harmless

The LOCAL GOVERNMENT shall indemnify, defend and hold harmless COUNTY, its agents,
employees and elected officers against all claims, liability, expense, loss, cost, damages or causes
of action of every kind or character, whether at trial or appellate levels or otherwise, arising out of
the acts or omissions of the LOCAL GOVERNMENT. Such liability is subject to the provisions
oflaw, including the limits included in Section 768.28, Florida Statutes, which sets forth the partial
waiver of sovereign iramunity to which governmental entities are subject. It is expressly
understood that this provision shall not be construed as a waiver of any right or defense that the
parties have under Section 768.28 or any other statute.

The parties to this Agreement acknowledge the potential of unlawful hacking to gain surreptitious
access into confidential systems. The COUNTY has deployed reasonable steps and safeguards as
part of a Network security program, but these systems may not be able to defeat every attempt to
gain unlawful access to applications or data. Each party is responsible for protecting its own
applications, databases, and servers. Each party, however, shall review each other's security
procedures and notify each other with reasonable promptness of concems or issues regarding the
same.

Section 8 Damage Caused by Disasters

Should the COUNTY"s IT infrastructure be damaged or destroyed by a natural or man-made event
to the extent that the cost to repair or replace these services becomes economically unfeasible, this
Agreement is automatically terminated at the sole discretion of the COUNTY, unless the
governing bodies of both the LOCAL GOVERNMENT and COUNTY authorize its continuation
and associated funding to repair or restore the affected area(s).

Section 9 Notice

Any notice, request, instruction, demand, consent, or other communication required or permitted
to be given under this Agreement shall be in writing and shall be delivered either by hand or by
certified mail, postage prepaid, and certified return receipt requested to the following addresses or
such other addresses as the parties may provide to each other in writing:

Pagegofn
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

To: CHILDREN’S SERVICES COUNCIL OF PALM BEACH COUNTY

Lisa Williams-Taylor, Ph.D., Chief Executive Officer
2300 High Ridge Rd

Boynton Beach, FL 33426

(Telephone: 561-740-7000)

Debra Gotlib, General Counsel
2300 High Ridge Rd

Boynton Beach, FL 33426
(Telephone: 561-740-7000)

With a copy to: Scott Davey, Director of Information Services
2300 High Ridge Rd
Boynton Beach, FL 33426
(Telephone: 561-374-7621)

To: COUNTY: County Administrator
¢/o Archie Satchell, Information Systems Services CIO
Palm Beach County Board of County Commissioners
301 N. Olive Avenue, 8% floor
West Palm Beach, FL. 33401
(Telephone: 561-355-2823)

With a copy to: County Attorney’s Office
Palm Beach County Board of County Commissioners
301 N. Olive Avenue, Suite 601
West Palm Beach, FL. 33401
(Telephone: 561-355-2225)

Section 10  Entire Agreement

This Agreement sets forth the entire agreement between the parties. There are no promises or
understandings other than those stated herein.

Section 11 Choice of Law and Venue
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

This Agreement shall be governed by the laws of the State of Florida. Unless otherwise agreed to
m writing by the parties, any and all legal action necessary to enforce the Agreement shall be held
m a court of competent jurisdiction located in Palm Beach County, Florida.

Section 12 Binding Agreement

This Agreement is binding upon the parties hereto, their heirs, successors, and assigns.

Section 13 Subject to Funding

Each party’s performance and obligations for subsequent fiscal years are contingent upon annual
appropriations for its purpose.

Section 14  Nondiscrimination

Both parties warrant and represent that all of its employees are treated equally during employment
without regard to race, color, religion, disability, sex, age, national origin, ancestry, marital status,
familial status, sexual orientation, or genetic information. The parties further warrant and
agree that no person shall be excluded from the benefits of or be subjected to any form of
discrimination under any activity carried out in the performance of this Agreement.

Section 15 Public Records

Notwithstanding anything contained herein, as provided under Section 119.0701, F.S., the LOCAL
GOVERNMENT shall comply with the requirements of Section 119.0701, Florida Statutes, as it
may be amended from time to time. The LOCAL GOVERNMENT is specifically required to:

A. Keep and maintain public records required by the COUNTY to perform services as
provided under this Agreement.

B. Upen request from the COUNTY’s Custodian of Public Records, provide the
COUNTY with a copy of the requested records or allow the records to be inspected
or copied within a reasonable time at a cost that does not exceed the cost provided
in Chapter 119 or as otherwise provided by law. The LOCAL GOVERNMENT
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Docusign Envelope 1D: EF54D90DB-2002-4E1D-8F8A-22F5E1E60295

Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

further agrees that all fees, charges and expenses shall be determined in accordance
with Palm Beach County PPM CW-F-002, Fees Associated with Public Records
Requests, as it may be amended or replaced from time to time.

C. Ensure that public records that are exempt, or confidential and exempt from public
records disclosure requirements are not disclosed except as authorized by law for
the duration of the agreement term and following completion of the Agreement, if
the LOCAL GOVERNMENT does not transfer the records to the public agency.

D. Upon completion of the Agreement, the LOCAL GOVERNMENT shall transfer,
at no cost to the COUNTY, all public records in possession of the LOCAL
GOVERNMENT unless notified by COUNTY’s representative/liaison, on behalf
of the COUNTY’s Custodian of Public Records, to keep and maintain public
records required by the COUNTY to perform the service. If the LOCAL
GOVERNMENT transfers all public records to the COUNTY upon completion of
the Agreement, the LOCAL GOVERNMENT shall destroy any duplicate public
records that are exempt, or confidential and exempt from public records disclosure
requirements. If the LOCAL GOVERNMENT keeps and maintains public records
upon completion of the Agreement, the LOCAL GOVERNMENT shall meet all
applicable requirements for retaining public records. All records stored
electronically by the LOCAL GOVERNMENT must be provided to COUNTY,
upon request of the COUNTY’s Custodian of Public Records, in a format that is
compatible with the information technology systems of COUNTY, at no cost to
COUNTY.

Failure of the LOCAL GOVERNMENT to comply with the requirements of this article shall be a
material breach of this Agreement. COUNT'Y shall have the right to exercise any and all remedies
available to it, including but not limited to, the right to terminate for cause. LOCAL
GOVERNMENT acknowledges that it has familiarized itself with the requirements of Chapter

119, F.8., and other requirements of state law applicable to public records not specifically set forth
herein.

IF THE LOCAL GOVERNMENT HAS QUESTIONS REGARDING THE
APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO THE
LOCAL GOVERNMENT’S DUTY TO PROVIDE PUBLIC RECORDS
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

RELATING TO THIS AGREEMENT, PLEASE CONTACT THE
CUSTODIAN OF PUBLIC RECORDS AT RECORDS REQUEST, PALM
BEACH COUNTY PUBLIC AFFAIRS DEPARTMENT, 301 N. OLIVE
AVENUE, WEST PALM BEACH, FL 33401, BY E-MAIL AT
RECORDSREQUEST@PBC.GOY OR BY TELEPHONE AT 561-355-6680.

Section 16 Access and Audits

The LOCAL GOVERNMENT shall maintain records relating to this Agreement for at least five
(5) years after completion or termination of this Agreement. The COUNTY shall have access to
such books, records, and documents as required in this section for the purpose of inspection or
audit during normal business hours, at any of the LOCAL GOVERNMENT'S places of business.
Section 17  Inspector General

Palm Beach County has established the Office of the Inspector General in Palm Beach County
Code, Section 2-421 - 2-440, as may be amended. The Inspector General’s authority includes but
is not limited to the power to review past, present and proposed COUNTY contracts/agreements,
transactions, accounfs and records, to require the production of such records, and to audit,
investigate, monitor, and inspect the activities of the LOCAL GOVERNMENT, its officers,

agents, employees, and lobbyists in order to ensure compliance with contract/agreement
requirements and detect corruption and fraud.

Failure to cooperate with the Inspector General or interference or impeding any investigation shall
be in violation of Palm Beach County Code, Section 2-421 — 2-440, and punished pursuant to
Section 125.69, Florida Statutes, in the same manner as a second degree misdemeanor.

Section 18 Regulations, Licensing Requirements

The LOCAL GOVERNMENT shall comply with all laws, ordinances and regulations applicable
to the services contemplated herein, to include those applicable to conflict of interest and collusion.
The LOCAL GOVERNMENT is presumed to be familiar with all federal, state and local laws,
ordinances, codes and regulations that may in any way affect the services offered.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Section 19  No Third Party Beneficiary

No provision of this Agreement is intended to, or shall be construed to create any third party
beneficiary or to provide any rights to any person or entity not a party to this Agreement, including
but not limited to any citizen or recipient, or official, employee, or volunteer of either party.

Section 20 No Agency

Nothing contained herein is intended to nor shall create an agency relationship between the
COUNTY and LOCAL GOVERNMENT.

Section 21  No Assignability

Neither this Agreement nor any obligation hereunder shall be assigned, subcontracted, transferred
or otherwise encumbered by LOCAL GOVERNMENT, without the prior written consent of the
COUNTY.

Section 22  Amendments

None of the provisions, terms and conditions contained in this Agreement may be added to,
modified, superseded or otherwise altered, except by written instrument executed by the parties
hereto,

Section 23  Waiver

If the COUNTY shall waive any provisions of the Agreement or fail to enforce any of the
conditions or provisions of this Agreement, such waiver shall not be deemed a continuing waiver
and shall never be construed as such; and the COUNTY shall thereafter have the right to insist
upon the enforcement of such conditions or provisions.

Section 24  Continuing Obligations

Duties or obligations that are of a continuing nature extending beyond the Agreement’s expiration
or termination, including but not limited to those set forth in Section 7, shall survive the

Agreement’s termination or expiration.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Section 25 Joint Preparation

'The preparation of this Agreement has been a joint effort of the parties, and the resulting document
shall not be construed more severely against one of the parties than the other.

Section 26 Severability

If any term or provision of this Agreement, or the application thereof to any person or
circumstances shall, to any extent, be held invalid or unenforceable, the remainder of this
Agreement, or the application of such terms or provision, to persons or circumstances other than
those as to which it is held invalid or unenforceable, shall not be affected, and every other term
and provision of this Agreement shall be deemed valid and enforceable to the extent permitted by
law.

Section 27 Scrutinized Companies

As provided in F.S. 287.135(2)(a), by entering into this Agreement, LOCAL GOVERNMENT
certifies that it, its affiliates, suppliers, subcontractors and consultants who will perform or benefit
hereunder, have not been placed on the Scrutinized Companies that boycott Israel List, or is
engaged in a boycott of Israel, pursuant to F.S. 215.4725.

When agreement value is greater than $1 million: As provided in F.S. 287.135, by entering
into this Agreement or performing any work in furtherance hereof, the LOCAL GOVERNMENT
certifies that it, its affiliates, suppliers, subcontractors and consultants who will perform hereunder,
have not been placed on the Scrutinized Companies With Activities in Sudan List or Scrutinized
Companies With Activities in The Iran Petroleam Energy Sector List created pursuant to F.S.
215.473 or is engaged in business operations in Cuba or Syria.

If the COUNTY determines, using credible information available to the public, that a false
certification has been submitted by LOCAL GOVERNMENT, this Agreement may be terminated
and a civil penalty equal to the greater of $2 million or twice the amount of this Agreement shall
be imposed, pursuant to F.S. 287.135. Said certification must also be submitted at the time of
Agreement renewal, if applicable.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

Section 28  Public Entity Crimes

As provided in F.S. 287.132-133, by entering into this agreement or performing any work in
furtherance hereof, the LOCAL GOVERNMENT certifies that it, its affiliates, suppliers,
subcontractors and consultants who will perform hereunder, have not been placed on the convicted
vendor list maintained by the State of Florida Department of Management Services within the 36
months immediately preceding the date hereof. This notice is required by F.S. 287.133(3)(a).

Section 29 Counterparts

This Agreement, including the exhibits referenced herein, may be executed in one or more
counterparts, all of which shall constitute collectively but one and the same Agreement. The
COUNTY may execute the Agreement through electronic or manual means. LOCAL
GOVERNMENT shall execute by manual means only, unless the COUNTY provides otherwise.

Section 30 E-Verifv — Emplovment Eligibili

LOCAL GOVERNMENT warrants and represents that it is in compliance with section 448.095,
Florida Statutes, as may be amended. No later than January 1, 2021, LOCAL GOVERNMENT
shail register with and use the E-Verify System (E-Verify.gov), to electronically verify the
employment eligibility of all newly hired workers. COUNTY shall terminate this Contract if it
has a good faith belief that LOCAL GOVERNMENT has knowingly violated Section 448.09(1),
Florida Statutes, as may be amended.

Balance of page left intentionally blank
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

IN WITNESS WHEREOQF, the COUNTY and LOCAL GOVERNMENT have each caused this
Agreement to be executed by its duly authorized official as of the date first set forth above.

ATTEST:
PALM BEACH COUNTY
Palm Beach County, By Its

Clerk & Comptroller Board of County Commissioners
By: By:

Deputy Clerk Maria G. Marino, Mayor
(SEAL)
APPROVED AS TO LEGAL APPROVED AS TO TERMS AND
SUFFICIENCY CONDITIONS

. By: .
County Attorney Archie Satchell, CIO, ISS

CHILDREN’S SERVICES COUNCIL OF PALM BEACH COUNTY

DecuSigned by:

Lisa. w[UimeTM’UV‘, pil).

-
By‘ EPEERCOACRIORART.

Lisa Williams-Taylor, Ph.D.
Chief Executive Officer

APPROVED AS TO LEGAL
SUFFICIENCY

BocuSigned by

Dbsra Cotlile

SEDBREIRB4DEAGL

Debra Gotlib
General Counsel

By:
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

EXHIBIT A

PALM BEACH COUNTY INFORMATION SYSTEMS SERVICES
HOSTING SERVICES: PRODUCTION AND DISASTER RECOVERY

The purpose of this Exhibit is to delineate the hosting services to be provided to the LOCAL
GOVERNMENT by the COUNTY to identify the roles and responsibilities of the COUNTY and
the LOCAL GOVERNMENT in this regard, to establish a problem resolution and issue
escalation procedure, and to specify associated costs and payment requirements.

These hosting services originally commenced on November 16, 2010.
Section A: General Requirements for Hosting Services

Hosting services must be approved by both the COUNTY and the LOCAL GOVERNMENT if said
connection affects the entire network. However, all hosting services must meet the agreed upon
technical specifications.

Section B: Description of Services

A. Baseline services from the COUNTY for Hosting Services will include:

1. ongoing maintenance of ISS server and SAN equipment in the COUNTY
infrastructure;

2. physical system security on the ISS server and SAN equipment providing Server
Hosting services to LOCAL GOVERNMENT;

3. server and SAN design;
4. acquisition and management of server and SAN assets;

5. acquisition and ownership of operating system and database licenses for all
hardware providing Server Hosting services to LOCAL GOVERNMENT;

6. server and SAN equipment maintenance;
7. server and SAN security on ISS side of demarcation point;
8. monitoring of server and SAN performance;

Pageiof11
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County

10.

11.

Re: Paim Beach County Server Hosting and Disaster Recovery

trouble reporting and tracking;

maintenance of the environmental factors in the facilities housing equipment
crucial to the health and stability of the Server Hosting infrastructure, including
air conditioning, power conditioning, and UPS equipment; and

disaster recovery protection, system reliability, and stability during power
outages.

B. LOCAL GOVERNMENT Responsibilities will include:

acquiring licenses for all third-party software outside of the operation system and
database software within part A above;

scheduling service-related or special service requests in advance;

adhering to pre-defined maintenance schedule for operating system maintenance
services;

providing ISS with minimum 48 hour notice for non-scheduled maintenance
unless that maintenance is required by critical emergency. All non-scheduled
maintenance will be performed outside normal business hours Monday ~ Friday,
8:00am to 5:00pm;

assuring that the COUNTY system will not be compromised via the application
layer of the computing environment. If any COUNTY system is compromised via
the application layer, ISS will disconnect the server producing the compromised
position, after informing LOCAL GOVERNMENT’s designated Point of Contact
(POC) with reasonable advanced notice, if appropriate. It is LOCAL
GOVERNMENT’s responsibility to address both the compromised system as well

as the associated service outage.

Section C: Server Hosting Design

The proposed system is be housed within the computer room of the COUNTY's Emergency
Operation Center. The system is designed with full redundanc—:y throughout the entire structure.
This includes redundancy from the firewalls all the way through to the clustered database.
System backups are also part of the design with both the server VMs and the SQL database being
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

backed up to Cohesity Backup Software Solutions nightly. A backup is stored on-premise as well
as the cloud.

The system design schematic is depicted below.

e piendiD Ditadate Replcsted
ISCEOCR0ROYISS_CICPROD

Tranachon/RD Dtabare. Cohesity 5OL
CHEOSTLOTINYS SR Backups.

There are two front-end virtual Web servers which are load balanced as the application entry
point. The servers reside in the COUNTY DMZ, which is surrounded by firewalls for security.
The servers are the latest version of MS Server with I1IS services load balanced utilizing the
COUNTY’s F5 appliances. The web servers are backed up to the COUNTY Cohesity appliance
and versioned every evening.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

Behind the web servers in the DMZ is a SQL database cluster made up of two physical servers
rinning the latest version of MS SQL Server with clustered services. The cluster is configured as
active-passive. The SQL storage resides in a SAN. Since the database and server are hosted
within the COUNTY’s private network, it will be highly secure behind two sets of firewalls.

System responsibilities will be shared with ISS providing full system administration services
along with continuous monitoring and 7 by 24 on-call support. LOCAL GOVERNMENT shall be
responsible for application administration.

Section D: Disaster Recovery

In order to improve the resilience of LOCAL GOVERNMENT’s applications, a Disaster Recovery
(DR) site operates outside the local area, within the Northwest Regional Data Center (NWRDC)
in Tallahassee, Florida.

The DR infrastructure is comprised of one front-end virtual Web server within a DMZ and back
ended with a virtual SQL database server utilizing standardized SAN technology. Replication is
accomplished for the virtual server replication in VMware. The SQL data replication is handled
with SAN replication technology.

In the event of a disaster, system activation shall be a manual process with system availability
provided, but at a reduced capacity from that of the daily production system. System activation

decisions will be the sole responsibility of LOCAL GOVERNMENT staff.

In the event of an activation request, DR procedures will entail several tasks as follows:

1. replication of the web server and database at the NWRDC shall be stopped and
the database shutdown;

2. the DR database shall be started as a production operational database instance;
3. the replication virtual web server shall be started; and
4. connectivity to the environment and data shall be tested and approved for use by

LOCAL GOVERNMENT appointed staff.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

Section E:  Availability of Hosting Services

The COUNTY will provide the LOCAL GOVERNMENT with access to the COUNTY’s hosting
services as provided herein. The COUNTY’s goal will be to provide §9.9% availability. The
COUNTY reserves the right to prioritize its maintenance and recovery efforts, while at the same
time providing availability to the LOCAL GOVERNMENT.

In the event that hosting services availability is documented by the COUNTY and declared by
the LOCAL GOVERNMENT to be less than 99.9% for two (2) consecutive months, the LOCAL
GOVERNMENT shall not be liable for service charges beyond the date of said declaration of
non-performance until service is satisfactorily restored. The reduction of previously paid or
dismissal of unpaid service fees will be caleunlated on a pro-rata basis.

Section F: Protocol for Reporting Hosting Services Problems

All service issues should first be reported to the LOCAL GOVERNMENT’s IT support staff, If
the LOCAL GOVERNMENT's initial diagnosis of the reported problem indicates that it is related
10 hosting services (e.g., connection lost, slow response time) rather than a problem at the
application, server, or desktop computer level, the IT technician should immediately report the
service problem to the COUNTY Network Operations Center at 561-355-HELP (4357). All
service problems reported by the LOCAL GOVERNMENT will be recorded and tracked in the
COUNTY'’s Automated Help Desk System until problem resolution and service restoration.
Response time service levels are established at the time the call is reported based on the severity
of the issue. The service level target for problem diagnosis and response to the LOCAL
GOVERNMENT is within one (1) hour of the reported problem. The COUNTY also employs an
escalation process for problems which are not resolved according to the established standards.

Section G: Threshold Criteria for Service Level Priorities

Priorvity | o oo e
e o o Service or Component . |- Status
Level (.~ o IR AR L

1 Web Server Down

1 Database Server Down
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

1 Universal Site Application Down

2 Application at Specific Site Not Responding
3 Web Server and/or Database Server Responding Slow
3 Server Backup Software Down

Section H: Response Notification Levels

Based upon the defined priority levels in Section I, the table below reflects the ISS response
time. ISS maintains a 24/7 production environment and the Network Cperations Center is
staffed during the entire time period to document problems and contact support staff,

S y . . Response Type = | - ISS Notification
Level : S o
1 Immediate 24/7
2 Job Queue / High Priority 24/7
. o Normal ISS Business Hours
3 Job Queue / High Priority
(M — F, 7:00am to 6:00pm)

SectionI: Access for Hosting Services and Maintenance

Each party shall coordinate with the other party and obtain prior written approval from
appropriate party designee as to the time of any planned maintenance, repair, or installation
work. During normal business hours, the COUNTY shall ensure that all the COUNTY personnel
or contractors representing the COUNTY are authorized to access LOCAL GOVERNMENT
hosting services. On weekends, holidays, or after normal business hours, the COUNTY's
representative shall call the LOCAL GOVERNMENT to report any emergency that requires
access to any LOCAL GOVERNMENT hosting services. The LOCAL GOVERNMENT shall make
reasonable efforts to confirm access of the COUNTY s personnel as quickly as possible.
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The COUNTY represents that it has verified that neither the COUNTY nor the COUNTY's

contractors, nor any of their respective employees, agents, or representatives who have been
convicted or who are currently under investigation for a crime delineated in Florida Statutes
§435.04 shall have access to LOCAL GOVERNMENT hosting services under the Agreement.

Section J: Confidentiality

Subject to the provisions of the Florida Statues governing public records, the COUNTY agrees that
it shall treat all personal information and other records that reside in any of the hosted databases
provided by LOCAL GOVERNMENT as confidential information and, except as required by law,
will not transmit or distribute any such data or information, reports or other like output covered
under this Agreement fo any other party without the prior written consent of LOCAL
GOVERNMENT providing such data to the COUNTY, with the COUNTY acknowledging such
consent may be withheld al LOCAL GOVERNMENT's sole discretion. Additionally, subject to
Section N of this Agreement, upon termination of this Agreement, the COUNTY agrees to purge
or erase all such information from all databases within thirty (30) days following termination of
this Agreement. The COUNTY agrees it shall maintain security and privacy of all data entered
into the hosted databases in accordance with applicable Federal and Florida Statutes and
Regulations.

Upon termination of this Agreement, the COUNTY shall provide all data to LOCAL
GOVERNMENT in an agreed upon electronic format at no additional fee unless LOCAL
GOVERNMENT provides written notice that it does not want to receive such information. The
COUNTY shall also provide, within said thirty (30) day period, data residing in hosted databases
provided LOCAL GOVERNMENT notifies the COUNTY in writing at least twenty (20) days prior
to termination of LOCAL GOVERNMENT's desire to obtain such data; any fee providing such
shall not exceed $60.00.

The COUNTY agrees that all information communicated to the COUNTY by LOCAL
GOVERNMENT with respect to the hosted applications will be held in confidence, except when
material has been made public by LOCAL GOVERNMENT, or is public record pursuant to the
Florida Public Record Law and not subject to an exemption there under. The COUNTY has been
provided by LOCAL GOVERNMENT with a copy of Section 817.568l, Florida Statues. Any
information or material, regardless of form, furnished by LOCAL GOVERNMENT for the
COUNTY's use, remains the sole property of LOCAL GOVERNMENT.
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Re: Palm Beach County Server Hosting and Disaster Recovery

Section K: Issue Escalation Contacts

Palm Beach County ISS
Palm Beach COUNTY 24x7 Network Services Help Desk: 561-355-HELP (4357)

April Warren, Senior Manager
561-355-6777 (office)
561-358-5783 (cell)
amwarren(aphe. gov

Santhosh Samuel, Director of ISS Platform Services
561-355-6268 (office)

772 262-5245 (cell)

ssamuel@pbe.goy

Archie Satchell, Chief Information Officer of ISS
561-355-3275 (office)

561-310-8273 (cell)

asatchelli@nbe.gov

LOCAL GOVERNMENT Information Services
Hours of Operation: M-F, 8am to 5pm.

Robert Kurimski, Chief Technology Officer
561-374-7643 (Office)

561-7077-9785 (Cell)
Robertkurimski@cscphe.ors

Scott Davey, Director of Information Systems
561-974-7621 (Office)
Scott.davevi@oscpbe.ors

Section L: Fees and Charges for Hosting Services

One of the goals of this Agreement is to establish the lowest competitive pricing for the
COUNTY’s hosting services provided to the LOCAL GOVERNMENT.
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The COUNTY will serve as project manager and incur all costs associated with the installation of
hosting equipment. The LOCAL GOVERNMENT will be responsible for reimbursement to the
COUNTY of said costs, as listed and described in the Table below under “Installation Charges”.
Service charges, as listed and described in the Table below, will be assessed on a monthly basis,

and the COUNTY will invoice the LOCAL GOVERNMENT quarterly.

LOCAL GOVERNMENT Hosting Services and Billing Matrix

Server Hosting — Production

Web Servers - Dual
Processor Quad Core

(3 servers @ $375 each
monthly)

12/1/2010%

8 Gb 150 Gb

$0

$1,125

$13,500

Database Servers -~ Dual
Processor Quad Core
{2 servers @ $525 each

Y

monthly) i

12/1/2010

8 Gb 250 Gb

$0

$1,050

$12,600

1 Development Servers -
Dual Processor Quad Core
{1 server @ $525 each
monthly)

4/1/2012

8Gb 250 Gb

50

3525

$6,300

Primary Data Storage —
Production Data
$0.10 per Gb per month

4/1/2024

30

$110

$1,320

Backup Data Storage —
Production Data
$0.025 per Gb per month

4/1/2024

30

$27.50

3330

Data Transport to Northwest
Regional Data Center

$0.05 per (b per month
(over 1TB)

4/1/2024

$0

$5

$60

TOTAL -
PRODUCTION

80

$2,842.5

534,116

Server Hosting —

Disaster Recovery

Web Servers - Dual
Processor Quad Core

(x servers @ $375 each
monthly)

4/1/2012

8 Gb 150 Gb

$0

$375

$4,500

Database Servers - Dual
Processor Quad Core

{2 servers @ $525 each
monthly)

4/1/2012

8Gb 250 Gb

80

3525

$6,300

TOTAL - DISASTER
RECOVERY

50

5900

$10,800
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

Explanation of Charges:

Installation Charges — This is an estimated cost. The actual final cost for this installation will
be billed to the LOCAL GOVERNMENT as a one-time invoice based on (1) the billing
statement from the vendor for this work and (2) the actual cost to COUNTY of the
equipment installed and labor.

Monthly COUNTY Charges — The monthly charge paid by the LOCAL GOVERNMENT
based on the COUNTY Rate Sheet for Network Services.

Annual Charges - The total annual recurring charges, excluding installation charges, paid by
the LOCAL GOVERNMENT,

* Original web server hosting start date is 12/1/2010 with 2 web servers. On 4/1/2012 an additional
web server was added for a total of 3.

The COUNTY shall submit quarterly invoices to the LOCAL GOVERNMENT which shall include
a reference to this Agreement and identify the amount due and payable to the COUNTY.
Payment will be made in accordance with the Florida Local Government Prompt Payment Act,
as amended, which also establishes a process and remedies for non-compliance.

Section M: Additional IT Services

Upon request for assistance, the ISS Director may, at the Director’s discretion, permit staff
resources to assist the LOCAL GOVERNMENT in the execution of certain information
technology responsibilities. These additional services can be requested by submitting a Task
Order (Attachment 1). These services will be charged at the rate of $125/hour with a not-to-
exceed cost of $50,000 per Task Order. These services may also require the purchase of
additional resources, including but not limited to hardware and software. The LOCAL
GOVERNMENT is responsible for all associated costs for these additional resources. An
estimate for each Task Order will be available upon request by the LOCAL GOVERNMENT. The
LOCAL GOVERNMENT agrees to fully reimburse the COUNTY for all costs associated with the
rendering of the COUNTY staff assistance and/or information technology resources. If the cost
of services exceeds $50,000, the Task Order shall be approved by the Board of COUNTY
Commissioners.

Page 10 of 11




Docusign Envelope ID: EF54D9DB-2002-4E1D-8FBA-22F5E1E60295

Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Server Hosting and Disaster Recovery

Section N: Annual Review of Fees and Charges

The COUNTY reserves the right to review the fees and charges included in this Exhibit on a
yearly basis and make appropriate rate adjustments. Should an adjustment be warranted, sixty
(60) days notice will be provided. Any such rate adjustments shall be reduced to writing via an
Amendment to be executed by all parties.
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ATTACHMENT 2
Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Hosting Service: Production and Disaster Recovery

yta 172458
IntfesH“cal Agre emek ;

,(

This Interlocal Agreement (“Agreement™) for information technology (“IT7) services is entered
into this __day of SEP 1 ¢ 20 , 2019, by and between Children’s Services Council of
Palm Beach County (“LOCAL GOVERNMENT”) and Palm Beach County (“COUNTY™) a
political subdivision of the State of Florida. This Agreement rescinds existing Agreement for IT
Services R2015-1721, dated December I, 2015.

WHEREAS, Section 163.01, Florida Statutes, known as the “Florida Interlocal Cooperation Act
of 1969, authorizes local governments to make the most efficient use of their powers by enabling
them to cooperate with other localities on a basis of mutual advantage and thereby to provide
services and facilities that will harmonize geographic, economic, population and other factors
influencing the needs and development of local communities; and

WHEREAS, Part I of Chapter 163, Florida Statutes, permits public agencies to enter into
Agreements with each other to jointly exercise any power, privilege, or authority which such
agencies share in common and which each might exercise separately; and

WHEREAS, the LOCAL GOVERNMENT and the COUNTY have recognized the need for the
LOCAL GOVERNMENT to obtain IT services (“IT™) for the purpose of gaining access to IT
resources at a cost savings due to the ability of COUNTY to leverage its resources for the greater
good of citizens of COUNTY, the State of Florida, and any public sector organization that can
benefit from these services; and

WHEREAS, in recognizing these facts, the LOCAL GOVERNMENT and the COUNTY desire
to enter into such an agreement which provides for the joint use of such IT assets and establishes
policies for its use by each organization.

NOW, THEREFORE, in consideration of the mutual covenants herein contained and for other
good and valuable consideration, the parties do mutually agree as follows:

Section 1 Purpose

The purpose of this Agreement is to provide IT services to the LOCAL GOVERNMENT for the
purposes described in the attached Exhibit A.
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Agreement with Palm Beach County and Children’s Services Co uncil of Palm Beach County
Re: Palm Beach County Hosting Service: Production and Disaster Recovery

Section 2 Approval

The COUNTY approves of the LOCAL GOVERNMENT’s participation in the use of the
COUNTY’s IT resources and any other services as specified in the attached Exhibit A.

Section 3 Exhibit

The attached Exhibit A made a part hereof, delineates the services to be provided to the LOCAL
GOVERNMENT by the COUNTY through its Information Systems Services (13S) Department,
identifies the roles and responsibilities of the COUNTY and the LOCAL GOVERNMENT in this
regard, and sets forth an issue, communication, escalation and resolution process, as well as
methodologies for billing and paying the quarterly service charges for IT services.

Section 4 Term
The term of this Agreement including Exhibit A, unless terminated as provided in Section 6 herein,
is for a period of one (1) year with four (4) automatic one year renewals. The effective date is the

date of approval by the Board of County Commissioners.

Section 5 Resale of IT Services

The LOCAL GOVERNMENT shall not share or resell any portion of the COUNTY’s IT
Infrastructure or Services in any manner not approved of in this Agreement or without explicit
written consent from Palm Beach County, which consent shall not be unreasonably withheld.

Section 6 Termination

COUNTY reserves the right to terminate this Agreement, at any time, for lack of funding, cause
or convenience upon thirty (30) days’ notice to LOCAL GOVERNMENT. LOCAL
GOVERNMENT may terminate this Agreement for lack of funding, cause or convenience upon
thirty (30) days’ notice to COUNTY. The parties acknowledge that LOCAL GOVERNMENT
shall sustain no damages, of any kind or character; as a result of the terrnination of this Agreement.
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Hosting Service: Production and Disaster Recovery

Section 7 Indemnification and Hold Harmless

The LOCAL GOVERNMENT shall indemnify, defend and hold harmless COUNTY, its agents,
employees and elected officers against all claims, liability, expense, loss, cost, damages or causes
of action of every kind or character, whether at trial or appellate levels or otherwise, arising out of
the acts or omissions of the LOCAL GOVERNMENT. Such liability is subject to the provisions
of law, including the limits included in Section 768.28, Florida Statutes, which sets forth the partial
waiver of sovereign immunity to which governmental entities are subject. It is expressly
understood that this provision shall not be construed as a waiver of any right or defense that the

parties have under Section 768.28 or any other statute.

The parties to this Agreement acknowledge the potential of unlawful hacking to gain surreptitious
access into confidential systems. The COUNTY has deployed reasonable steps and safeguards as
part of a Network security program, but these systems may not be able to defeat every attempt to
gain unlawful access to applications or data. Each party is responsible for protecting its own
applications, databases, and servers. Each party, however, shall review each other's security
procedures and notify each other with reasonable promptness of concerns or issues regarding the

same.

Section 8 Damage Caused by Disasters

Should the COUNTY’s IT infrastructure be damaged or destroyed by a natural or man-made event
to the extent that the cost to repair or replace these services becomes economically unfeasible, this
Agreement is automatically terminated at the sole discretion of the COUNTY, unless the
governing bodies of both the LOCAL GOVERNMENT and COUNTY authorize its continuation
and associated funding to repair or restore the affected area(s).

Section 9 Notice
Any notice, request, instruction, demand, consent, or other communication required or permitted
to be given under this Agreement shall be in writing and shall be delivered either by hand or by

certified mail, postage prepaid, and certified return receipt requested to the following addresses or

such other addresses as the parties may provide to each other in writing:
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County

Re: Palm Beach County Hosting Service: Production and Disaster Recovery

To: CHILDREN’S SERVICES COUNCIL OF PALM BEACH COUNTY

With a copy to:

To: COUNTY:

With a copy to:

Lisa-Williams-Taylor, Ph.D., Chief Executive Officer
2300 High Ridge Road

Boynton Beach, FL 33426

(Telephone: 561-740-7000)

Tom Sheehan, General Counsel
2300 High Ridge Road
Boynton Beach, FL 33426
{Telephone: 561-740-7000)

Scott Davey, Director of Information Services
2300 High Ridge Road

Boynton Beach, FI. 33426

(Telephone: 561-374-7621)

Verdenia C. Baker, County Administrator

¢/o Archie Satchell, Information Systems Services CIO
Palm Beach County Board of County Commissioners
301 N. Olive Avenue, 8" floor

West Palm Beach, FL. 33401

(Telephone: 561-355-2823)

County Attorney’s Office

Palm Beach County Board of County Commissioners
301 N. Olive Avenue, Suite 601

West Palm Beach, FL 33401

(Telephone: 561-355-2225)

Section 10 Entire Agreement

This Agreement sets forth the entire agreement between the parties. There are no promises or

understandings other than those stated herein.
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Re: Palm Beach County Hosting Service: Production and Disaster Recovery

Section 11 Choice of Law and Venue

This Agreement shall be governed by the laws of the State of Florida. Unless otherwise agreed to
in writing by the parties, any and all legal action necessary to enforce the Agreement shall be held
in a court of competent jurisdiction located in Palm Beach County, Florida.

Section 12 Binding Agreement
This Agreement is binding upon the parties hereto, their heirs, successors, and assigns.
Section 13 Subject to Funding

Each party’s performance and obligations for subsequent fiscal years are contingent upon annual
appropriations for its purpose.

Section i4 Nondiscrimination

Both parties warrant and represent that all of its employees are treated equally during employment
without regard to race, color, religion, disability, sex, age, national origin, ancestry, marital status,
familial status, sexual orientation, gender identity and expression, or genetic information. The
parties further warrant and agree that no person shall be excluded from the benefits of or be
subjected to any form of discrimination under any activity carried out in the performance of this
Agreement.

Section 15 Audits and Public Records

LOCAL GOVERNMENT acknowledges that its records relating to this Agreement are public
records for the purposes of Chapter 119, F.S., and that it will comply and maintain such records in
accordance with Florida’s public records laws. LOCAL GOVERNMENT shall maintain records,
documents and other evidence to sufficiently establish its performance under this Agreement.
Such records shall be maintained in Palm Beach County for at least three (3) years after the
termination of this Agreement. If any inquiry, investigation, audit or litigation is underway at any
time during the three (3) year period, LOCAL GOVERNMENT shall continue to maintain and
preserve the records until the resolution of the inquiry, investigation, audit or litigation. The
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COUNTY has the right, upon reasonable request and during normal business hours, to inspect,

examine or copy said records.

Section 16 Inspector General

Palm Beach County has established the Office of the Inspector General in Palm Beach County
Code, Section 2-421 — 2-440, as may be amended. The Inspector General’s authority includes but
is not limited to the power to review past, present and proposed COUNTY contracts/agreements,
transactions, accounts and records, to require the production of such records, and to audit,
investigate, monitor, and inspect the activities of the LOCAL GOVERNMENT, its officers,
agents, employees, and lobbyists in order to ensure compliance with contract/agreement
requirements and detect corruption and fraud.

Failure to cooperate with the Inspector General or interference or impeding any investigation shall
be in violation of Palm Beach County Code, Section 2-421 ~ 2-440, and punished pursuant to

Section 125.69, Florida Statutes, in the same manner as a second degree misdemeanor.

Section 17 Regulations, Licensing Requirements

The LOCAL GOVERNMENT shall comply with all laws, ordinances and regulations applicable
to the services contemplated herein, to include those applicable to conflict of interest and collusion.
The LOCAL GOVERNMENT is presumed to be familiar with all federal, state and local laws,
ordinances, codes and regulations that may in any way affect the services offered.

Section 18 No Third Party Beneficiary

No provision of this Agreement is intended to, or shall be construed to create any third party
beneficiary or to provide any rights to any person or entity not a party to this Agreement, including
but not limited to any citizen or recipient, or official, employee, or volunteer of either party.

Section 19 No Agency

Nothing contained herein is intended to nor shall create an agency relationship between the
COUNTY and LOCAL GOVERNMENT.
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Section 20  No Assignability

Neither this Agreement nor any obligation hereunder shall be assigned, subcontracted, transferred
or otherwise encumbered by LOCAL GOVERNMENT, without the prior written consent of the
COUNTY.

Section 21 Amendments

None of the provisions, terms and conditions contained in this Agreement may be added to,
modified, superseded or otherwise altered, except by written instrument executed by the parties
hereto.

Section 22  Waiver
If the COUNTY shall waive any provisions of the Agreement or fail to enforce any of the
conditions or provisions of this Agreement, such waiver shall not be deemed a continuing waiver

and shall never be construed as such; and the COUNTY shall thereafter have the right to insist
upon the enforcement of such conditions or provisions.

Section 23 Continuing Obligations
Duties or obligations that are of a continuing nature extending beyond the Agreement’s
expiration or termination, including but not limited to those set forth in Section 7, shall survive

the Agreement’s termination or expiration.

Section 24  Joint Preparation

The preparation of this Agreement has been a joint effort of the parties, and the resulting document
shall not be construed more severely against one of the parties than the other.
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Section 25 Severability

If any term or provision of this Agreement, or the application thereof to any person or
circumstances shall, to any extent, be held invalid or unenforceable, the remainder of this
Agreement, or the application of such terms or provision, to persons or circumstances other than
those as to which it is held invalid or unenforceable, shall not be affected, and every other term
and provision of this Contract shall be deemed valid and enforceable to the extent permitted by

law,

Balance of page left intentionally blank
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County ISS Services

IN WITNESS WHEREOQF, the COUNTY and LOCAL GOVERNMENT have each caused this
Agreement to be executed by its duly authorized official as of the da;fe first set forth above.

ATTEST: Mo e SEP 1 ¢ 2018

Sharon R. Bock, Clerk & Comptroller

[RECIRN

By: f/} O ol ]
Deputy Ciiei‘lé
av;

(SEAL)

APPROVED AS TO FORM AND
LEGAL SUFFICIENCY

By: ”":/

Children’s Services Council
of Palm Beach County

By %}

Lisa Williams-Taylor, Ph.D.
Chief Executive Officer

APPROVED AS TO FORM AND
LEGAL SUFFICIENCY

=Y e VY T

By: ] e Ao Fhecken oI
Thomas Sheehan
General Counsel

Palm Beach County, By Its
Board of County Commissioners

# it
By: <k oo /|

Mack Bernard, Mayor

APPROVED AS TO TERMS AND
CONDITIONS

By: AN

Archie Satchell
Chief Information Officer

By:
Scott Davey, Director
Information Systems
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Agreement with Palm Beach County and Children’s Services Council of Palm Beach County
Re: Palm Beach County Hosting Service: Production and Disaster Recovery

EXHIBIT A

PALM BEACH COUNTY INFORMATION SYSTEMS SERVICES
HOSTING SERVICES: PRODUCTION AND DISASTER RECOVERY

The purpose of this Exhibit is to delineate the hosting services to be provided to the LOCAL
GOVERNMENT by the COUNTY to identify the roles and responsibilities of the COUNTY and
the LOCAL GOVERNMENT in this regard, to establish a problem resolution and issue
escalation procedure, and to specify associated costs and payment requirements.

These hosting services originally commenced on October 16, 2010.

Section A: General Requirements for Hosting Services

Hosting services must be approved by both the COUNTY and the LOCAL GOVERNMENT if said
connection affects the entire network. However, all hosting services must meet the agreed upon
technical specifications.

Section B: Description of Services

A, Baseline services from the COUNTY for Hosting Services will include:

1. ongoing maintenance of ISS server and SAN equipment in the COUNTY
infrastructure;
2. physical system security on the ISS server and SAN equipment providing Server

Hosting services to LOCAL GOVERNMENT;

3. server and SAN design;
4. acquisition and management of server and SAN assets;
5. acquisition and ownership of operating system and database licenses for all

hardware providing Server Hosting services to LOCAL GOVERNMENT;

6. server and SAN equipment maintenance;
7. server and SAN security on ISS side of demarcation point;
8. monitoring of server and SAN performance;
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10,

11.

trouble reporting and tracking;

maintenance of the environmental factors in the facilities housing equipment
crucial to the health and stability of the Server Hosting infrastructure, including
air conditioning, power conditioning, and UPS equipment; and

disaster recovery protection, system reliability, and stability during power
ocutages.

LOCAL GOVERNMENT Responsibilities will inelude:

acquiring licenses for all third-party software outside of the operation system and
database software within part A above;

scheduling service-related or special service requests in advance;

adhering to pre-defined maintenance schedule for operating system maintenance

services;

providing ISS with minimum 48 hour notice for non-scheduled maintenance
unless that maintenance is required by critical emergency. All non-scheduled
maintenance will be performed outside normal business hours Monday — Friday,
8:00am 1o 5:00pm;

assuring that the COUNTY system will not be compromised via the application
layer of the computing environment. If any COUNTY system is compromised via
the application layer, 1SS will disconnect the server producing the compromised
position, after informing LOCAL GOVERNMENT's designated Point of Contact
{POC) with reasonable advanced notice, if appropriate. It is LOCAL
GOVERNMENT’s responsibility to address both the compromised system as well
as the associated service outage.
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Section C: Server Hosting Design

The proposed system is be housed within the computer room of the COUNTY's Emergency
Operation Center. The system is designed with full redundancy throughout the entire structure.
This includes redundancy from the firewalls all the way through to the clustered database.
System backups are also part of the design with both the server VMs and the SQL database being
backed up to LTO2 tape nightly utilizing Veritas NetBackup. A backup disk appliance by Data

Domain is used for VM server version retention.

The system design schematic is depicted below.
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There are two front-end virtual Web servers which are load balanced as the application entry
point. The servers reside in the COUNTY DMZ, which is surrounded by firewalls for security.
The servers are the latest version of MS Server with IIS services load balanced utilizing the
COUNTY's F5 appliances. The web servers are backed up to the COUNTY Data Domain

appliance and versioned every evening.

Behind the web servers in the DMZ is a SQL database cluster made up of two physical servers
running the latest version of MS SQL Server with clustered services. The cluster is configured as
active-active to provide the highest level of redundancy. The SQL storage resides in a SAN using
RAID 10 technologies. Since the database and server are hosted within the COUNTY's private
network, it will be highly secure behind two sets of firewalls.

System responsibilities will be shared with 1SS providing full system administration services
along with continuous monitoring and 7 by 24 on-call support. LOCAL GOVERNMENT shall be
responsible for application administration.

Section D: Disaster Recovery

In order to improve the resilience of LOCAL GOVERNMENT’s applications, a Disaster Recovery
(DR) site operates outside the local area, within the Northwest Regional Data Center (NWRDC)
in Tallahassee, Florida.

The DR infrastructure is comprised of one front-end virtual Web server within a DMS and back
ended with a virtual SQL database server utilizing standardized SAN technology. Replication is
accomplished for the virtual server utilizing a tool, V-replicator from VMware. The SQL data
replication is handled with Microsoft log shipping technology on a 4-hour schedule.

In the event of a disaster, system activation shall be a manual process with system availability
provided, but at a reduced capacity from that of the daily production system. System activation

decisions will be the sole responsibility of LOCAL GOVERNMENT staff.

Tn the event of an activation request, DR procedures will entail several tasks as follows:
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1. replication of the web server and database at the NWRDC shall be stopped and

the database shutdown;
2. the DR database shall be started as a production operational database instance;
3. the replication virtual web server shall be started; and
4. connectivity to the environment and data shall be tested and approved for use by

LOCAL GOVERNMENT appointed staff.

Section E:  Availability of Hosting Services

The COUNTY will provide the LOCAL GOVERNMENT with access to the COUNTY’s hosting
services as provided herein. The COUNTY'’s goal will be to provide 99.9% availability. The
COUNTY reserves the right to prioritize its maintenance and recovery efforts, while at the same
time providing availability to the LOCAL GOVERNMENT.

In the event that hosting services availability is documented by the COUNTY and declared by
the LOCAL GOVERNMENT to be less than 99.9% for two (2) consecutive months, the LOCAL
GOVERNMENT shall not be liable for service charges beyond the date of said declaration of
non-performance until service is satisfactorily restored. The reduction of previously paid or
dismissal of unpaid service fees will be calculated on a pro-rata basis.

Section F:  Protocol for Reporting Hosting Services Problems

All service issues should first be reported to the LOCAL GOVERNMENT's IT support staff. If
the LOCAL GOVERNMENT’s initial diagnosis of the reported problem indicates that it is related
to hosting services (e.g., connection lost, slow response time) rather than a problem at the
application, server, or desktop computer level, the IT technician should immediately report the
service problem to the COUNTY Network Operations Center at 561-355-HELP (4357). All
service problems reported by the LOCAL GOVERNMENT will be recorded and tracked in the
COUNTY’s Automated Help Desk System until problem resolution and service restoration.
Response time service levels are established at the time the call is reported based on the severity
of the issue. The service level target for problem diagnosis and response to the LOCAL
GOVERNMENT is within one (1) hour of the reported problem. The COUNTY also employs an
escalation process for problems which are not resolved according to the established standards.
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Section G: Threshold Criteria for Service Level Priorities

Priority .
Level Service or Component Status

1 Web Server Down

1 Database Server Down

1 Universal Site Application Down

2 Application at Specific Site Not Responding
3 Web Server and/or Database Server Responding Slow
3 Server Backup Software Down

Section H: Response Notification Levels

Based upon the defined priority levels in Section I, the table below reflects the ISS response
time. ISS maintains a 24/7 production environment and the Network Operations Center is
staffed during the entire time period to document problems and contact support staff.

Priority . .
Response Type ISS Notification
Level

1 Immediate 24/7

2 Job Queue / High Priority 24/7
JobQ | High Priori Normal ISS Business Hours

ob Queue / High Priori
3 B v (M - F, 7:00am 1o 6:00pm)
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Section I:  Access for Hosting Services and Maintenance

Each party shall coordinate with the other party and obtain prior written approval from
appropriate party designee as to the time of any planned maintenance, repair, or instailation
work. During normal business hours, the COUNTY shall ensure that all the COUNTY personnel
or contractors representing the COUNTY are authorized to access LOCAL GOVERNMENT
hosting services. On weekends, holidays, or after normal business hours, the COUNTY's
representative shall call the LOCAL GOVERNMENT to report any emergency that requires
access to any LOCAL GOVERNMENT hosting services. The LOCAL GOVERNMENT shall make
reasonable efforts to confirm access of the COUNTY's personnel as quickly as possible.

The COUNTY represents that it has verified that neither the COUNTY nor the COUNTY's

contractors, nor any of their respective employees, agents, or representatives who have been
convicted or who are currently under investigation for a crime delineated in Florida Statutes
8435.04 shall have access to LOCAL GOVERNMENT hosting services under the Agreement.

Section J: Confidentiality

Subject to the provisions of the Florida Statues governing public records, the COUNTY agrees
that it shall treat all personal information and other records that reside in any of the hosted
databases provided by LOCAL GOVERNMENT as confidential information and, except as
required by law, will not transmit or distribute any such data or information, reports or other
like output covered under this Agreement to any other party without the prior written consent of
LOCAL GOVERNMENT providing such data to the COUNTY, with the COUNTY acknowledging
such consent may be withheld al LOCAL GOVERNMENT's sole discretion. Additionally, subject
to Section N of this Agreement, upon termination of this Agreement, the COUNTY agrees to
purge or erase all such information from all databases within thirty (30) days following
termination of this Agreement. The COUNTY agrees it shall maintain security and privacy of all
data entered into the hosted databases in accordance with applicable Federal and Florida

Statutes and Regulations.
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Upon termination of this Agreement, the COUNTY shall provide all data to LOCAL
GOVERNMENT in an agreed upon electronic format at no additional fee unless LOCAL
GOVERNMENT provides written notice that it does not want to receive such information. The
COUNTY shall also provide, within said thirty (30} day period, data residing in hosted databases
provided LOCAL GOVERNMENT notifies the COUNTY in writing at least twenty (20) days prior
to termination of LOCAL GOVERNMENT's desire to obtain such data; any fee providing such
shall not exceed $60.00.

The COUNTY agrees that all information communicated to the COUNTY by LOCAL
GOVERNMENT with respect to the hosted applications will be held in confidence, except when
material has been made public by LOCAL GOVERNMENT, or is public record pursuant to the
Florida Public Record Law and not subject to an exemption there under. The COUNTY has been
provided by LOCAL GOVERNMENT with a copy of Section 817.568l, Florida Statues. Any
information or material, regardless of form, furnished by LOCAL GOVERNMENT for the
COUNTY's use, remains the sole property of LOCAL GOVERNMENT.

Section Kz Issue Escalation Contacts

Palm Beach County ISS
Palm Beach COUNTY 24x7 Network Services Help Desk: 561-355-HELP (4357)

Jenise Link, Senior Manager
561-355-6119 (office)
772-766-1309 (cell)

jlink@pbegov.org

Michael Butler, Director of ISS Network Services
561-355-4601 (office)
561-722-0850 (cell)

mbutler@pbegov.org

Archie Satchell, Chief Information Officer of ISS
561-355-3275 (office)
772-979-6607 (cell)

asatchell@pbcgov.org
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LOCAL GOVERNMENT Information Services
Hours of Operation: M-F, 8am to 5pm.

Robert Kurimski, Chief Technology Officer
561-374-7643 (office)

561-707-9785 (cell)

robert. kurimski@cscpbe.org

Scott Davey, Director of Information Systems
561-374-7621 (office)
Scott.davev@cscpbe.org

Section L: Fees and Charges for Hosting Services

One of the goals of this Agreement is to establish the lowest competitive pricing for the
COUNTY's hosting services provided to the LOCAL GOVERNMENT.

The COUNTY will serve as project manager and incur all costs associated with the installation of
hosting equipment. The LOCAL GOVERNMENT will be responsible for reimbursement to the
COUNTY of said costs, as listed and described in the Table below under “Installation Charges”.
Service charges, as listed and described in the Table below, will be assessed on a monthly basis,
and the COUNTY will invoice the LOCAL GOVERNMENT quarterly.

LOCAL GOVERNMENT Hosting Services and Billing Matrix

Servce Category | Seriee | Memory | Storage | Ingilaton | Honely | A,

Server Hosting — Production

2 Web Servers - Dual

Processor Quad Core 12/1/2010 8 Gb 150 Gb $o $750 $9,000
S T —

I%r(]iitsas?;s(zu:? éiie pud 12/1/2010 8Gb 250 Gb $o _$1,050 $12,600

1 web Server - Dual 4/1/2012 8Gb 150 Gb $o $375 $4,500

Processor Quad Core

Pagegof 11



Agreement with Palm Beach County and Children’s Services Council of Palm Beach County

Re: Palm Beach County Hosting Service: Production and Disaster Recovery

. Service Installation | Monthly | Annual
Service Category Start Date Memory | Storage Charges Charges | Charges
1 Development Server —
Dual Professor Quad Core 4/1/2012 8Gb 250 Gb $o $525 $6,300
Primary Data Storage —
Production Data 4/1/2012 n/a 600 Gb $0 $60 720
TOTAL -
PRODUCTION $0 $2,760 | $33,120
Server Hosting — Disaster Recovery
1 Web Server - Dual
Processor Quad Core 4/1/2012 8Gb 150 Gb $0 $375 $4,500
1 Database Server — Dual
Processor Quad Core 4/1/2012 8 Gb 250 Gb $o 8525 $6,300
Backup Data Storage —
Production Data 4/1/2012 n/a 600 Gb %0 $15 $180
Data Transport to
Northwest Regional Data
Center 4/ 1/ 2012 n/ a 1Tb $o $o $o
TOTAL — DISASTER
RECOVERY $0 $915 | $10,980

Explanation of Charges:

Installation Charges — This is a one-time billable cost.

Monthly COUNTY Charges — The monthly charge paid by LOCAL GOVERNMENT based on the COUNTY Rate

Sheet for Remote Server Hosting Services.

Annual Charges - The total annual recurring charges, excluding installation charges, paid by LOCAL

GOVERNMENT.
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The COUNTY shall submit quarterly invoices to the LOCAL GOVERNMENT which shall include
a reference to this Agreement and identify the amount due and payable to the COUNTY.
Payment will be made in accordance with the Florida Local Government Prompt Payment Act,
as amended, which also establishes a process and remedies for non-compliance.

Section M: Additional IT Services

Upon request for assistance, the ISS Director may, at the Director’s discretion, permit staff
resourees to assist the LOCAL GOVERNMENT in the execution of certain information
technology responsibilities. These additional services can be requested by submitting a Task
Order (Attachment 1). These services will be charged at the rate of $125/ hour with a not-to-
exceed cost of $50,000 per Task Order. These services may also require the purchase of
additional resources, including but not limited to hardware and software. The LOCAL
GOVERNMENT is responsible for all associated costs for these additional resources. An
estimate for each Task Order will be available upon request by the LOCAL GOVERNMENT. The
LOCAL GOVERNMENT agrees to fully reimburse the COUNTY for all costs associated with the
rendering of the COUNTY staff assistance and/or information technology resources. If the cost
of services exceeds $50,000, the Task Order shall be approved by the Board of COUNTY

Comumissioners.

Section N: Annual Review of Fees and Charges

The COUNTY reserves the right to review the fees and charges included in this Exhibit on a
yearly basis and make appropriate rate adjustments. Should an adjustment be warranted, sixty
(60) days notice will be provided. Any such rate adjustments shall be reduced to writing via an
Amendment to be executed by all parties.
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EXHIBIT B

PATM BEACH COUNTY INFORMATION SYSTEMS SERVICES
HOSTING SERVICES: PRODUCTION AND DISASTER RECOVERY

The purpose of this Exhibit is to delineate the hosting services to be provided to the Children’s
Services Counddl of Palm Beach County {“CSC™) by Palm Beach County ISS (“County”} to identify
the roles and responsibilities of the County and the CSC in this regard, to establish a problem
resolution and issue escalation procedure, and to specify associated costs and payment
requirements.

These hosting services originally commenced on 11/16/2010.

Section A: General Requirements for Hosting Services

Hosting services must be approved by both the County and the CSC if said connection affects the
entire network. However, all hosting services must meet the agreed upon technical
gpecifications.

Section B: Descripticn of Services

A.  Baseline services from the County for Hosting Services will include:

I ongoing maintenance of 1SS server and SAN equipment in the County
infrastructure;

2. physical system security on the 153 server and SAN equipment providing Server

Hosting services to CSC;
3. server and SAN design;
4. acquisition and management of server and SAN assets;
5. acquisition and ownership of operating system and database licenses for all

hardware providing Server Hosting services to C8G;
6. server and SAN equipment maintenance;

7- server and SAN security on IS8 side of demarcation point;
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Re: Palm Beack County Hosting Service: Production and Disuster Recovery

monitoring of server and SAN performance;
trouble reporting and tracking;

maintenance of the environmental factors in the facilities housing equipment
crucial to the health and stability of the Server Hosting infrastructure, including
air conditioning, power conditioning, and UPS equipment; and

disaster recovery protection, system reliability, and stability during power
outages.

CSC Responsibilities will incinde:

acquiring licenses for all third-party software outside of the operation system and
database software within part A above;

scheduling service-related or special service requests in advance;

adhering to pre-defined maintenance schedule for operating system maintenance
services;

providing I18S with minimum 48 hour notice for non-scheduled maintenance
umless that maintenance is required by eritical emergenicy. All non-scheduled
maintenance will be performed outside normal business hours Monday — Friday,
8:00am to 5:o00pm;

assuring that the County system will not be compromised via the application
layer of the computing environment. I any County system is compromised via
the application layer, ISS will disconnect the server producing the compromised
position, after informing CSC's designated Point of Contact (POC) with
reasonable advanced nofice, i appropriate. It is CSC’s respansibility to address
both the compromised system as well as the associated service outage.

Section C: Server Hosting Design

The proposed system will be housed within the computer room of the County’s Emergency
Operation Center. The system is designed with full redundancy throughout the entire structure.
This includes redundancy from the firewalls all the way through to the clustered database.
System backups are also part of the design with both the server VMs and the SQL database being
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backed up to LTO2 tape nightly utilizing Veritas NetBackup. A backup disk appliance by Data
Domain will be used for VM server version retention.

The system design schematic is depicted in Section E., There will be two froat-end virtual Web
servers which will be load balanced as the application entry point. These servers will reside in
our DMZ area which is surrounded by firewalls for security. These servers will be MS Sexrver
2008 with IIS services load balanced utitizing our Fs appliances. These web servers will be
backed up to our Data Domain appliance and versioned every evening.

Behind the web servers in the DMZ will be a SQL database eluster made up of two physical
servers running MS SQL Server 2005 with clustered services. The cluster will be configured as
active-active to provide the highest level of redundancy. The SQL storage will reside in a SAN
using RAID 10 technologies. Sinee the database and server will be hosted within the County’s
private network, it will be highly secure behind two sets of firewalls.

System responsibilities will be shared with ISS providing full system administration services
along with continuous monitoring and 7 by 24 on-call support. CSC will be responsible for
application adrinistration.

Section D: Disaster Recovery

In order to improve the resilience of CSC's applications, the second phase of the systern design
will be 1o configure a2 Disaster Recovery {DR) site outside the local area. This DR structure will
reside within the Northwest Regional Data Center (NWRIDC) in Tallahassee, Florida.

The DR infrastructure will be comprised of one front-end virtual Web server within a DMS and
back ended with a virtual SQL database server utilizing standardized SAN technology.
Replication will be accomplished for the virtual server utilizing a tool, V-replicator from
VMware. The SQL data replication will bz handled with Microsoft log shipping technology ona
4-hour schedule.

In the event of a disaster, system activation will be a manual process with system availability
provided, but at a reduced capacity from that of the daily production system. System activation
decisions will be the sole responsibility of CSC staff.
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In the event of an activation request, DR procedures wiil entail several tasks as follows:

1. replication of the web server and database at the NWRDC will be stopped and the

database shutdown;

2, the DR database will be started as a production operational database instance;
3- the replication virtual web server will be started; and
4. connectivity to the environment and data will be tested and approved for use by

CSC appointed staff.

Section E: System Design Schematics
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Section F: Da ter Rel i

The County is anticipating moving to a new Data Center. The new Data Center will be located at
2601 Vista Parkway in West Palm Beach. The County will inform CSC of the planned move date
once it becomes available. 1S3 will coordinate with CSC for moving their Hosting Services for
Production and DR services to this location. The County will ensure CSC has an equivalent
infrastructure in place as originally outlined in this Exhibit.

Section G: i ity of i ervice;

The County will provide the CSC with access to the County’s hosting services as provided herein.
The County's goal will be to provide 99.0% availability. The County reserves the right to
prioritize its maintenance and recovery efforts, while at the same time providing availability to
the CSC.

In the event that hosting services availability is documented by the County and declared by the
C8C to be less than 99.9% for two (2) consecutive months, the CSC shall not be Hable for service
charges beyond the date of said declaration of non-performance until service is satisfactorily
restored. The reduction of previously paid or distissal of unpaid service fees will be caleulated
on a pro-rata basis.

Section H: Protecol for Reporting Hosting Services Problems

All service issues should first be reported to the CSC’s IT support staff. If the CSC’s initial
diagnosis of the reported problem indicates that itis related to hosting services (e.g., connection
lost, slow response time) rather than a problem at the application, server, or desktop computer
level, the IT technician should immediately report the service problem to the County Network
Operations Center at 561-355-HELP (4357). All service problems reported by the CSC will be
recorded and tracked in the County’s Automated Help Desk System until problem resolution
and service restoration. Response time service levels are established at the time the call is
reported based on the severity of the issue. The serviee level target for problem diagnosis and
response to the CSC is within one (1) hour of the reported problem. The County also employs an
escalation process for problems which are not resolved according to the established standards.
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Pi?:;ty Service or Component Status
1 ‘Web Server Down
1 Database Server Down
1 Universal Site Application Down
2 Application at Specific Site Not Regponding
3 Web Server and/or Database Server Responding Slow
3 Server Backup Software Down

Based upon the defined priority levels in Section I, the table helow reflects the 1SS response
time. ISS maintains a 24,7 production environment and the Network Operations Center is
staffed during the entire time petiod to document problems and contact support staff.

Priority nse Type | 1SS Notificatios
Level Respo cation
1 Immediate 24/7
2 Job Queue / High Priority 24/7
Normal ISS Business Hours
Job ne / High Priori
3 ob Quene / High Priority (M — F, 7:00am to 6:00pm)

SectionK: Access for Hosting Services and Maintenance

Each party shall coordinate with the other party and obtain prior written approval from
appropriate party designee as to the time of any planned maintenance, repair, or installation
work. During normal business hours, the County shall ensure that all the County personnel or
contractors representing the County are authorized to access CSC hosting services. On
weekends, holidays, or after normal business hours, the County’s representative shall call the
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CSC to report any emergency that requires aceess to any CSC hosting services. The C8C shall
make reasonable efforts to confirm access of the County’s personnel as quickly as possible.

The County represents that it has verified that netther the County nor the County’s contractors,
nor any of their respective employees, agents, or representatives who have been convicted or
who are currently under investigation for a crime delineated in Florida Statutes §435.04 shall
have access to CSC hosting services under the Agreement.

Section L: Confidentiality

Subject to the provisions of the Florida Statues governing public records, the County agrees that
it shall treat all personal information and other records that reside in any of the hosted
databases provided by CSC as confidential information and, except as required by law, will not
transmit or distribute any such data or information, reports or other like cutput covered under
this Agreement to any other party without the prior written consent of CSC providing such data
to the County, with the County acknowledging such consent may be withheld al CSC's sole
discretion. Additionally, subject to Section N of this Agreement, upon termination of this
Agreernent, the County agrees to purge or erase all such information from all databases within
thirty (30) days following termination of this Agreement. The County agrees it shall maintain
security and privacy of all data entered into the hosted databases in accordance with applicable
Federal and Florida Statutes and Regulations.

Upon termination of this Agreement, the County shall provide all data to CSC in an agreed upon
€lsctronic format at no additional fee unless CSC provides written notice that it does not want to
receive such information, The County shall also provide, within said thirty (30} day period, data
residing in hosted databases provided CSC notifies the County in writing at least twenty (20)
days prior to termination of CSC's desire to obtain such data; any fee providing such shall not
exceed $60.00.

The County agrees that all information communicated to the County by CSC with respect to the
hosted applications will be held in confidence, except when material has been made public by
CSC, or is public record pursuant to the Florida Public Record Law and not subjeet to am
exemption there under. The County has been provided by CSC with a copy of Section 817.568],
Florida Statues. Any information or material, regardless of form, furnished by CSC for the
County's use, remains the sole property of CSC,
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Section M: ue tion
P unty 1SS

Palm Beach County z24x7 Network Services Help Desk: 561-355-HELP (4357}

Santhosh Samuel, Senior Manager, Microsoft Platform
561-355-6268 (office)
561-628-2205 (cell)

Phil Davidson, Deputy Director of 1SS
561-355-3956 (office)
561-722-3349 (cell)

Steve Bordelon, Director of 1SS

561-355-2394 (office)
561-386-6239 {cell)

ion Se;

Hours of Operation: M-F, Bam to 5pm

Robert Rurimskd, Chief Technology Officer
561-374-7643 (office)
robert.kurimski@cscpbe.org

Seott Davey, Director of Information Systems
561-374-7621 (office)
scott.davey@escphe.org

Section N: Fees and Charges for Hosting Services

One of the goals of this Agreement s to establsh the lowest competitive pricing for the County’s
hosting services provided to the CSC.

The County will serve as project manager and incur all costs associated with the installation of

hosting equipment. The CSC will be responsible for reimbursement to the County of said costs,
as isted and deseribed in the Table below under “Installation Charges”.
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Service charges, as listed and described in the Table below, will be assessed on a monthly basis,
and the County will invoice the CSC quarterly.

CS8C Hosting Services and Billing Matrix
series Cacgary | Sevice | ngatation [ stomtty | pnmuat
Server Host (Production)
Setup Fee 12/1/2010 $ 5,000
2 Web Servers 12/1/2010 $ 500 $ 6,000
1_Additional Web Server 4/3/2012 $ 250 ¥ 3,000
2 Database Servers 12/1/a010 | . $ 1100 $ 13,200
Data Storage ~ 400GE actual 4/1/2012 $80 $ 960
ﬁgg;t?citgfage“l TB/Reporting [ /s 2012 $ 100 $1,200
PRODUCTION TOTALS: $ 5,000 $ 2,030 $ 24,360
Server Host (DR)
Setup Fee £/1/2012 $ 1,250
1. Web Server 4/1/2012 $ 200 $ 2,400
1 Database Scrver 4/1/2012 $ z00 $ 6,000
Access fee for NWRDC | 4/1f2012 $ 100 $ 1,200
Data Storage
400GB prod data & 1TB Reporting | 4/4/2012 $ 140 $ 1,680
1400GB x.10)
DISASTER RECOVERY TOTALS : $1.250 $ 940 % 11,280
anation of i
Installation Charges — This is a one-time billable cost paid in full by CSC under Reo10-1931.
oul arges — The monthly charge paid by CSC for Hosting Services, includes
production and disaster recovery services, effective 4/1/2015.
Yearly Charges — The total annual recurring chargss, excluding installztion charges, paid by CSC.

Ni. Omitted
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Ne: Billing and Payment

The County shall submit gquarterly invoices to the CSC which shall include a reference to this
Agreement and identify the amount due and payable to the County. Payment will be made in
accordance with the Florida Local Government Prompt Payment Act, as amended, which also
establishes a process and remedies for non-compliance.

SectionO: Additional IT Services

Upon request for assistance, the ISS Director may, at the Director's discretion, permit staff
resources to assist the CSC in the execution of certain information technology responsibilities.
These additional services can be requested by submitting a Task Order {Attachment 1}. These
services will be charged at the rate of $125/hour with a not-to-exceed cost of $50,000 per Task
Order. These services may also require the purchase of additional resources, including but not
limited to hardware and software. The CSC is responsible for all associated costs for these
additional resources. An estimate for each Task Grder will be available upon request by the
CSC. The CSC agrees to fully reimburse the County for all costs associated with the rendering of
the County staff assistance and/or information technology resotrees. If the cost of services
exceeds $50,000, the Task Order shall be appraved by the Board of County Commissioners.

Section P: Annual Review of Fees and Charges

The County reserves the right to review the fees and charges included in this Exhibit on a yearly
basis and make appropriate rate adjustments. Should an adjustment be warranted, sixty (60)
days notice will be provided. Any such rate adjustments shalt be reduced to writing via an
Amendment to be executed by all parties.

Section Q: Insurance

This section does not apply to Hosting Services.
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Task Order #:
Original Agreement #R:

Crgenization requesting services:

Type of Service:
Location of Service;
Contact Name:
Contact Phone:
Contact eMail:

Reguested Date for Completion:

Description of Service/Deliverables +/-

Information Systems Services

Chiidran’s Services Council of Palm Beach County

Attachment 1
Palm Beach County

Task Order < $50,000

BOARD OF COUNTY COMMISSIONERS

By: Steve Bordelon, Director, 155

APPROVED AS TO FORM
AND LEGAL SUFFICIENCY

COUNTY ATTORNEY

g
Estimated Amount:
‘ ISS Project Manager/Director: Date:
Name/Title
Project Office; Date:
Name/Title
PALM BEACH COUNTY

CHILDREN'S SERVICES COUNCIL OF
PALM BEACH COUNTY

Name, Title
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Sant*  Florida tambdaRoil Jaseph A, Lazor, CGEIT, CISM, ITIL v/ F

O OV Chicf Excentive Officer
Florkdus 160 Gigobil Research end Education Network Josoph ror el orp

April 17,2019

Mr. Michael Butler
Director of Network Services, Palm Beach County
West Palm Beach, FI. 33401

Subject: Authorized Use of the Palm Beach County Network as a Florida LambdaRail Associate
Dear Mike,

In accordance with the provisions provided for in the connection agreement R-2014-0851,
effective June 3, 2014, Florida L.ambdaRail and Palm Beach County (the parties) both
understand and agree that the Associate (Palm Beach County) will utilize its connection to
provide connectivity to the FLR network.

As an Associate, Palm Beach County, shall be authorized to provide connectivity to the FLR.
network, through its fiber network to any of the municipalities incorporated within Palm Beach
County or any other person or entity (hereinafter referred to as “Third Party Connections™) which
meet the criteria for non-equity perticipants in FLR. Such criteria being that a potential non-
equity participant must meet one of the following condition: (i) the potential participant is an
educational institution (ie. private, non-profit educational institution, Florida public university,
community college, for profit college, or public/private school; (ii) the potential participant is in
collaboration with other FLR non-profit participants in support of research education or 21°
century economy initiatives; (iif) the potential participant is teaming with an Equity Partner or
Affiliate in research or 21% century economy initiatives; (iv) the potential participant facilitates
cobmecting other State of Florida government entities that do not conflict with the purpose of
FLR; (¥) providing such service does not jeopardize FLR’s not for profit status and have been
approved by FLR.

Please accept this letter as authorization for Palm Beach County (an FLR Associate) to connect
the Children’s Services Council of Palm Beach County to the FLR network.

Chief Executive Officer
Florida LambdaRait

Flarida LambdaRait. LLC
1607 Village Square Bouk d, Suite 4, Tatlxh , FL 32309
Phone B50.385 0041: Fax 850.385.0379; URL www.ilrmet.org




